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Preface

Providing a powerful graphical interface for managing MySQL, phpMyAdmin is
one of the most popular open source applications. While most developers use
routine features of phpMyAdmin every day, few are aware of the power and
potential its advanced features have. This book builds a solid understanding of the
core capabilities of phpMyAdmin, and then walks you through every facet of this
legendary tool.

Used by millions of developers, MySQL is the most popular open source database.
It supports numerous large, dynamic websites and applications. MySQL has
acquired this wide popularity by virtue of its open source nature, performance,
reliability, robustness, and support for multiple platforms. However, this popularity
has also been helped by the existence of phpMyAdmin — the industry standard
administration tool that makes database management easy for both, the experienced
developer and the novice one.

Bringing a web interface to MySQL has made phpMyAdmin an indispensable
tool for MySQL and web developers, be they professionals or in the classroom.
Every user can benefit from phpMyAdmin, by unlocking the full potential of this
powerful application.

What this book covers

Chapter 1 gives us the reasons why we should use phpMyAdmin as a means of
developing web applications. It then covers the downloading and installation
procedures for phpMyAdmin.

Chapter 2 provides an overview of various authentication types used in MySQL.
It then covers the security issues related to phpMyAdmin installation.

Chapter 3 gives us an overview of the phpMyAdmin interface. It includes the login
panel, the left and the right panel including the Light and the Full mode, and the
Query window.
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Chapter 4 is all about database creation. It teaches us how to create a table, how to
insert data manually, and how to sort the data.

Chapter 5 covers the aspects of data editing in phpMyAdmin. It teaches us handling
NULL values, multi-row editing. Finally, it covers an important aspect of any
database tool —data deletion.

Chapter 6 explores the subject of changing the structure of tables. Its primary focus is
on editing field attributes and index management.

Chapter 7 deals with backups and exports. It lists various ways to trigger an export,
available export formats, the options associated with export formats, and the various
places where the export files may be sent.

Chapter 8 tells us how to bring back exported data created for backup and transfer
purposes. It provides an overview of the various options available in phpMyAdmin
to import data, and different mechanisms involved in importing SQL and CSV files.
Finally, it covers the limitations that may be faced while importing files, and the
ways to overcome them.

Chapter 9 presents the mechanisms that are useful for searching data effectively.

Chapter 10 covers ways to perform some operations that influence and can be
performed on entire tables or databases as a whole. Finally, it deals with table
maintenance operations for table repair and optimization.

Chapter 11 is where we start covering advanced features of phpMyAdmin. The
chapter explains how to define inter-table relations. It also explains how to install
the linked-tables infrastructure —a prerequisite for the advanced features.

Chapter 12 helps us enter our own SQL commands. The chapter also gives us an
overview of Query window — the window used to edit an SQL query. Finally, it
also helps us to obtain the history of typed commands.

Chapter 13 covers the multi-table query generator, which allows us to produce
multi-table queries without actually typing them.

Chapter 14 covers Bookmarks —one of the features of the linked-tables infrastructure.
It covers how to record bookmarks and how to manipulate them. Finally, it covers
passing parameters to bookmarks, and executing bookmarks directly from the
pma_bookmark table.

Chapter 15 gives an overview of how to produce documentation, which explains
the structure of the databases, using the tools offered by phpMyAdmin.

[2]
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Chapter 16 explains how to apply transformations to the data in order to customize
its format at view time.

Chapter 17 covers phpMyAdmin's support for the MySQL features that are new in
versions 5.0 and 5.1.

Chapter 18 is about the administration of a MySQL server, focusing on the
management of user accounts and privileges. The chapter discusses how a system
administrator can use phpMyAdmin's server management features for day-to-day
user account maintenance, server verification, and server protection.

Appendix A provides a history of the phpMyAdmin project, from its roots back in
1998 through the project re-launch in 2001, and its subsequent evolution.

Appendix B explains how to troubleshoot phpMyAdmin by examining some of
its error messages, and proposing appropriate solutions. It also explains how to
interact with the development team for support, bug reports, and contributions.

What you need for this book

You need to have access to a server or workstation that has the following installed:

e  MySQL version 5.0 or newer
e PHP version 5.0 or newer

o Web server software with PHP support (this book explains phpMyAdmin's
installation on Apache and IIS)

Who is this book for

phpMyAdmin is a must have tool for everyone who needs to manage their MySQL
databases and tables in an effective manner. This book is a must read for every
serious phpMyAdmin user who would like to use this outstanding application

to its fullest potential.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text are shown as follows: "If we are using the config authentication
type, no login panel is displayed."

[31]
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A block of code will be set as follows:

Scfg['MySQLManualBase']
Scfg['MySQLManualType'] = 'searchable';

'http://www.mysqgl.com/doc/en’';

When we wish to draw your attention to a particular part of a code block, the
relevant lines or items will be shown in bold:

Scfg['Servers'] [$i] ['AllowDeny'] ['order'] = 'allow,deny';

Any command-line input or output is written as follows:

tar -xzvf phpMyAdmin-3.1.l1-all-languages.tar.gz

New terms and important words are shown in bold. Words that you see on
the screen, in menus or dialog boxes for example, appear in our text like this:
"The Home link from the left panel is used to display this page".

% Warnings or important notes appear in a box like this.

Al

Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for
us to develop titles that you really get the most out of.

To send us general feedback, simply drop an email to feedbackepacktpub.com,
and mention the book title in the subject of your message.

If there is a book that you need and would like to see us publish, please send
us a note in the SUGGEST A TITLE form on www . packtpub.com or email
suggest@packtpub.com.

If there is a topic that you have expertise in and you are interested in either writing
or contributing to a book, see our author guide on www.packtpub.com/authors.

[4]
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Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our contents, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in text or
code —we would be grateful if you would report this to us. By doing so, you can save
other readers from frustration, and help us to improve subsequent versions of this
book. If you find any errata, please report them by visiting http: //www.packtpub.
com/support, selecting your book, clicking on the let us know link, and entering

the details of your errata. Once your errata are verified, your submission will be
accepted and the errata added to any list of existing errata. Any existing errata can
be viewed by selecting your title from http: //www.packtpub. com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If
you come across any illegal copies of our works in any form on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors, and our ability to bring you
valuable content.

Questions

You can contact us at questions@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.

[51]







Introduction and Installation

I wish you a warm welcome to this book! The goal of this first chapter is to:

e Know the position of this software product in the Web spectrum
e Be aware of all its features

e Become proficient at installing and configuring it

Introducing phpMyAdmin

This section describes the place of phpMyAdmin in the context of PHP/MySQL
web applications and summarizes its features.

Web applications

The Web has evolved! In the last few years, the Web has changed dramatically.
In its infancy, the Web was a medium used mainly to convey static information
("Look, my homepage is on the Web!"). Now, large parts of the Web carry
information that is dynamically generated by application programs, on which
enterprises, and even individuals, rely for their intranets and public websites.

Because of the clear benefits of databases —better accessibility and structuring of
information —web applications are mostly database driven. While the front end
used is usually a well- known (and quickly deployed) web browser, there is a
database system at the back end. Application programs provide the interface
between the browser and the database.

Those who are not operating a database-driven website, are not using the medium to
its fullest capability. Also, they could be lagging behind competitors who have made
the switch. So, it is not a question of whether we should implement a database driven
site, but rather about when and how to implement it.
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Why web applications? They improve user experience and involve them in the
process by opening up possibilities such as:

e Gathering feedback about the site

e Letting users communicate with us and with each other through forums
¢ Ordering goods from our e-commerce site

e Enabling easily editable web-based information (content management)

¢ Designing and maintaining databases from the Web

Nowadays, WWW might stand for World-Wide Wave —a big wave that profoundly
modifies the way developers think about user interface, data presentation, and most
of all, the way data reaches users and comes back to the data center.

PHP and MySQL.:The leading open source duo

When we look at the web applications platforms currently offered by host providers,
we will see that the most prevalent is the PHP/MySQL combination.

Well supported by their respective homesites —http: //www.php.net and
http://www.mysqgl.com—this duo has enabled developers to offer a lot of
readymade open source web applications, and most importantly, enabled

in-house developers to quickly put in place solid web solutions.

MySQL, which is mostly compliant with the SQL:2003 standard, is a database system
well known for its speed, robustness, and a small connection overhead. This is
important in a web context where pages must be served as quickly as possible.

PHP, usually installed as a module inside the web server, is a popular scripting
language in which applications are written to communicate with MySQL (or other
database systems) on the back end and browsers on the front end. Ironically,

the acronym's significance has evolved along with the Web evolution, from
Personal Homepage to Professional HomePage to its current recursive definition:
PHP: Hypertext Processor. A reference about the successive name changes can

be seen in PHP's source code at http://cvs.php.net/viewve.cgi/php3/
CHANGES?rl=1.23&r2=1.24. Available on millions of Web domains, PHP drives its
own wave of quickly developing applications.

What is phpMyAdmin?
phpMyAdmin (official homepage at http://www.phpmyadmin.net) is a web
application written in PHP and contains (like most web applications) XHTML, CSS,

and JavaScript client code. It provides a complete web interface for administering
MySQL databases, and is widely recognized as the leading application in this field.

[8]
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Being open source since its existence, it has enjoyed support from numerous
developers and translators worldwide (being translated into 55 languages at
the time of writing this book). The project is currently hosted on SourceForge.

Host providers everywhere are showing their trust in phpMyAdmin by installing
it on their servers. The popular Cpanel (a website control application) interfaces
with phpMyAdmin. In addition, we can install our own copy of phpMyAdmin
inside our webspace as long as our provider respects the minimum requirements
(see the System Requirements section later in this chapter).

phpMyAdmin features

The goal of phpMyAdmin is to offer complete web-based management of MySQL
servers and data, and to keep up with MySQL and web standards evolution. While
the product is not perfect, it currently includes the most commonly requested
features and other extra features.

The development team constantly fine-tunes the product based on the reported bugs
and requested features, releasing new versions regularly.

phpMyAdmin offers features that cover basic MySQL database and table operations.
It also has an internal relational system that maintains metadata to support advanced
features. Finally, system administrators can manage users and privileges from
phpMyAdmin. It is important to note that phpMyAdmin's choice of available
operations depends on the rights the user has on a specific MySQL server.

The basic features consist of:

e Database creation, deletion, renaming, and attribute changes

e Table creation, renaming, copying, and deletion

e Table structure maintenance, including indexes

e Special table operations (repair, optimization, and changing type)
e Data insertion, modification, deletion

e Data display in horizontal / vertical mode, and Print view

e Data navigation and sorting

¢ Binary data uploading

e Data search (table or database)

¢ Querying by example (multi-table)

e Batch loading of data (import)

e Exporting structure and data in various formats, with compression
e  Multi-user and multi-server installation with web-based setup

[o]
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The advanced features include:

e Field-level comments

e Foreign keys (with or without InnoDB)
e Browse foreign table

e Bookmarks of queries

e Data dictionary

e PDF relational schema and dictionary
e SQL queries history

e Connection to MySQL, using either the traditional mysql extension or the
new mysqli extension (in PHP 5)

e Character-set support for databases, tables, and fields (with MySQL 4.1)
e Column contents transformation based on MIME type

e Visual Designer for relations

e Support for MySQL 5.0 features —views, procedures, triggers, profiling
e Support for MySQL 5.1 features —events and partitions

e Support for special storage engines —Maria, PBXT, and PBMS
(BLOB streaming)

e Support for Swekey hardware authentication USB key

¢ Theme management to customize the look of the interface
The server administration features consist of:

e User and privileges management
e Database privileges check
e Verify server's runtime information and obtain configuration hints

e Full server export

Installing phpMyAdmin

It's time to install the product and to configure it minimally for first-time use.
Our reason for installing phpMyAdmin could be one of the following;:

e Our host provider did not install a central copy
e Our provider installed it, but the version installed is not current

o We are working directly on our enterprise's web server

[10]
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Required information

Some host providers offer an integrated web panel where we can manage accounts,
including MySQL accounts, and also a file manager that can be used to upload web
content. Depending on this, the mechanism we use to transfer phpMyAdmin to
our webspace will vary. We will need some specific information (listed below)
before starting the installation:

e The web server's name or address. Here, we will assume it to be
www . mydomain. com.

e Our web server's account information (username, password). This
information will be used either for FTP or SFTP transfer, SSH login,
or web control panel login.

e The MySQL server's name or address. Often, this is 1ocalhost, which means
that it is located on the same machine as the web server. We will assume this
to be mysgl .mydomain. com.

e Our MySQL server's account information (username, password).

System requirements

The up-to-date requirements for a specific phpMyAdmin version are always

stated in the accompanying Documentation.html. For phpMyAdmin 3.1, the
minimum PHP version required is PHP 5.2 with session support and the Standard
PHP Library (SPL). Moreover, the web server must have access to a MySQL

server (version 5.0 or later) —either locally or on a remote machine. It is strongly
recommended that the PHP mcrypt extension be present for improved performance
in cookie authentication mode (more on this in Chapter 2). In fact, on a 64-bit server,
this extension is required.

On the browser side, cookie support must be activated, whatever authentication
mode we use.

Downloading the files

There are various files available in the Download section of
http://www.phpmyadmin.net. There might be more than one version offered here
and it is always a good idea to download the latest stable version. We only need to
download one file, which works regardless of the platform (browser, web server,
MySQL, or PHP version). For version 3.1, there are two groups of files—english
and all-languages. If we need only the English interface, we can download a file
containing "english" — for example, phpMyAdmin-3.1.0-english.zip. On the
other hand, if we have the need for at least one other language, a choice containing
"all-languages" would be appropriate.

[11]
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If we are using a server supporting only PHP4 —for which the PHP team has
discontinued support since December 31, 2007 — the latest stable version of
phpMyAdmin is not a good choice for download. I recommend using version 2.11.x,
which is the latest branch that supports PHP4.

The files offered have various extensions: .zip, .tar.bz2, .tar.gz, .7z.Download
a file having an extension for which you have the corresponding extractor. In the
Windows world, . zip is the most universal file format, although it is bigger than

.gz or .bz2 (common in the Linux/Unix world). In the following examples, we

will assume that the chosen file was phpMyAdmin-3.1.1-all-languages.zip.

After clicking on the appropriate file, we will have to choose the nearest mirror site.
The file will start to download, and we can save it on our computer.

Installation procedure

The next step depends on the platform you are using. The following sections detail
the procedures for some common platforms. You may proceed directly to the
relevant section.

Installation on a remote server using a
Windows client

Using the File explorer, we double-click the phpMyAdmin-3.1.1-all-languages.
zip file we just downloaded on the Windows machine. A file extractor should
start, showing us all the scripts and directories inside a main phpMyAdmin-3.1.1-
all-languages directory.

Use whatever mechanism your file extractor offers to save all the files, including
subdirectories, to some location on your workstation. Here, we have chosen c:\.
Therefore, a c: \phpMyAdmin-3.1.1-all-languages directory has been created
for extraction.

Now, it's time to transfer the entire directory structure c:\phpMyAdmin-3.1.1-all-
languages to the web server in our webspace. We use our favorite FTP software or
the web control panel for the transfer.

The exact directory under which we transfer phpMyAdmin may vary. It could be
our public_html directory or another directory where we usually transfer web
documents. For further instructions about the exact directory to be used or the best
way to transfer the directory structure, we can consult our host provider's help desk.

After the transfer is complete, these files can be removed as they are no longer
needed on our Windows client.

[12]
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Installation on a local Linux server

Let's say we chose phpMyAdmin-3.1.1-all-languages.tar.gz and downloaded

it directly to some directory on the Linux server. We move it to our web server's
document root directory (for example, /var/www/html) or to one of its subdirectories
(for example, /var/www/html/utilities). We then extract it with the following shell
command or by using any graphical file extractor that our window manager offers:

tar -xzvf phpMyAdmin-3.1.l1-all-languages.tar.gz

We must ensure that the permissions and ownership of the directory and files are
appropriate for our web server. The web server user or group must be able to
read them.

Installation on local Windows servers (Apache, IIS)

The procedure here is similar to that described in the Installation on a remote server
using a Windows client section, except that the target directory will be under our
DocumentRoot (for Apache) or our wwwroot (for IIS). Of course, we do not need to
transfer anything after modifications are made to config.inc.php (described in
the next section), as the directory is already on the webspace.

Apache is usually run as a service. Hence, we have to ensure that the user under
which the service is running has normal read privileges to access our newly created
directory. The same principle applies to IIS, which uses the IUSR_machinename
user. This user must have read access to the directory. You can adjust permissions
in the Security/permissions tab of the directory's properties.

Configuring phpMyAdmin
Here, we learn how to prepare and use the configuration file containing

the parameters to connect to MySQL, and which can be customized as per
our requirements.

Before configuring, we can rename the directory phpMyAdmin-3.1.1-
* all-languages to something like phpMyAdmin, phpmyadmin, admin,
or something easier to remember. This way, we and our users can visit
T an easily remembered URL to start phpMyAdmin. We can also use a
symbolic link if our server supports this feature.

[13]
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The config.inc.php file

This file contains valid PHP code, defining the majority of the parameters (expressed
by PHP variables) that we can change to tune phpMyAdmin to our own needs. There
are also normal PHP comments in it, and we can comment our changes.

Be careful not to add any blank line at the beginning or end of the file; this
= would hamper the execution of phpMyAdmin.

Note that phpMyAdmin looks for this file in the first level directory — the same one
where index.php is located.

In versions before 2.8.0, a generic config. inc.php file was included in the
downloaded kit. Since 2.8.0, this file is no longer present in the directory structure.
Since version 2.9.0, a config.sample. inc.php file is included, which can be copied
over to config.inc.php to act as a starting point. However, it is recommended that
you use the web-based setup script (explained in this chapter) instead, for a more
comfortable configuration interface.

There is another file— layout . inc. php — containing some configuration information.
As phpMyAdmin offers theme management, this file contains the theme-specific
colors and settings. There is one layout . inc.php per theme, located in themes/
themename, for example, themes/original. We will cover modifying some of those
parameters in Chapter 4, under the First steps section.

Permissions on config.inc.php

In its normal behavior, phpMyAdmin verifies that the permissions on this file do
not allow everyone to modify it. This means that the file should not be writable by
the world. Also, it displays a warning if the permissions are not correct. However,
in some situations (for example a NTFS file system mounted on a non-Windows
server), the permission detection fails. In these cases, you should set this parameter
to false:

Scfg['CheckConfigurationPermissions'] = false;
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Configuration principles

phpMyAdmin's behavior, given that no configuration file is present, has changed
in version 3.1.0. In versions 3.0 and earlier, the application used its default settings
as defined in 1ibraries/config.default.php, and tried to connect to a MySQL
server on localhost —the same machine where the web server is running — with
user root and no password. This is the default setup produced by most MySQL
installation procedures, even though it is not really secure. However, if our freshly
installed MySQL server were still to have the default root account, we would have
logged on automatically and would have seen a warning given by phpMyAdmin
about such lack of security.

_ If the notion of MySQL root user eludes you, it might now be the
& time to browse http://dev.mysqgl.com/doc/refman/5.1/en/
i privilege-system.html, to learn the basics about MySQL's
privilege system.

Since version 3.1.0, the development team has wanted to promote a more
flexible login panel. This is why, in the situation of lacking a configuration file,
phpMyAdmin displays the cookie based login panel by default (more details
on this in Chapter 2):

phpMuy#Admin

Welcome to phpMyAdmin

—Language

English .“'|
—Log in

Username:

Password:

[15]
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We can verify this fact by opening our browser and visiting
http://www.mydomain.com/phpmyadmin, and substituting the proper values for the
domain part and the directory part.

If we are able to log in, it means that there is a MySQL server running on the same
host as the web server (localhost), and we've just made a connection to it. However,
not having created a configuration file means that we would be limited to managing
this host only. Moreover, many advanced phpMyAdmin features (for example,
query bookmarks, full relational support, column transformation, and so on) would
not be activated.

The cookie based authentication method uses Blowfish encryption for
. storing credentials in browser cookies. When no configuration file exists,
& a Blowfish secret key is generated and stored in session data, which
=" can open the door to security issues. This is why the warning message
is displayed: The configuration file now needs a secret passphrase
(blowfish_secret).

At this point, we have some choices:

e Use phpMyAdmin without a configuration file
e Use the web-based setup script to generate a config. inc.php file

e Create a config.inc.php file manually

These options are presented in the following sections. We should note that, even

if we use the web-based setup script, we should familiarize ourselves with the
config.inc.php file format, because the setup script does not cover all the possible
configuration options.

Web-based setup script

The web-based setup mechanism is strongly recommended in order to avoid syntax
errors that could result from the manual creation of the configuration file. Also,

as this file must respect PHP's syntax, it's common for new users to experience
problems in this phase of the installation.

A warning is in order here: the current version has only a limited number
A of translation languages for the setup interface.

To access the setup script, we must visit http://www.mydomain. com/phpmyadmin/
scripts/setup. Here is what appears on the initial execution:
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3 Cannot load or save configuration

phpMyAdmin 3.1.1 setup L;ﬂjuaf _|
|
Overview Overview
Features

Navigation frame

Please create web server writable folder canfig in phpliyAdmin top level directory as described

Main frame in documentation. Otherwise you will be only able to download or display it.
Import
Export Show hidden messages (2

Servers

There are no configured servers

Configuration file
Default language @@ |Engl\sh Iv.
Default server @
End of line

[ Display ][ Download ] \ Save || Load || Delete \ [ Clear ]

In most cases, the icons beside each parameter point to the respective phpMyAdmin
official wikis and to the documentation, providing you with more information about

this parameter and its possible values.

If Show hidden messages appears, and we click on this link, the following messages

are revealed:

Overview

€3 Cannot load or save configuration

Please create web server wntable folder config m phpldyAdmn top level directory as
described m documentation. Otherwise you will be only able to download or display it.

/. Insecure connection

Tou are not usmg a secure connection, all data (ncludmg potentially sensive information, hlce
passwords) 15 transferred unencrypted! If yvour server 1z also confipured to accept HTTEPS
requests follow this link to use a secure connection.

(@ Force SSL connection
This ophon should be enabled of your web server supports it

[17]
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There are three warnings here. We will first deal with the second one —Insecure
connection. This message appears if we are accessing the web server over HTTP,
an insecure protocol. As we are possibly going to input confidential information,
such as the user name and password in the setup phase, it's recommended that
you communicate over HTTPS at least for this phase. HTTPS uses SSL (Secure
Socket Layer) to encrypt the communication and make eavesdropping on the line
impossible. If our web server supports HTTPS, we can simply follow the proposed
link. It will restart the setup process, this time over HTTPS. We have made this
assumption in our example.

The third warning encourages you to use the ForcessL option, which would
automatically switch to HTTPS when using phpMyAdmin (not related to the
setup phase).

The first warning tells us that phpMyAdmin did not find a writable directory with
the name config. This is normal as it was not present in the downloaded kit. Also, as
the directory is not yet there, we observe that the Save, Load, and Delete buttons in
the interface are grey. In this config directory, we can:

e Save the working version of the configuration file during the setup process

e Load a previously prepared config.inc.php file

It's not absolutely necessary that we create this configuration directory, as we can
download the config. inc.php file produced by the setup procedure to our client
machine. We can then upload it to phpMyAdmin in the first-level directory via the
same mechanism (say FTP) that we used to upload phpMyAdmin. In any case, we'll
create this directory.

The principle here is that the web server must be able to write to this directory.
There is more than one way to achieve this. Here is one that would work on a Linux
server —adding read, write, and execute permissions for everyone on this directory.

cd phpMyAdmin
mkdir config
chmod 777 config
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Having done that, we refresh the page in our browser and we see:

Servers

There are no canfigured servers

Configuration file
Default langnage @& English Iv'
Default server @
End of line [N/ Linu (in) (%]

[ Display ” Download ] [ Save J| Load || Delete | [ Clear J

In the configuration dialog, a drop-down menu permits the user to choose the proper
end-of-line format. This is according to the platform on which we plan to open later,
with a text editor, the config. inc.php file.

A single copy of phpMyAdmin can be used to manage many MySQL servers. We
will now define parameters describing our first MySQL server. We click New server,
and the server configuration panel is shown.

A complete explanation of these parameters can be found in the following sections
of this chapter and in Chapter 11. For now, we notice that the setup process has
detected that PHP also supports the mysgli extension. Therefore, this is the one
that is chosen by default. This extension is the programming library used by PHP
to communicate with MySQL.

I encourage you to stay in the philosophy proposed by the interface, and keep cookie

as the Authentication type. We assume that our MySQL server is located on localhost.

Hence, we keep this value and all the proposed values intact, except for the following:
e Verbose name of this server —we enter my server

e User for config auth — we remove root and leave it empty

[19]
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You can see that any parameter changed from its default value appears in a different
color. Moreover, a small arrow becomes available, the purpose of which is to restore
a field to its default value. Hence, you can feel free to experiment with changing
parameters, knowing that you can easily revert to the proposed value. At this point,
the panel should look like this:

Add a new server

| Basic settings ” Signon login options || Server configuration || PMA database

Enter server cotmection parameters

Verbose name of this server @ [y server |
Hostmame where MySOL senver iz running

Server hostname @@ localhost |

Server port @ | |
Fort onwhich MyS0L server is listening, leave empty for default

Server socket @
Sodiet on which MySQL senver is listening, leave empty for default

UseSSL @@ O
Connection type @ g [
Haow to connect to server, keap top if unsure

PHP extension to use @ mysdi (]
What PHF extension to use; you should use mysqli if suppaorted

Compress connection @@ O
Comprass connection to MySOL senver

Authentication type @ cookic [¥]

Authentication method to usze

User for config auth @

Leawve empty if not using config auth

Password for config auth @ | |

Leawe empty if not using config auth

Connect without password @ O

Try to connectwithout pasamard

SweKey configfile @@ | >

The path forthe config file for Swekey hardware authentication (not

located inyourd troot; sted: wonf)
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We then click Save and are brought back to the Overview panel. This save operation
did not yet save anything to disk; changes were saved in memory. We are warned
that a Blowfish secret key was generated. However, we don't have to remember it,
as it's not keyed in during login process, but is used internally. For the curious, you
can switch to the Features panel and click the Security tab to see which secret key
was generated. Back to the Overview panel. Now our setup process knows about
one MySQL server, and there are links that enable us to Edit or Delete these

server settings:

Servers

# IName Authentication type DSN
1 myserver cookie mysqlifilocathost  Edit| Delete

New server

We can have a look at the generated configuration lines by using the Display
button — then we can analyze these parameters using the explanations given in
the Description of some Configuration Parameters section later in this chapter.

At this point, this configuration is still just in memory, so we need to save it. This

is done via the Save button on the Overview panel. It saves config. inc.php in

the special config directory that we created previously. This is a directory strictly
used for configuration purposes. If, for any reason, it was not possible to create this
config directory, you just have to Download the file and upload it to the web sever
directory where phpMyAdmin is installed.

The last step is to copy config. inc.php from the config directory to the top-level
directory —the one that contains index.php. By copying this file, it becomes owned
by the user instead of the web server, ensuring that further modifications are possible.
This copy can be done via FTP or through commands such as:

cd config

cp config.inc.php ..

. Asasecurity measure, it's recommended that you change the
& permission on the config directory —for example, with the
Ke— chmod ugo-rwx config command. This is to block any unauthorized
reading and writing in this directory.
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Other configuration parameters can be set with these web-based setup pages. To do
so, we would have to:

1. Enable read and write access to the config directory

2. Copy the config.inc.php there

3. Ensure that read and write access are provided to this file for the web server
4.

Start the web-based setup tool

You are invited to peruse the remaining menus to get a sense of the available
configuration possibilities, either now, or later when we cover a related subject.

In order to keep this book's text lighter, we will only refer to the parameters' textual
values in the following chapters.

Manual creation of config.inc.php

We can create this text file from scratch using our favorite text editor, or by using
config.sample.inc.php as a starting point. The exact procedure depends upon
which client operating system we are using. We can refer to the next section for
further information.

The default values for all possible configuration parameters that can be located
inside config.inc.php are defined in libraries/config.default.php. We can
take a look at this file to see the syntax used as well as further comments about
configuration. See the important note about this file in the Upgrading phpMyAdmin
section of this chapter.

Tips for editing config.inc.php on a
Windows Client

This file contains special characters (Unix-style end of lines). Hence, we must open it
with a text editor that understands this format. If we use the wrong text editor, this
file will be displayed with very long lines.

The best choice is a standard PHP editor. Another choice would be WordPad,
Metapad, or UltraEdit. We should be careful not to add any characters (even

blank lines) at the beginning or end of the file. This would disturb the execution of
phpMyAdmin and generate the Cannot send header output... error message. If this
happens, refer to Appendix B.
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Every time the config. inc.php file is modified, it will have to be transferred again
to our webspace. This transfer is done via an FTP or an SFTP client. You have the
option to use a standalone FTP/SFTP client such as FileZilla, or save directly via
FTP/SFTP if your PHP editor supports this feature.

Description of some configuration parameters

In this chapter and the next one, we will concentrate on the parameters that deal with
connection and authentication. Other parameters will be discussed in the chapters
where the corresponding features are explained.

PmaAbsoluteUri

The first parameter we will look at is $cfg['PmaAbsoluteUri'] = '';

PMA is a familiar abbreviation for phpMyAdmin. For configuration parameters,
the chosen convention is to capitalize the first letter, producing Pma in this case. At
some places in its code, phpMyAdmin sends an HTTP Location header and must
know the absolute URI of its installation point. Using an absolute URI in this case is
required by RFC 2616, section 14.30.

In most cases, we can leave this one empty, as phpMyAdmin tries to auto-detect the
correct value. If we browse a table later, and then edit a row and click Save, we will
receive an error message from our browser saying, for example, This document does
not exist. This means that the absolute URI that phpMyAdmin built in order to reach
the intended page was wrong, indicating that we must manually put the correct
value in this parameter.

For example, we would change it to:

$Scfg['PmaAbsoluteUri'] = 'http://www.mydomain.com/phpMyAdmin/"';

Server-specific sections

The next section of the file contains server-specific configurations, each starting with:

Si++;
Scfg['Servers'] [$i] ['host'] = '';
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If we examine only the normal server parameters (other parameters will be
covered starting with Chapter 11), we see a section that looks like the following

for each server:

Sit++;
Scfg['Servers'] [$i] ['host'] = '';
Scfg['Servers'] [$i] ['port'] = '';
Scfg['Servers'] [$i] ['socket'] = '';
Scfg['Servers'] [$1i] ['connect type'] = 'tcp';
Scfg['Servers'] [$i] ['extension'] = 'mysqgli';
Scfg['Servers'] [$i] ['compress'] = FALSE;
S$cfg['Servers'] [$i] ['controluser'] = 11,
Scfg['Servers'] [$i] ['controlpass'] = '';
Scfg['Servers'] [$i] ['auth type'l = 'cookie';
Scfg['Servers'] [$i] ['user'] = '';
Scfg['Servers'] [$i] ['password'] = '';
$cfgl'Servers'] [$i] ['only db'] = '
Scfg['Servers'] [$i] ['hide db'] = '';
1081110

H
<
o
[a]
o
o
0
o
[

Scfg['Servers'

In this section, we have to enter in $cfg['Servers'] [$i] ['host '], the hostname or
IP address of the MySQL server —for example, mysgl .mydomain.com or localhost.
If this server is running on a non-standard port or socket, we fill in the correct values
in Scfg['Servers'] [$i] ['port'] Or$cfg['Servers'][$i]['socket'].8eethe
section on connect_type for more details about sockets.

The displayed server name inside phpMyAdmin's interface will be the one entered in
'host ' (unless we enter a non-blank value in the following parameter). For example:

Scfgl'Servers'] [$i] ['verbose'] = 'Test server';

This feature can thus be used to hide the real server hostname as seen by the users.

extension

The traditional mechanism PHP uses to communicate with a MySQL server, as
available in PHP before version 5, is the mysqgl extension. This extension is still
available in PHP 5. However, a new extension called mysgli has been developed and
should be preferred for PHP 5, because of its improved performance and its support
of the full functionality of MySQL family 4.1.x. This extension is designed to work
with MySQL version 4.1.3 and higher.

In phpMyAdmin version 2.6.0, a new library has been implemented. This has made
possible the use of both extensions, choosing either one for a particular server. We
indicate the extension we want to use in $cfg['Servers'] [$i] ['extension'].
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PersistentConnections

Another important parameter (which is not server-specific but applies to all server
definitions) is $cfg['PersistentConnections']. For every server we connect to
using the mysqgl extension, this parameter, when set to TRUE, instructs PHP to keep
the connection to the MySQL server open. This speeds up the interaction between
PHP and MySQL. However, it is set to FALSE by default in config. inc.php because
persistent connections are often a cause of resource depletion on servers. So you

will find MySQL refusing new connections. For this reason, the option is not even
available for the mysqli extension. Hence they setting it to TRUE here would have no
effect if you are connecting with this extension.

connect_type, socket and port

Both the mysql and mysqli extensions automatically use a socket to connect to
MySQL if the server is on localhost. Consider this configuration:

Scfgl'Servers'] [$i] ['host'] = 'localhost';
Scfg['Servers'] [$i] ['port'] = 1,
Scfg['Servers'] [$i] ['socket '] = '
Scfg['Servers'] [$1i] ['connect type'] = 'tep';
Scfg['Servers'] [$1] ['extension'] = 'mysql';

The default value for connect type is tcp. However, the extension will use a socket
because it concludes that this is more efficient as the host is 1ocalhost. So in this
case, we can use tcp or socket as the connect_type. To force a real tcp connection,
we can specify 127.0.0.1 instead of 1ocalhost in the host parameter. Because the
socket parameter is empty, the extension will try the default socket. If this default
socket, as defined in php . ini, does not correspond to the real socket assigned to the
MySQL server, we have to put the socket name (for example, /tmp/mysql.sock) in
Scfgl['Servers'] [$i] ['socket'].

If the hostname is not localhost, a tcp connection will occur —here, on the special port
3307. However, leaving the port value empty would use the default 3306 port:

$cfg['Servers'][$i][ host'] = 'mysql.mydomain.com’;
$cfg['Servers'][$i]['port] =13307";
$cfg['Servers'][$i]['socket'] =

$cfg['Servers'][$i]['connect_type'] = 'tcp';

$cfg['Servers'][$i]['extension']  ='mysql’;
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compress configuration

Starting with PHP 4.3.0 and MySQL 3.23.49, the protocol used to communicate
between PHP and MySQL allows a compressed mode. Using this mode provides
better efficiency. To take advantage of this mode, simply specify:

$cfg['Servers'][$i]['compress'] = TRUE;

Upgrading phpMyAdmin

Normally, upgrading is just a matter of installing the newer version into a

separate directory and copying the previous version's config. inc.php to the new

directory. If the previous version is phpMyAdmin 2.6.0 or older, we cannot copy its
config.inc.php to the new version because the file format has changed too much.

An upgrade path or the first-installation path, which should not be taken

is to copy libraries/config.default.php to config. inc.php.
/< This is because the default configuration file is version-specific, and is not

guaranteed to work for the future versions.

New parameters appear from version to version. They are documented in
Documentation.html and defined in 1ibraries/config.default.php. If

a configuration parameter is not present in config. inc.php, its value from
libraries/config.default.php will be used. Therefore, we do not have to
include it in config. inc.php if the default value suits us.

Special care must be taken to propagate the changes we might have made to the
layout.inc.php files depending on the themes used. We may even have to copy our
custom themes subdirectories if we added our own themes to the structure.

Summary

This chapter covers how the web has evolved as a means of delivering applications,
and why we should use PHP/MySQL to develop these applications. The chapter
also gives an overview of why phpMyAdmin is recognized as a leading application
to interface MySQL from the Web and a brief list of its features. It then discusses
common reasons for installing phpMyAdmin, steps for downloading it from the
main site, basic configuration, uploading phpMyAdmin to our web server, and also
about upgrading.

Now that the basic installation has been done, the next chapter will deal with the
configuration subject in depth, by exploring the authentication and security aspects.
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Authentication and Security

There are many ways of configuring authentication in phpMyAdmin — depending on
our goals, the presence of other applications, and the level of security we need. This
chapter explores the available possibilities.

MySQL authentication

When we type in a username and password, although it seems that we are

logging in to phpMyAdmin, we are not! The authentication system is a function

of the MySQL server. We are merely using phpMyAdmin (which is running on
the web server) as an interface that sends our username and password information
to the MySQL server. Strictly speaking, we do not log in to phpMyAdmin, but
through phpMyAdmin.

This is why in user support forums about phpMyAdmin, people asking for help
about authentication are often referred back to their MySQL server's administrator,
because a lost MySQL user or password is not really a phpMyAdmin problem.

This section explains the various authentication modes offered by phpMyAdmin.

Root user without password

In many cases, MySQL's default installation leaves a server open to intrusion
because it creates a MySQL account named root without a password. To counter
this problem, phpMyAdmin 3.1.0 has introduced a server-specific configuration
parameter, Scfg['Servers'] [$i] ['AllowNoPasswordRoot '], which by default is
false. Generally, this directive should remain false to avoid this kind of access via
phpMyAdmin, as hackers are actively probing the web for insecure MySQL servers.
Go through the Security section for other ideas about protecting your server.
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If this parameter is set to false and a login attempt is made with the
e— root account and no password, an Access denied message is displayed.

Single-user authentication using config

For our first example, we will use the config authentication type, which is easy
to understand. However, in the Multi-user authentication section, we will see more
powerful and versatile ways of authenticating.

to intrusion, unless we protect it as explained in the Security section of

. Using the config authentication type leaves our phpMyAdmin open
NBS
this chapter.

Here we ask for config authentication, and enter our username and password for
this MySQL server:

Scfgl'Servers'] [$i] ['auth type']l = 'config';
Scfg['Servers'] [$i] ['user'] = 'marc';
Scfg['Servers'] [$i] ['password'] = 'bingo';

We can then save the changes we made in config. inc.php.

Testing the connection

Now it's time to start phpMyAdmin and try connecting with the values we
configured. This will test the following;:

e The values we entered in the config file or on the web-based setup

e The setup of the PHP component inside the web server, if we did a manual
configuration

e Communication between web and MySQL servers

We start our browser and point it to the directory where we installed phpMyAdmin,
asin http://www.mydomain.com/phpMyAdmin. If this does not work, we try
http://www.mydomain.com/phpMyAdmin/index.php. (This would mean that

our web server is not configured to interpret index . php as the default

starting document.)

If you still get an error, refer to Appendix B for troubleshooting and support. We
should now see phpMyAdmin's homepage. Chapter 3 gives an overview of the
panels seen now.
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Multi-user authentication

We might want to allow a single copy of phpMyAdmin to be used by a group of
persons, each having their own MySQL username and password, and seeing only the
databases they have rights to. Or we might prefer to avoid having our username and
password in clear text in config.inc.php.

Authentication types offered

Instead of relying on a username and password stored in config.inc.php,
phpMyAdmin will communicate with the browser and get authentication data from
it. This enables true login for all users defined in a specific MySQL server, without
having to define them in the configuration file. There are three modes offered that
allow a controlled login to MySQL via phpMyAdmin—http, cookie, and signon.
We will have to choose the one that suits our specific situation and environment
(more on this in a moment). The http and cookie modes may require that we first
define a control user.

The control user

Defining the control user has two purposes:

¢ OnaMySQL server previous to version 4.1.2 or running with - - skip-show-
database, the control user permits the use of multi-user authentication. This
aspect is described in the current section.

e Onall versions of MySQL server, this user is necessary to be able to use the
advanced relational features of phpMyAdmin, which are described starting
at Chapter 11.

To be able to use authentication types for every kind of MySQL user (in MySQL, user
privileges may be expressed in various ways), we should define a control user and a
password in the server-specific section of a server. If we do not define one, users who
have been defined in MySQL with a syntax of 'user'e@'hostname' or 'user'e's’,
will be able to function normally with phpMyAdmin's features like creating a
database, while others won't.

For authentication purposes, the control user is a special user (the usual name we
choose for it is pma) who has the rights to read some fields in the special mysql
database (which contains all the user definitions). phpMyAdmin sends queries
with this special control user only for the specific needs of authentication, and not
for normal operation. The commands to create the control user are available in
phpMyAdmin's Documentation.html and may vary from one version to the other.
This documentation contains the most current commands.
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When our control user is created in the MySQL server, we fill in the parameters as in
the following example:

Scfgl'Servers'] [$i] ['controluser!'] = 'pma';
Scfg['Servers'] [$i] ['controlpass'] = 'bingo';

I use the bingo password when I teach phpMyAdmin; it is recommended
e to avoid using the same password for your own installation.

Logging out

Since version 2.10, a mechanism is available to indicate phpMyAdmin, as to which
URL it should pass control after a logout. This feature works for all authentication
types. Here is an example:

Scfg['Servers'] [$i] ['LogoutURL'] = 'http://www.mydomain.com';

This directive must contain an absolute URL, including the protocol.

HTTP authentication

This mode —http —is the traditional mode offered in HTTP, in which the browser
asks for the username and password, sends them to phpMyAdmin, and keeps
sending them until all the browser's windows are closed.

To enable this mode, we simply use the following line:
Scfgl'Servers'] [$i] ['auth type'] = 'http';
This mode has some limitations:

e PHP, depending on the version, might not support HTTP authentication. It
works when PHP is running as a module under Apache; for other cases, we
should consult the PHP documentation for our version.

e If we want to protect phpMyAdmin's directory with a . htaccess file (see the
Security section in this chapter), this will interfere with HTTP authentication
type; we cannot use both.

e There is not a true logout, as we will have to close all browser windows to be
able to login again with the same username.
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Even considering those limitations, this mode may be a valuable choice for the
following reasons:

e Some browsers can store the authentication information in an
unencrypted form

e Itis a bit faster than cookie processing

Cookie authentication

The cookie authentication mode is superior to ht tp in terms of the functionalities
offered. It offers true login and logout, and can be used with PHP running on any
kind of web server. It presents a login panel (see the following figure) from within
phpMyAdmin. This can be customized, as we have the application source code.
However, as you may have guessed, for cookie authentication, the browser must
accept cookies coming from the web server — true for all authentication modes
starting with phpMyAdmin 2.8.0.

This mode stores the username typed in the login screen into a permanent cookie

in our browser. The password is stored as a temporary cookie. In a multi-server
configuration, the username and password corresponding to each server are

stored separately. To protect the username and password secrecy against some
attack methods that target cookie content, they are encrypted using the Blowfish
mechanism. So, to use this mode, we have to define (once) in config.inc.php, a
secret password that will be used to securely encrypt all passwords stored as cookies
from this phpMyAdmin installation.

This is done by putting a secret password here:
Scfg['blowfish secret'] = 'SantalLivesInCanada';
Then, for each server-specific section, use the following:

Scfgl'Servers'] [$i] ['auth type'l = 'cookie';
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The next time we start phpMyAdmin, we will see the login panel as shown in the
following figure:

phpMuy#Admin
Welcome to phpMyAdmin
rLanguage
English l,"
—Login
Username:
Password:

By default, phpMyAdmin displays (in the login panel) the last username for which

a successful login was achieved for this particular server, as retrieved from the
permanent cookie. If this behavior is not acceptable (if we would prefer that someone
else who logs in from the same workstation should not see the previous username),
we can set the following parameter to FALSE:

Scfg['LoginCookieRecall'] = FALSE;

A security feature was added in phpMyAdmin 2.6.0 —a time limit for the validity

of the entered password. This feature helps to protect the working session. After a
successful login, our password is stored in a cookie, along with a timer. Every action
in phpMyAdmin resets the timer. If we stay inactive for a certain number of seconds,
as defined in $cfg['LoginCookieValidity'], we are disconnected and have to log
in again. The default is 1800 seconds.

The Blowfish algorithm used to protect the username and password
requires many computations. To achieve the best possible speed, the

. PHP's mcrypt extension and its accompanying library must be installed
% on our web server. Otherwise, phpMyAdmin relies on an internally-

L coded algorithm, which works, but causes delays of several seconds on
almost every operation done from phpMyAdmin! This is because the
username and password information must be decoded on every mouse
click to be able to connect to MySQL.
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Signon authentication

Since version 2.10, the signon mode enables us to use the credentials from another
application to authenticate to phpMyAdmin. Some applications have their own
authentication mechanism, so it's convenient to be able to use this fact to avoid
another cumbersome login panel. In order for this to work, this other application
has to store the proper credentials into PHP's session data to be retrieved later by
phpMyAdmin.

To enable this mode, we start with this directive:
Scfg['Servers'] [$1i] ['auth type'l = 'signon';

Let's suppose that the authenticating application has used a session named FirstApp
to store the credentials. We tell this to phpMyAdmin:

Scfg['Servers'] [$i] ['SignonSession'] = 'FirstApp';

We must take care of users that would try to access phpMyAdmin before the other
application; in this case, phpMyAdmin will redirect users to the authenticating
application. This is done with

Scfg['Servers'] [$1] ['SignonURL'] = 'http://www.mydomain.com/
FirstApp';

How does the authenticating application store credentials in a format that
phpMyAdmin can understand? An example is included as scripts/signon.php.
In this script, there is a simple HTML form to input the credentials and logic that
initializes the session —we would use FirstApp as a session name, and create the
user, password, and host information into this session:

$ SESSION['PMA single signon user'] = $ POST['user'];
$_SESSION['PMA single_ signon password'] = $ POST['password'];
$ SESSION['PMA single signon host'] = $ POST['host'];

. Note that FirstApp does not need to ask the MySQL's credentials to
% the user. These could be hard coded inside the application, as they are
s secret or there is a known correspondence between the credentials of this
application and that of MySQL's.

The authenticating application then uses a way of its choosing —a link or a
button — to let its users start phpMyAdmin.
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Multi-server configuration

The config.inc.php file contains at least one server-specific section; however, we
can add more, enabling a single copy of phpMyAdmin to manage many servers. Let
us see how to configure more servers.

Servers defined in the configuration file

In the server-specific sections of the config. inc.php file, we see lines referring to
$cfgl'Servers'] [$i] for each server. Here, the variable $i is used so that one can
easily cut and paste whole sections of the configuration file to configure more servers.
While copying such sections, we should take care that the $i++; instruction, which
precedes each section and is crucial to delimit the server sections, is also copied.

Then, at the end of the sections, the following line controls what happens at startup:

Scfg['ServerDefault'] = 1;

The default value, 1, means that phpMyAdmin will connect by itself to the first
server defined or present this server choice by default when using advanced
authentication (more on this later in this chapter). We can specify any number, for
the corresponding server-specific section. We can also enter the value 0, signifying
no default server.

This configuration can also be done via web-based setup. Given here is an example
of a multi-server definition, with the default server being set to let the user choose.

Servers
# Name Authentication type  DSN
1 my server coolde taysqlidilocathest Edit| Delete
2 mysgl-1.mydoman com  cookie mysqlidimyeel- 1 mydemam com  Edit| Delete
3 mysel-2 mydomain com  coolde tyselidysgl-2 mydomain com  Edit| Delste

Configuration file
Default language @ ‘ English _v.‘
|
Default server @ | letthe user choose iv'|
End of line

[ Display H Download ] [ Save ][ Load H Delete J [ Clear ]
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With no default server defined, phpMyAdmin will present a server choice:

phplliyAdmnin :
Actions
P Sener | (Servers) .. |

Sersers) .

Interface

mysg-1 rydomain.corm

rysgl-2 v omain.com
f Languade . | CTTL{IT=TT

Arbitrary server

Another mechanism can be used if we want to be able to connect to an undefined
MySQL server. First, we have to set the following parameter:

Scfgl['AllowArbitraryServer'] = TRUE;

We also have to put back the default value of 1 into $cfg['ServerDefault']. Then,
we need to use the cookie authentication type. We will be able to choose the server
and enter a username and a password.

. Allowing an arbitrary server means that any MySQL server accessible
from our web server could be connected to via phpMyAdmin. Therefore,
= this feature should probably be used in conjunction with a reinforced
security mechanism (see the Security section).

As seen here, we still can choose one of the defined servers in Server Choice. In
addition, we can also enter an arbitrary server name, a username, and a password:

—Log in
Server: rriyescyl-ather iy domain. corm
Username:
|‘f0u can enter hostnameIP address and part separated by space.
Password:
Server Choice: iy SERVET |";|

As the tooltip indicates, you can also enter a port number (of course separated
from hostname/IP address by space), if this MySQL server is listening on a
non-standard port.
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Security

Security can be examined at various levels:

¢ How we can protect the phpMyAdmin installation directory
e  Which workstations can access phpMyAdmin
¢ The databases that a legitimate user can see

e How in-transit data protection and access protection can be enforced via a
physical USB key on the workstation

Directory-level protection

Suppose an unauthorized person is trying to execute our copy of phpMyAdmin.

If we use the simple config authentication type, anyone knowing the URL of our
phpMyAdmin will have the same effective rights to our data as we do. In this case,
we should use the directory protection mechanism offered by our web server

(for example, .htaccess, a file name with a leading dot) to add a level of protection.

If we decide on using http or cookie authentication types, our data would be safe
enough. However, we should take normal precautions with our password (including
its periodic change).

The directory where phpMyAdmin is installed contains sensitive data. Not only the
configuration file but also all scripts stored there must be protected from alteration.
We should ensure that apart from us, only the web server effective user has read
access to the files contained in this directory, and that only we can write to them.

phpMyAdmin's scripts never have to modify anything inside this
% directory, except when we use the Save export file to server feature
S . .
(explained in Chapter 7).

Another possible attack is from other developers having an account on the same web
server as we do. In this kind of attack, someone can try to open our config.inc.php
file. As this file is readable by the web server, someone could try to include

our file from their PHP scripts. This is why it is recommended to use PHP's
open_basedir feature, possibly applying it to all directories from which such attacks
could originate.
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Error handling

Version 3.0 has introduced a new PHP error trapping behavior in phpMyAdmin,

based on PHP's custom error handler mechanism. One of the benefits of this error
handler is to avoid path disclosure, which is considered a security weakness. The

default settings related to this are:

Scfg['Error Handler'] = array();
$cfg['Error Handler'] ['display']l = false;

You should let the default value for display to be false, unless you are developing a
new phpMyAdmin feature and want to see all PHP errors and warnings.

IP-based access control

An additional level of protection can be added, this time verifying the Internet
Protocol (IP) address of the machine from which the request to use phpMyAdmin
is received.

To achieve this level of protection, we construct rules allowing or denying access,
and specify the order in which these rules will be applied.

Rules

The format of a rule is:

<'allow' | 'deny's <username> [from] <sources

from being optional, here are some examples:

Rule Description
allow Bob from User Bob is allowed access from IP address
1.2.3.4 1.2.3.4
allow Bob from User Bob is allowed from any address matching
1.2.3/24 the network 1.2.3
(this is CIDR IP matching).
deny Alice from User Alice cannot access when located on
4.5/16 network 4. 5.
allow Melanie from  User Melanie can login from anywhere.
all
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Rule Description
allow Julie from Equivalent to 127.0.0.1
localhost
deny % from all all can be used as an equivalent to 0.0.0.0/0,
meaning any host. Here, the % sign means
any user.

The source part can also be formed with the special names localnet?, localnetB, or
localnetC. These represent the complete class A, B, or C network in which the web
server is located. Note that phpMyAdmin relies on the $_SERVER ["SERVER_ADDR"]
PHP parameter for this feature. Usually we will have several rules. Let's say we wish
to have the two rules that follow:

allow Marc from 45.34.23.12
allow Melanie from all

We have to put them in config. inc.php (in the related server-specific section)
as follows:

Scfg['Servers'] [$i] ['AllowDeny'] ['rules'] =
array('allow Marc from 45.34.23.12"',
'allow Melanie from all');

When defining a single rule or multiple rules, a PHP array is used. We must follow
its syntax, enclosing each complete rule within single quotes and separating each
rule from the next with a comma. Thus, if we have only one rule, we must still use an
array to specify it like this:

Scfg['Servers'] [$i] ['AllowDeny'] ['rules'] =
array('allow Marc from 45.34.23.12"'");

The next parameter explains the order in which rules are interpreted.

Order of interpretation for rules
By default, this parameter is empty:

Scfg['Servers'] [$i] ['AllowDeny'] ['order'] = '';
This means that no IP-based verification is made.

Suppose we want to allow access by default, denying access only to some username/
IP pairs. We should use:

Scfg['Servers'] [$i] ['AllowDeny'] ['order'] = 'deny,allow';
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In this case, all deny rules will be applied first, followed by allow rules. If a case is
not mentioned in the rules, access is granted. Being more restrictive, we'd want to
deny by default. We can use:

Scfg['Servers'] [$i] ['AllowDeny'] ['order'] = 'allow,deny';

This time, all allow rules are applied first, followed by deny rules. If a case is not
mentioned in the rules, access is denied. The third (and most restrictive) way of
specifying rules order is:

Scfgl'Servers'] [$i] ['AllowDeny'] ['order'] = 'explicit';

Now, deny rules are applied before allow rules. But for them to be accepted, a
username/ IP address must be listed in the allow rules, and not in the deny rules.

Simplified rule for root access

As the root user is present in almost all MySQL installations, it's often the target of
attacks. Starting with phpMyAdmin 2.6.1, a parameter permits us to easily block all
logins of the MySQL's root account, using the following;:

Scfg['Servers'] [$i] ['AllowRoot '] = FALSE;

Restricting the list of databases

Sometimes it is useful to avoid showing in the left panel, all the databases a user has
access to. phpMyAdmin offers two ways of restricting—only db and hide_db.

To specify the list of what can be seen, the only_db parameter is used. It may contain
a database name or a list of database names. Only these databases will be seen in the
left panel:

Scfgl['Servers'] [$i] ['only db']
Scfgl['Servers'] [$i] ['only db']

'payroll’;

array ('payroll', 'hr);

The database names can contain MySQL wildcard characters like _ and %. If an array
is used to specify many databases, they will be displayed on the interface in the same
order they are listed in the array.

Another feature of only db is that you can use it not to restrict the list, but instead
to put emphasis on certain names that will be displayed on top of the list. Here, the
myspecial database name will appear first, followed by all other names:

Scfgl['Servers'] [$i] ['only db'] = array ('myspecial', '*');
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We can also indicate which database names must be hidden with the hide db
parameter. It contains a regular expression (http://en.wikipedia.org/wiki/
Regular_ expression) representing what to exclude. If we do not want users to see
all databases whose names begin with 'secret’, we would use:

$cfg['Servers'] [$i] ['hide db'] = '“secret';

These parameters apply to all users for this server-specific configuration.

These mechanisms do not replace the MySQL privilege system. Users'

rights on other databases still apply, but they cannot use phpMyAdmin's
s> . .
left panel to navigate to their other databases or tables.

Protecting in-transit data

HTTP is not inherently immune to network sniffing (grabbing sensitive data off the
wire). So, if we want to protect not only our username and password but all the data
that travels between our web server and browser, we have to use HTTPS.

To do so, assuming that our web server supports HTTPS, we just have to start
phpMyAdmin by putting https instead of http in the URL as follows:

https://www.mydomain.com/phpMyAdmin
If we are using PmaAbsoluteUri auto-detection:
Scfg['PmaAbsoluteUri'] = '';

phpMyAdmin will see that we are using HTTPS in the URL and react accordingly.
If not, we must put the https part in this parameter as follows:

$Scfg['PmaAbsoluteUri'] = 'https://www.mydomain.com/phpMyAdmin';

Also, since phpMyAdmin 2.7.0, we can automatically switch users to an HTTPS
connection with this setting:

Scfg['ForceSSL'] = TRUE;

Swekey hardware authentication

Since version 3.1, support for the Swekey hardware authentication key has been
merged to cookie-based authentication in phpMyAdmin. Reference for this USB
key is available at http: //phpmyadmin.net/auth_key. A Swekey can be used with
all compatible web applications to add a level of security, based on the possession
of this physical device. In the case of phpMyAdmin, it does not replace the normal
MySQL authentication.
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Configuration

The contrib/swekey.sample.cont sample file should be used as a starting point
to configure this feature. This file contains sample configuration commands and
comments from the vendor. The principle is simple —each Swekey device contains
a unique id, and this id must be associated with a MySQL username in the Swekey
configuration file. These lines are part of the sample file:

0000000000000000000000000000763A:root
000000000000000000000000000089E4 : steve

0000000000000000000000000000231E:scott

This means that the person responsible with the phpMyAdmin configuration, tracks
which Swekey is given to each user and puts this information in the file. The vendor
does not need to be informed about this association. They only keep track of which
Swekey are sold and which are deactivated. Hence, Swekey can be passed from one
user to another, provided that the configuration is updated accordingly.

Other security-related directives are in the sample file, and it's recommended

to refrain from changing them — SERVER_CHECK, SERVER_RNDTOKEN, and
SERVER_STATUS in particular. This is because these directives access servers via https,
which is a guaranty of a secure channel between our web server and the vendor's.

Once modified, this file should be copied over to a directory outside the web server's
document root (suggested place is /etc/swekey-pma.conf). Then, a configuration
parameter in config. inc.php must be set as well:

Scfg['Servers'] [$i] ['auth swekey config'] = '/etc/swekey-pma.conf';

Usage

Let's see what happens now when phpMyAdmin is started and no Swekey is
connected to your workstation:

—Log.in

Username: E

Password:

X Mo valid authentication key plugged
nane
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We notice three changes:

e The username field cannot be typed in

e A small key icon is displayed

e An error message appears
It's normal that the username field is deactivated, as user names are now taken from
the Swekey configuration file. The icon can be clicked to reach the vendor's

website. There is a testing mechanism on this site, to verify if a Swekey is connected.
Drivers can also be downloaded in case the automatic installation did not work.

Now if you connect your Swekey, assuming that user marc has been defined and
associated to this device, a reassuring panel is displayed:

~Log in

Username: MArT i

Password:

Security note

It would not make sense to rely on the protection offered by this device, if our

users have access to a webspace on which they can install their own copy of
phpMyAdmin. Obviously, phpMyAdmin has to be configured accordingly

to make use of the Swekey. Hence, a user-installed copy of phpMyAdmin would
circumvent the protection. This means that a host provider should permit access

to his MySQL server, only from a web server on which he/she installed a controlled
copy of phpMyAdmin, and on which other users cannot install their own copy.

Summary

This chapter gives us an overview of how to use a single copy of phpMyAdmin

to manage multiple servers, and also the usage of authentication types to fulfill

the needs of a users' group while protecting authentication credentials. The chapter
also covers the ways of securing our phpMyAdmin installation.

We'll now have a look at all the panels and windows that comprise the user interface
of phpMyAdmin.

[42]



Interface Overview

Before delving into task-oriented chapters, such as searching and the like, it's
appropriate to have a look at the general organization of phpMyAdmin's interface.
We'll also see configuration parameters and settings that influence the interface

as a whole.

Panels and windows

The phpMyAdmin interface is composed of various panels and windows, each one
having a specific function. We will first provide a quick overview of each panel, and
then take a detailed look later in this chapter.

Login panels

The login panel that appears depends on the authentication type chosen. For the
http type, it will take the form of our browser's HTTP authentication pop up screen.
For the cookie type, the phpMyAdmin-specific login panel will be displayed. (This
is covered in Chapter 2.) For the external authentication (signon), the login panel is
handled by the external application itself. By default, a Server choice dialog and a
Language selector are present on this panel.

However, if we are using the config authentication type, no login panel is
displayed, and the first displayed interface contains the left and the right panels.

Left and right panels

These panels go together and are displayed during most of our working session
with phpMyAdmin. The left panel is our navigation guide through the databases
and tables. The right panel is the main working area where the data is managed and
results appear. Its exact layout depends on the choices made from the left panel and
the sequence of operations performed. For right-to-left languages like Hebrew, the
navigation panel is located on the right side and the main panel is on the left.
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Homepage

The right panel can take the form of the homepage. The homepage will then
contain various links related to MySQL operations or phpMyAdmin information,
a Language selector, and possibly the themes selector.

Views

In the right panel, we can see the Database view —where we can take various actions
about a specific database, or the Table view —where we can access many functions
to manage a table. There is also a Server view, useful for both system administrators
and non-administrator users. All these views have a top menu, which takes the form
of tabs that lead to different subpages used to present information regrouped by
common functions (table structure, privileges, and so on).

+ Please do not confuse the term view —used here in the

interface sense —with the MySQL 5.0's notion of SQL views
(covered in Chapter 17).

Query window

This is a distinct window that is usually opened from the left panel —and sometimes
from the right panel when editing an SQL query. Its main purpose is to facilitate
work on queries and display the results on the right panel.
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Starting page

When we start phpMyAdmin, we will see the following (depending on the
authentication type specified in config. inc. php, and on whether it has more
than one server defined in it):

¢  One of the login panels

e The left and right panels with the homepage displayed in the right panel

General customization

This section describes settings that have an impact on many panels. These settings
modify the appearance of titles in windows, of information icons, and how the list of
tables is sorted. The whole visual style of all pages is controlled by the theme system,
which is covered here altogether.

Window titles configuration

When the left and right panels are displayed, the window's title changes to reflect
which MySQL server, database, and table are active. phpMyAdmin also shows some
information about the web server's host name if $cfg['ShowHttpHostTitle'] is set
to TRUE. What is displayed depends on another setting— $cfg['SetHttpHostTitle'].
If this setting is empty (as it is by default), the true web server's host name appears in
the title. We can put another string, such as "my Web server", and this will be shown
instead of the true host name.

Seeing the web server's host name can come in handy when we have many
phpMyAdmin windows open, thus being connected to more than one web server. Of
course, each phpMyAdmin window can itself give access to many MySQL servers.

Icon configuration

When various warning, error, or information messages are displayed, they can
be accompanied by an icon, if $cfg['ErrorIconic'] is set to TRUE. Another
parameter, $cfg['ReplaceHelpImg'], when set to TRUE, displays a small icon
containing a question mark at every place where documentation is available for a
specific subject. These two parameters are set to TRUE by default, thus producing;:

Indexes:

A Mo index defined!
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They can be independently set to FALSE. Setting both to FALSE would give:

Indexes: [Documentation]

Mo index defined!

Natural sort order for database and
table names

Usually, computers sort items in lexical order, which gives the following results for a
list of tables:

tablel
tablelO
table2
table3

phpMyAdmin implements "natural sort order" by default, as specified by
$cfg['NaturalOrder'] being TRUE. Thus the database and table lists in left
and right panels are sorted as:

tablel
table2
table3
tablelO

Site-specific header and footer

Some users may want to display a company logo, a link to the helpdesk, or other
information on the phpMyAdmin interface. In the main phpMyAdmin directory, for
this purpose, we can create two scripts —config.header.inc.php and config.
footer.inc.php. We can put our own PHP or XHTML code in these scripts, and it
will appear either at the beginning (for header) or end of page (for footer) in case of
the following:

e On the cookie login page
e On the right panel
For example, creating a config. footer.inc.php containing these lines:

<hr />
<em>All the information on this page is confidential.</em>
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would produce the intended message on all pages:

Field Type Collation Attributes
Time zone id inti1 0} UNSIGNED
[]

] Use leap _seconds enumi™”, BN | 0ifd_deneral_ci

t Check AllT Uncheck All With selected: _ﬂ’ x

T'::llﬁ Print wiew Eﬁ Relation wiew L% Propose tahle structure (F)
FcAdd[1 |field(s) @ AtEnd ofTable () AtBeginning of Tahle Q

+ Details...

Alfthe Information on this page ls conficiential

MySQL documentation links

phpMyAdmin displays links to the MySQL documentation at various places on its
interface. These links refer to the exact point in the official MySQL documentation
to learn about a MySQL command. We can customize the location, language, and
manual type referred to, with the following configuration parameters:

Scfg['MySQLManualBase']
$cfg['MySQLManualType ']

'http://www.mysgl.com/doc/en' ;
'searchable’';

You may take a look at http://www.mysgl.com/documentation to see the
languages in which the manual is available, and change the parameters accordingly.
For the manual type, the most up-to-date possible values are explained as comments
in config.inc.php. Users who prefer to keep a copy of this documentation on a
local server would specify a local link here.

The $cfg['ReplaceHelpImg'] parameter controls how the links are displayed.
Its default value of TRUE makes phpMyAdmin display small question-mark icons.
However, if it has FALSE value, we are shown the Documentation link.
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Themes

A theme system is available in phpMyAdmin starting with version 2.6.0. The color
parameters and the various icons are located in a directory structure under the
themes subdirectory. For each available theme, there is a subdirectory named after
the theme. It contains:

e layout.inc.php for the theme parameters
e css directory with the various CSS scripts
e img directory containing the icons

e screen.png, a screenshot of this theme

The downloaded kit contains two themes, and more themes are available at
http://phpmyadmin.net/home_page/themes.php.

Theme configuration

In config.inc.php, the Scfg['ThemePath'] parameter contains 'themes' by
default, indicating which subdirectory the required structure is located in. This
could be changed to point to another directory where our company's specific
phpMyAdmin themes are located.

The default chosen theme is specified in $cfg[' ThemeDefault '], and is set to
'original'. If no theme selection is available for users, this theme will be used.

The original subdirectory should never be deleted; phpMyAdmin
= relies on it for normal operations.

Theme selection

On the Homepage, we can offer a theme selector to users. Setting
$cfg['ThemeManager'] to TRUE (the default) shows the selector:

Interface
g Language @: | English o
@ Theme / Style: { Original v

» Custorn color; {MDarkbluemran e

B Font size: |82%
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To help choose a suitable theme, the color palette icon next to Theme/ Style brings
us screenshots of the available themes. We can then click on take it under the theme
we want. The chosen theme is remembered in a cookie. By default, the remembered
theme applies to all servers we connect to. To make phpMyAdmin remember one
theme per MySQL server, we set $cfg[ThemePerServer] to TRUE.

The color picker

Here is a feature — the custom color picker — that may seem frivolous but has its
utility. We'll discuss first the how and then the why.

Located on the homepage, the small rainbow icon gives access to a picker, which
controls the background color of both panels. The phpMyAdmin team merged the
MooRainbow code from Djamil Legato (http://moorainbow.woolly-sheep.net)
to offer this feature.

b Custom color: /7 Reset |

b Font size: | 524

<|R3 58
G| 142

C

B: 245

H:|213
5 7E “a

E: 95 e

#hex: | #3380

Select

You can operate the picker in many ways —moving the slider, moving the mouse in
the big square, or directly entering values in the fields. When you are done, you click
Select to clear the picker.
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The purpose of this feature is to help users who are working simultaneously on
many MySQL servers, and like to have visual clues about each server. Another
possible scenario —a busy database administrator —who takes calls from customers
and opens many phpMyAdmin windows. He then assigns priorities using the color
picker, say red for top priority —you get the idea.

Sliders

You'll see on some pages, a small plus sign followed by a controlling label — either
Options or Details. A click on the label opens a slider to reveal a section of the
interface, which is believed to be less often used in day-to-day work. As some persons
prefer to immediately see the whole interface —at the expense of screen space — there is
a configuration parameter that controls how the sliders are initially set:

Scfg['InitialSlidersState'] = 'closed';

The default value of closed means that sliders must be opened by a click on the
label; you might have guessed that the reverse value is open. This Javascript feature
comes from the Mootools library located at http://mootools.net.

Character sets, collations and language

A character set describes how symbols for a specific language or dialect are encoded.
A collation contains rules to compare and sort the characters of a character set. The
character set used to store our data may be different from the one used to display it,
leading to data discrepancies. Thus, a need to transform the data arises.

Since MySQL 4.1.x, the MySQL server does the character recoding work for us. Also,
MySQL enables us to indicate the character set and collation for each database, each
table, and even each field. A default character set for a database applies to each of

its tables, unless it is overridden at the table level. The same principle applies to
every field.

Collations

When strings have to be compared and sorted, precise rules must be followed by
the system (MySQL in this case). For example, is "A" equivalent to "a"? Is 'André'
equivalent to "Andre"? A set of these rules is called a collation.

A proper choice of collation is important for obtaining the intended results when
searching data (for example from phpMyAdmin's Search page), and also when
sorting data.
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For an introduction to collations, see http://dev.mysql .com/doc/mysqgl/en/
Charset-general.htm, and for a more technical explanation of the algorithms
involved, refer to http://www.unicode.org/reports/trlo/.

Unicode and UTF-8

Unicode is an industry standard designed to allow text and symbols |[...] to be
consistently represented and manipulated by computers.

For more information, visit http://en.wikipedia.org/wiki/Unicode and
http://www.unicode.org.

Unicode currently supports more than 600 languages, which is its main advantage
over other character sets available with ISO or Windows. This is especially important
with a multi-language product like phpMyAdmin.

To represent or encode these Unicode characters, many Unicode Transformation
Formats (UTF) exist. A popular transformation format is UTF-8, which uses one to
four octets per character. For more details, visit http://en.wikipedia.org/wiki/
UTF-8.

Note that the browser must support UTF-8 (as most current browsers do). The
phpMyAdmin distribution kit includes a UTF-8 version of every language file
in the lang subdirectory.

Language selection

A Language selector appears on the login panel (if any) and on the homepage. The
default behavior of phpMyAdmin is to use the language defined in our browser's
preferences, if there is a corresponding language file for this version.

The default language used —in case the program cannot detect one —is defined in
config.inc.php, in the $cfg['DefaultLang'] parameter with 'en-utf-8'. This
value can be changed. The possible values for language names are defined in the
libraries/select_lang.lib.php script as an array.

Even if the default language is defined, each user (especially on a multi-user
installation) can choose his/her preferred language from the selector. The user's
choice will be remembered in a cookie whenever possible.
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We can also force a single language by setting the $cfg['Lang'] parameter

with a value, such as 'fr-utf-8'. Starting with version 2.7.0, another parameter,
$cfg['FilterLanguages'], is available. Suppose we want to shorten the list

of available languages to English and Francais — French, as those are the ones

used exclusively by our users. This is accomplished building a regular expression
indicating which languages we want to display based on the ISO 639 codes of these
languages. To continue with our example, we would use:

$cfg['FilterLanguages'] = '“(fr|en)’';

In this expression, the caret (*) means starting with and the (|) means or. The
expression indicates that we are restricting the list to languages whose corresponding
ISO codes start with fr or en.

By default, this parameter is empty, meaning that no filter is applied to the list of
available languages.

The small information icon beside Language gives access to phpMyAdmin's
translator page, which lists, by language, the official translator and the contact
information. This way, we can reach the translator for corrections, or to offer help
on untranslated messages.

Effective character sets and collations

On the homepage, we can see the MySQL charset information and a MySQL
connection collation selector. Here is the MySQL charset information:

MySQL

b Server: my server (Localhost via UNK socket)
& Server version: 5.0.67-standard

¥ Protocol version: 10

b Lser. marci@localhost
MyS0L charset: UTF-8 Unicode (utf3)

The character set information (as seen here after MySQL charset) comes directly
from the $charset variable located in the language file that corresponds to the
currently selected language. It is used to generate HTML information, which tells the
browser what is the page's character set.
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We can also choose which character set and collation will be used for our connection
to the MySQL server using the MySQL connection collation dialog. This is passed
to the MySQL server. MySQL then transforms the characters that will be sent to

our browser into this character set. MySQL also interprets what it receives from the
browser according to the character set information. Remember that all tables and
fields have a character set information describing how their data is encoded.

My SCIL connection collation: | utf8_general_ci hd

Normally, the default value should work. However, if we are entering some
characters using a different character set, we can choose the proper character set in
this dialog.

The following parameter defines both the default connection collation and
character set:

Scfg['DefaultConnectionCollation'] = 'utf8 unicode ci';

Left panel (navigation)

The left panel contains the following elements:

e The logo (see the next section)

e The server list (if $cfg['LeftDisplayServers'] is set to TRUE)

e The Home link or icon (takes you back to the phpMyAdmin homepage)
e A Logoutlink or icon

e Alink or icon leading to the Query window

e Icons to display phpMyAdmin and MySQL documentation

e The databases and tables with statistics about the number of tables

per database

If Scfg['MainPageIconic'] is set to TRUE (the default), we see the icons. However,
if it is set to FALSE, we see the Home, Log out, and Query window links.

The left panel can be resized by clicking and moving the vertical separation line in
the preferred direction to reveal more data, in case the database or table names are
too long for the default left panel size.
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We can customize the appearance of this panel. Generally, all parameters

are located in themes/themename/layout . inc . php unless stated otherwise.
$cfg['Leftwidth'] contains the default width of the left frame in pixels. The
background color is defined in $cfg['LeftBgColor'] with a default value of
'#DODCEO '. The $cfg['LeftPointerColor'] parameter, with a default value of
'#ccrrcC', defines the pointer color. (The pointer appears when we are using the
Full mode, discussed shortly.) To activate the left pointer for any theme being used, a
master setting, $cfg['LeftPointerEnable'], exists in config.inc.php. Its default
value is TRUE.

Logo configuration

The logo display behavior is controlled by a number of parameters. First,
$cfg['LeftDisplayLogo'] has to be set to TRUE, to enable any displaying of

the logo. It is true by default. A click on this logo brings the interface to the

page listed in the $cfg['LeftLogoLink'] parameter, which is usually the main
phpMyAdmin page (default value main. php), but can be any URL. Finally, the
$cfg['LeftLogoLinkWindow'] parameter indicates in which window the new
page appears after a click on the logo. By default, it's on the main page (value main).
However, it could be on a brand new window by using the value new.

The logo image itself comes from the logo_left.png file, which is located in each
specific theme directory structure.

Database and table list

The following examples show that no database has been chosen yet:

phpilAdrnin
A= = [D][@

» information_schema (17)
= mysgl [17]

Please select a database
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It is also possible to see the following screen:

php iy Adrmnin
FIEEEE

Mo datahases

This means that our current MySQL rights do not allow us to see any
existing databases.

A MySQL server always has at least one database (named mysql), but in
this case, we do not have the right to see it. Moreover, as MySQL 5.0.2, a
% special database called information_schema appears at all times in the
T database list. It contains a set of views describing the metadata visible for
the logged-in user.

We may have the right to create one, as explained in Chapter 4.

Light mode

The left panel can be shown in two ways — the Light mode and the Full

mode. The Light mode is used by default, defined by a TRUE value in
$cfg['LeftFrameLight']. This mode shows a drop-down list of the available
databases, and only tables of the currently chosen database are displayed. It is more
efficient than Full Mode; the reason is explained in the Full Mode section appearing
later in the chapter. Here we have chosen the mysql database:

phplyAdmin
FEEEE

Databasze
rysgl (17) hd

mysgl (17)

B columns_priv

B dh

B func

B help_categary

B help_keyword

B help_relation

B help_topic

B host

B proc

B procs_priv

B tables_priv

B time_zane

B time_zane_leap_second
B time_zane_name

B time_zane_transition

B time_zane_transition_type
B user
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Clicking on a name opens the right panel in the Database view, and clicking on a
table name opens the right panel in the Table view to browse this table. (see the
Right Panel section for details.)

Tree display of database names

A user might be allowed to work on a single database — for example marc.

Some system administrators offer a more flexible scheme by allowing user marc
to create many databases, provided all have their names starting with marc, such
as marc_airline and marc_car. In this situation, the left panel can be set to display
a tree of these database names, like this:

Database |
(Databases) ... |
- (Databases) .. -

db1 (3)
| information_schema (16)
(7arc

_airline (22)

_car(24)
mvsgl (17)

This feature is currently offered only in light mode, and is controlled by
these parameters:

Scfg['LeftFrameDBTree'] = TRUE;
Scfg['LeftFrameDBSeparator'] =1 ;

The default value of TRUE in $cfg['LeftFrameDBTree'] ensures that this feature is
activated. A popular value for the separatoris'_'.

Full mode

The previous examples were shown in Light mode, but setting the
$cfg['LeftFrameLight '] parameter to FALSE produces a complete layout of our
databases and tables using collapsible menus (if supported by the browser):

[56]




Chapter 3

php AL Adrmnin
ol |l

information_schema (177
=[imy=gl (17

B columns_priv

B db

B func

B help_categary

& help_keyword

B help_ralztion

B help_topic

& host

B proc

B procs_priv

& tables_priv

B time_zona

B time_zone_leap_sacond
& time_zone_name

B time_zone_transition

B time_zone_transition_type
& user

The number of tables per database is shown in brackets. The Full mode is not
selected by default; it can increase network traffic and server load if our current
rights give us access to a large number of databases and tables. Links must be
generated in the left panel to enable table access and quick-browse access to every
table. Also, the server has to count the number of rows for all tables.

Table short statistics

Moving the cursor over a table name displays comments about the table (if any), and
the number of rows currently in it:

B time_zone_transition =
B time_zone_transition_type |:| u
B user

|E=r|:|wse: Users and global privileges (57 Rows) |
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Table quick-access icon

Starting with version 3.0, it was established that the most common action on a table
must be to browse it. Therefore, a click on the table name itself opens it in browse
mode. The small icon beside each table name is a quick way to do another action on
each table, and by default, it brings us to Structure view.

B columns_priv

B db

The $cfg['LeftDefaultTabTable'] parameter controls this action. It has a default
value of 'tbl_structure.php', which is the script showing the table's structure.
Other possible values for this parameter are listed in Documentation.html.

Nested display of tables within a database

MySQL's data structure is based on two levels — databases and tables. This does not
allow subdivisions of tables per project, a feature often requested by MySQL users.
They must rely on having multiple databases, but this is not always allowed by their
provider. To help them with this regard, phpMyAdmin introduces a nested-levels
feature, based on the table naming.

Let's say we have access to the db1 database, and we want to represent two projects,
marketing and payroll. Using a special separator (by default a double underscore)
between the project name and the table name, we create the payroll__employees and
payroll__jobs tables, achieving a visually interesting effect:

=] db1 (3D
marketing (1

(=] payroll (2}

B ravroll_emplovees
B payroll__jobs
information_schema (17
my=gl (177

This feature is parameterized with scfg['LeftFrameTableSeparator'] (set
here to '__ ') to choose the characters that will mark each level change, and
$cfg['LeftFrameTableLevel'] (set here to '1') for the number of sub-levels.
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The nested-level feature is intended only for improving the left panel
%@“ look. The proper way to reference the tables in MySQL statements stays

the same —for example, dbl.payroll jobs.

Beginning with phpMyAdmin 2.6.0, a click in the left panel on the project name
(here payroll) opens this project in the right panel, showing only those tables

associated with that project.

fExport  Talmport  $E0p

FflPMMIﬂjﬂ i Server: localhost » G2 Database: db1
@@ EStructure MSQOL  DSearch  [@Query
[ Drop
dbi
m_a.min.a_m Table Action
(=] payroll (2}
I I =
E RO [0 payroll_employees = d ¥ [
information_schema (17
my=ql (17) [] payroll_jobs = J [®¢ |
2 tahle(s) Sum
Check AllY Uncheck All With selected: | w

Records Type
Y
> 0 hylSAM
> 0 byl SAM

0 MylSAM

Server-list choice

If we have to manage multiple servers from the same phpMyAdmin window and
often need to switch between servers, it might prove useful to always have the list

of servers in the left panel.

phpyAdrmin
==

SErver:
Ty SERVEr i

ESewerai

mysgl-1.mydomain.cam
mysgl-2.mydomain. com
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For this, the $cfg['LeftDisplayServers'] parameter must be set to TRUE. The

list of servers can have two forms —a drop-down list or links. Which form appears
depends on $cfg['DisplayServersList']. By default, this parameter is set to
FALSE, so we see a drop-down list of servers. Setting $cfg['DisplayServersList']
to TRUE produces a list of links to all defined servers:

AE=

|
|

S ErEr:
el My SErver
E‘J myEel-1 nydomain.com

E‘j mysel-2 iy omain.com

Handling many databases or tables

This section describes some techniques to cope with a server holding a huge number
of databases and tables.

Limits on the interface

Before phpMyAdmin 2.11, it was difficult to work with the interface if we had access
to hundreds or even thousands of databases, or hundreds of tables in the same
database. Loading of the navigation panel was slow, or did not work at all. In 2.11,
the interface has been reworked to take care of this.

Two new parameters, shown here with their default values, establish a limit on
the number of databases and tables displayed, by adding a page selector and
navigation links:

Scfg['MaxDbList'] = 100;
Scfg['MaxTableList'] = 250;

The effect of $cfg['MaxDbList '] can be seen on the main panel in Server view:
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i Databases

Database .
(1 db101
] dbi102

<< < Page number: | ;

“~=llation
latinl swedish ci

latinl swedish ci

g8
88

We can also see the effect in the navigation panel:

phpliluAdrnin

[ [E e E

Database
db101 (19)
Fage numhber:

S22 | 2 W= ==

B t1
B tz

db101 {19)

Improving fetch speed

Version 3.0 introduced two configuration parameters that have an effect on the speed

of database names retrieval and table counting. The first one is

Scfg['Servers'] [$i] ['ShowDatabasesCommand ']

' SHOW DATABASES';

Every time phpMyAdmin needs to obtain the list of databases from the server, it
uses the command listed in this parameter. The default command SHOW DATABASES
is fine in ordinary situations. However, on servers with many databases, speed

improvements can be observed by trying other commands like one of these:

SHOW DATABASES LIKE '#user#\ %'

SELECT DISTINCT TABLE SCHEMA FROM information schema.SCHEMA

PRIVILEGES'

SELECT SCHEMA NAME FROM information schema.SCHEMATA

In the first example, #user# is replaced by the current username.
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In extreme situations (thousands of databases), a user who installs his own copy

of phpMyAdmin should put false in this parameter. This would block any database
names fetching, and would require to populate the $cfg['Servers'] [$i]

['only db'] parameter with this user's database list.

Another parameter that can help is $cfg['Servers'] [$i] ['CountTables'],
which has a default value of true. Setting it to false would instruct phpMyAdmin
to avoid counting the tables when producing the list of databases and tables in the
navigation panel (in Full mode).

Right panel (main)

The right panel is the main working area, and all the possible views for it are
explained in the following sections. Its appearance can be customized. The
background color is defined in $cfg['RightBgColor'], and the default color

is #F5F5F5. We can also select a background image by setting the URI of the
image we want (for example, http://www.domain.com/images/clouds.jpg) in
Scfg['RightBgImage'].

Homepage
The homepage may contain a varying number of links depending on the login mode
and the user's rights. A normal user may see it as:

4 Server: my server

[gaDatabases JESOL ¥ Status

#|Variables [tf[Charsets gy Engines #hProcesses fiExport [ Import

Actions MySQL
& Change password &4 Server: my server (Localhost via UNE socket)
Log out & Server version: 5.0.67-standard

» Protocol version: 10
» User: marc@localhost
MySQL charset: UTF-8 Unicode (utf8)

MySQL my server

& Create new database:
& No Privileges

Web server
Wy SCEL connection collation: | utf8_general_ci b
» Apache/2.2.8 (Unix) PHP/S.2.6
Interface » WySQL client version: 5.0.67
p » PHP extension: mysgli

& Language @: |English 3 54
@ Theme / Style: [ Original 3 phpMyAdmin

» Custorn color: ﬁ ¥ Mersion information: 3.1.1

b Font size: | g2%  w B Documentation

B wiki

& Official Homepage
» [Changelog] [Subversion] [Lists]

php
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The Home link from the left panel is used to display this page. It shows the
phpMyAdmin and MySQL versions, the MySQL server name, and the logged-in
user. We also see that this user does not have the privileges to create a database.
We see some links that relate to MySQL or phpMyAdmin itself. The Log out link
might not be there if the user did not log in, as indicated by the configuration file's
$cfgl'Servers'] [$i] ['auth_type'] parameter being set to config.

In this example, a normal user is allowed to change his/her password from the
interface. To disallow this password change, we set $cfg[' ShowChgPassword'] to
FALSE. Privileged users have more options on the homepage. They can always create
databases and have more links to manage the server as a whole —for example the
Privileges link (more on this in Chapter 18). Another setting, $cfg['ShowPhpInfo'],
can be set to TRUE if we want to see the Show PHP Information link on the homepage.

Database view

phpMyAdmin goes into this view (shown in the screenshot that follows) every time
we click on a database name from the left frame, or if the USE command followed by
a database name is typed in a SQL box.

This is where we can see an overview of the database — the existing tables, a link to
create a table, the tabs to the Database view subpages, and some special operations
we might do on this database to generate documentation and statistics. There is

a checkbox beside each table to make global operations on that table (covered in
Chapter 10). The table is chosen by using the checkbox or by clicking anywhere on
the row's background. We can also see each table's size, if $cfg['ShowStats'] is
set to TRUE. This parameter also controls the display of table-specific statistics in the
Table view.
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The initial screen that appears here is the database Structure subpage. We might
want a different initial subpage to appear while entering the Database view. This
is controlled by the $cfg['DefaultTabDatabase'] parameter, and the available
choices are given in the configuration file as comments.

Zd Server: my server » &1 Database: mysql

& Structure = 5L JSearch & Query #Export Talmport 4£Operations s2Privileges [
Table Action Records’ Type Collation Size Overhead
[0 columns_priv # @ X 1 MylSAM Ut _hin 6.6 HiB 810 B
O db iE £ 55 MylSAM  utf_bin 33.9 KiB 438 B
O func = 4 # @ X 0 MylSAM  ulf8_bin 1.0 RiB -
[J help_category i= BRI LA i M o 0 MylSAM  UtfS_general_ci 1.0 KiB -
[0 help_keyword 5] 4 # W X 0 MylSAM  utfB_general_ci 1.0 KiE -
[ help_relation i # [ X 0 MyISAM Ut general_ci 1.0 HiB -
[ help_topic = o ¥ W X 0 MyISAM  utfB_general_ci 1.0 HiB -
[] host = A T 0 MyISAM Ut _hin 1.0 KiB -
[ proc B = M X 2 MylSAM  UtfB_general_ci 8.3 KiE 5.1 KiB
[ procs priv = J# M X 0 MyISAM Ut _bin 1.0 KiB -
[ tables_priv B = | X 2 MylSAM  utfd_bin 20.0 EiE 2.2 EiB
[J time_zone 1= H # @ X o MylSAM  utfe_general_ci 1.0 KiB -
[] time_zone_leap_second 2 i # @ X 0 MylSAM  utf_general_ci 1.0 KiE -
[] time_zone_name ig O # @ X 0 MylSAM  utf_general_ci 1.0 EiE -
[] time_zone_transition i= o ¥ X o MyISAM Ut general_ci 1.0 HiB -
[ time_zone transition_type = i # @ A 0 MylSAM  ut_general ci 1.0 KiE -
[] user F @ X 57 MyISAM  utf_hin 6.4 KiB 188 B
17 table(s) Sum 137 MyISAM latin1_swedish_ci %7.2 KiB 14.8 KiB

The number of records is obtained using a quick method, the sHow TABLE STATUS
statement— not by using a SELECT COUNT (*) FROM TABLENAME. This quick method
is usually accurate, except for InnoDB tables, which returns an approximate
number of records. To help get the correct number of records, even for InnoDB, the
$cfg['MaxExactCount'] parameter is available. If the approximate number of
records is lower than this parameter's value — by default, 20000 — the slower SELECT
COUNT (*) method will be used.

* Do not put a value too high for this parameter. You would get correct
results, but only after waiting for a few minutes, if there are hundreds of
’ thousands of records in your InnoDB table.

A user might be surprised when seeing the term KiB in the Size and Overhead
columns. phpMyAdmin has adopted the International Electrotechnical
Commission (IEC) binary prefixes (see http://en.wikipedia.org/wiki/
Binary prefix). The displayed values are defined in each language file. Here
is the definition for English:

$byteUnits = array('B', 'KiB', 'MiB', 'GiB', 'TiB', 'PiB', 'EiB');
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Table view

This is a commonly used view, giving access to all table-specific subpages. Usually,
the initial screen is the table's Structure screen, which shows all fields and (under
the Details link) the indexes. Note that the header for this screen always shows the
current database and table names. We also see the comments set for the table:

3 Server: my server p (& Database: mysql » E Table: func "User defined functions"

fEBrowse [& Structure mSQL [ Search Filnsert [EExport FZlmport %ZOperations [FHEmpty [ Drop

Field Type Collation Attributes Null Default Extra Action
[] name char{G4) utfe_hin Mo & X
[ ret tinyint(1) Mo O B F X Fol
O d char(128) utf3_hin Mo B # X Fol
[] type enumifunction' 'aggregate) utfs_general_ci Mo Mone B » X E MK

+ Check All/ Uncheck All With selected: rd -

4 Print view & Propose table structure
FiAdd[1  |field(s) &) At End of Table () At Beginning of Table () After|name v

+ Details. ..

The $cfg['DefaultTabTable'] parameter defines the initial subpage on the Table
view. Some users prefer to avoid seeing the structure because in production they
routinely run saved queries or enter the Search subpage (explained in Chapter 9).

Server view

This view is entered each time we go back to the homepage. A privileged user will
of course see more choices in the Server view. The Server view panel was created
to group together related server management subpages, and enable easy navigation
between them.

= Server: my server

gaDatabases 7SOl Status  [Z]Variables [H|CH ts  EdEngi 3 Privileg %uPro EiExport  Jalmport

fzn Databases statistics

Database « Collation Tables Rows Data Indexes Total Overhead
infarmation_schema utf8_general ci 17 0 o B 4.0 KB 4.0 KB o B ]
mysgl latinl_swedish ci 17 137 s6.z2 KB 31.0 KB s87.z KB 14.8 KB &3

Total: 2 latinl swedish_ci 34 1371 56.2 KiB 35.0 KiB 91.2 KiB 14.83 KiB

Check All / Uncheck All With selected:  [E
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The default Server page is controlled by the $cfg['DefaultTabServer'] parameter.
This parameter defines the initial starting page as well. For multi-user installations,
it is recommended to keep the default value (main.php), which displays the
traditional homepage. We could choose to display server statistics instead by
changing this parameter to server_status.php, or to see the user's list with
server_privileges.php. Other possible choices are explained in the configuration
file, and the server administration pages are explained in Chapter 18.

Icons for homepage and menu tabs

A conﬁguration parameter, scfg['MainPageIconic'], controls the appearance of
icons at various places on the right panel:

¢ On the homepage
e At top of page when listing the Server, Database, and Table information
e On the menu tabs in Database, Table, and Server views

This parameter is set to TRUE by default producing, for example:

Struciure sﬁsﬁlL }ESearch (Bl Buery é:"gExport &'ﬂlmpoﬂ %Dpera‘tions @Privileges =

We can also display menu items without tabs by setting the $cfg['LightTabs']
parameter to true, producing:

‘ Structure 5QSQL }?Search I':_|_="5|Quer3,r IE:"ﬂEan:\rt &'ﬂlmport %Dpera‘tinns B‘%Privileges @

Query window

It is often convenient to have a distinct window in which we can type and refine
queries, and which is synchronized with the right panel. This window is called
the Query window. We can open this window by using the small SQL icon, or the
Query window link from the left panel's icons or links zone.

This link or icon is displayed if $cfg['QueryFrame'] is set to TRUE. The TRUE for
$cfgl'QueryFrameJs'] tells phpMyAdmin to open a distinct window and update
it using JavaScript commands; of course, this only works for a JavaScript-enabled
browser. If this is set to FALSE, clicking on Query window will only open the right
panel, and will display the normal SQL subpage.
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[ The full usability of the Query window is only achieved with the distinct ]
i

window mode.

The Query window itself has subpages, and it appears here over the right panel:

ll_,_ﬂ Serwver: localhost p Il_lr' Database: mysqgl p [ Table: db “Datzbzse pdvileges”

Browse Struciure 5RSQL /:;.:'Search Fet Insert Export Import %Dpera’cions ﬁEmp{y @Drop

We can choose the dimensions (in pixels) of this window with

$cfg['QueryWindowWidth'] and $cfg['QueryWindowHeight']. Chapter 12

Field Type Coll=tion Aftributes Null  Default  Extra Action
Host B ~ N L ——
D == K5 http:ffvwww.cegepsherbrooke.qc.ca - phpMyAdmin - Mozilla Firefox EJ[EIEI
O] B | fsar Famportfies EfSeL histary
D Userfi Fun SOL queryiqueries on databaze mysgl:
SELECT * FROM “db" WHERE 1 Fields
D Sele
Host ~
[] Inse Db
zer
[] Yed3 Select_priv
Imzert_priv b
D Deled
|:| Creal
D Orop|
I:‘ Lo not owenurite this queny from outside the window [ Delimiter | ; 1 Shaow this queny here again
D Grary
D Refe
D Inde:
[] Aiter Terming

Sl Sl Sl A S S S S S A S ED S

explains the Query window in more details, including the available SQL query

history features.

Summary

This chapter covers:

¢ The language selection system
e The purpose of the left and right panels

e The contents of the left panel, including Light mode and Full mode
e The contents of the right panel, with its various views depending on

the context

e The Query window and the customization of MySQL documentation links

The next chapter will guide you with simple steps to accomplish with a

freshly-installed phpMyAdmin —initial table creation, data insertion and retrieval.
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Having seen the overall layout of phpMyAdmin's panel, we are ready to create a
database, our first table, insert some data in it, and browse it. These first steps are
intentionally simple, but they will give you the foundation on which more complex
operations are achieved later. Moreover, at the end of the chapter, we will have at our
disposition, the two basic tables on which the remaining of the exercises are based.

Database creation

Before creating a table, we must ensure that we have a database for which
the MySQL server's administrator has given us the CREATE privilege. Various
possibilities exist:

e The administrator has already created a database for us, and we see its name
in the left panel; we don't have the right to create an additional database
e We have the right to create databases from phpMyAdmin

e Weare on a shared host, and the host provider has installed a general Web
interface (for example, Cpanel) to create MySQL databases and accounts

Note that a configuration parameter, $cfg['ShowCreateDb'], controls the display of
the Create new database dialog. By default, it is set to true, which shows this dialog.

No privileges?

If you do not have the privilege to create a database, the homepage displays a No
privileges message under the Create new database label. This means that you
must work with the databases already created for you, or ask the MySQL server's
administrator to give you the necessary CREATE privilege.

[ % If you are the MySQL server's administrator, refer to Chapter 18. ]
i
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First database creation is authorized

If phpMyAdmin detects that we have the right to create a database, the homepage
appears as shown in the following figure:

& Create new datahase

Callation »l| [ Create |

In the input field, a suggested database name appears if the
$cfg['SuggestDBName'] parameter is set to TRUE—which is the default setting.
The suggested database name is built according to the privileges we possess.

If we are restricted to the use of a prefix, the prefix might be suggested in the input
field. (A popular choice for this prefix is the username.) Note that, in this case, the
prefix is followed by an ellipsis mark. We should remove this ellipsis mark and
complete the input field with an appropriate name.

?ﬁ Create new database
marc. ..

Collation ™ [ Create ]

The Collation choice can be left unchanged for now; but with this dialog, we
could pick a default character set and collation for this database. This setting can
be changed later (see Chapter 10 for more explanation on this).

We will assume here that we have the right to create a database named marc_book.
We enter marc_book in the input field and click on Create. Once the database is
created, we will see the following screen:

MWB @3 Server: my server » Database: marc_book
E§ Structure | R SQL | J'Search  EiQuery | #Export | Eilmport | %€ Operations g@Privileges  [E Drop

«” Database marc_book has been created.

Database CEERTE DATAERSE “marc_bock® :
rnarc_book Vl

[ Edit ] [ Create PHP Code |

marc_book ()

Mo tables found in database e fielsilzs (o) i defelhese

r %j Create new table on database marc_book

Marne: | MNumber of fields: l:l
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Notice the following:

e The main title of the right panel has changed to reflect the fact that we are
now located in this database.
e A confirmation message regarding the creation is displayed.

o The left panel has been updated; we see marc_book (0). Here, the name
indicates that the marc_book database has been created, and the number 0
indicates that it contains no tables.

e By default, the SQL query sent to the server by phpMyAdmin to create the
database is displayed in color.

phpMyAdmin displays the query it generated, because
% $cfg['ShowSQL'] is set to TRUE. Looking at the generated queries can
Vs> .
be a good way of learning SQL.

As the generated queries could be large and take much on screen room, the
$cfg['MaxCharactersInDisplayedSQL'] acts as a limit. Its default value of
1000 should be a good balance between seeing too few and seeing too much of
the queries, especially when doing large imports.

It is important to examine the phpMyAdmin feedback to ascertain the validity of the
operations we make through the interface. This way, we can detect errors like typos
in the names, or creation of a table in the wrong database.

Creating our first table

Now that we have a new database, it's time to create a table in it. The example table
we will use is a table named book.

Choosing the fields
Before creating a table, we should plan the information we want to store. This is
usually done during database design. In our case, a simple analysis leads us to the
following book related data we want to keep:

¢ International Standard Book Number (ISBN)

e Title

e Number of pages

e Author identification
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For now, it is not important to have the complete list of fields (or columns) for our
book table. We will modify it by prototyping the application and refine it later. At
the end of the chapter, we will add a second table, author, containing information
about each author.

Table creation

We have chosen our table name and we know the number of fields. We enter this
information in the Create new table dialog and click Go to start creating the table:

- 3 Create new table on database marc_book

Marme: |book Mumber of fields: (4

We then see a panel specifying field information. As we asked for four fields, we get
four rows. Each row refers to information specific to one field. The following image

represents the left side for this panel:

™ Server: my server b Database: marc_book » Table: book
Field Type Length/Values' Default
| | [T TN | [MNare I~
| | [T BN | [MNaone [+
| | [T EI | [MNaone [~
| | [NT M | | [Mone I~]
Table comments: Storage Engine: Collation:
| | b5 AM [~ I~
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And the next one represents the right side.

Collation Attributes Null Index Al Comments

| =1l = O [= g o[ ]
| ) | & O [= 2 =h)
[ v | ¥ O = M o[ ]
| 2l ¥ O= =

[ Save |OrAdd1  |felds) [ Go ]‘

On pre-4.1 MySQL versions, the Collation and Comments columns

% might not be shown at this point. Please refer to Chapter 3, for collation
issues, and to Chapter 11, for column commenting.

The MySQL documentation explains valid characters for the table and field names

(if we search for Legal names). This may vary depending on the MySQL version.
Usually, any character that is allowed in a file name (except the dot and the slash) is
acceptable in a table name, and the length of the name must not exceed 64 characters.
The 64-character limit exists for field names as well, but we can use any character.

We enter our field names under the Field column. Each field has a type, and the most
commonly used types are located at the beginning of the drop-down list.
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The VARCHAR (variable character) type is widely used when the field content is
alphanumeric, because the contents will occupy only the space needed for it. This
type requires a maximum length, which we specify. If we forget to do so, a small
pop-up message reminds us later when we save. For the page count and the
author identification, we have chosen INT type (integer), as depicted in the
following screenshot:

Field Type Length/Values'
listin | [vARCHAR ENE
[ttle | [[vARCHAR | oo
[page_count | [INT ~

[authar_id | [INT ]

There are other attributes for fields, but we will leave them empty in this example.
You might notice the Add 1 Field(s) dialog at the bottom of the screen. We can use
it to add some fields to this table creation panel by entering the appropriate value
and hitting Go. The number of rows would change according to the new number
of fields, leaving intact the information already entered about the first four fields.
Before saving the page, let's define some keys.

Choosing keys

A table should normally have a primary key (a field with unique content that
represents each row). Having a primary key is recommended for row identification,
better performance, and possible cross-table relations. A good value here is the ISBN;
so, in the Index dialog we select PRIMARY for the isbn field. Other possibilities for
index type include INDEX, UNIQUE, and FULLTEXT (more on this in Chapter 6).

% Index management (also referred to as Key management) can be done at
/S initial table creation, or later in the Structure subpage of Table view.
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To improve the speed of the queries that we will make by author ID, we should add
an index on this field. The right part of our screen now looks like this:

Index Al Comments

PRIMARY v O [ ]
[ ]
o[ ]
NDEx MO [ ]

z | I
L]

At this point, we could pick a different Storage Engine from the corresponding
drop-down menu. However, for time being, we will just accept the default
storage engine.

Now we are ready to create the table by clicking on Save. If all goes well, the next
screen confirms that the table has been created; we are now in the Structure subpage
of Table view.

Field Type Collation Attributes  Null Default Extra Action
[] isbn varchar(2a)  latinl_swedish_ci Mo None ¢
O] | title varchar(100) | latinl_swedish_ci Mo | Mone & X
[] page_count int(11) Mo Mone V.
[] 'author id |[int(11} Mo | Mone ¥ X | H i%

Check All / Uncheck All With selected: 4 = iEi

& Print view B Propose table structure

#Add[1 [field(s) @ At End of Table (O At Beginning of Table ¢ After[isbn )| Go |

Indexes:

Action Keyname Type  Unique  Packed Field Cardinality Collation Null  Comment
# X PRIMARY BETREE Yes Mo isbn 0 A
# ¥ |author id | ETREE | Mo Mo author_id || 0 A

Should we forget to specify a value in the Length column for a CHAR or
VARCHAR, phpMyAdmin would remind us before trying to create the table.
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Of the various tabs leading to other subpages, some are not active, because it would
not make sense to browse or search a table if there are no rows in it. However, it
would be acceptable to export a table, as we can export a table's structure even if it
contains no data.

Manual data insertion

Now that we have a table, let's put some data in it manually. Before we do that, here
are some useful references on data manipulation within this book:

e Chapter 5 explains how to change data
e Chapter 8 explains how to import data from existing files
e Chapter 10 explains how to copy data from other tables

e Chapter 11 explains the relational system (in our case, we will want to link to
the author table)

For now, click on the Insert link, which will lead us to the data-entry (or edit) panel.
This screen has room to enter information for two rows, that is, two books in our
example. This is because the default value of $cfg['InsertRows'] is 2. In the

lower part of the screen, the dialog Restart insertion with 2 rows can be used if the
default number of rows does not suit our needs. But beware, any data already on
screen would be lost. By default, the Ignore checkbox is ticked, which means that the
second group of fields will be ignored. But as soon as we enter some information in
one field of this group and exit the field, the Ignore box is unchecked.

We can enter the following sample information for two books:

o ISBN: 1-234567-89-0, title: A hundred years of cinema (volume 1),
600 pages, author ID: 1

o ISBN: 1-234567-22-0, title: Future souvenirs, 200 pages, author ID: 2

We start by entering data for the first and the second rows. The Value column width
obeys the maximum length for the character fields. For this example, we keep the
lower drop-down selector to its default value of Insert as new row. We then click on
Go to insert the data. There is a Go button after each set of columns that represent a
row, and another one on the lower part of the screen. All these have the same effect
of saving the entered data.
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[ElBrowse ¥ Structure| | f2SQL | jOSearch | #cInsert | F=Fxport | ffImport | %€ Operations | [fjiEmpty | [ Drop

Field Type Function

Null Value

ishn warchar(25) v

[1-234567-89-0 |

title wvarchar(100) v

|A hundred years of cinema (wolume 1) |

page_count int(11)

600

author_id int(11} v 1

[ lgnare
Field Type Function Null Value
ishn warchar(25) v |1—23456?—22—D |
title warchar{100) v |Future SOUVENirs |
page_count int(11) 200
authar_id int(11) v 2

and then [ Go back o previous page ]

1

Restart insertion with |2 |s | rows

@ ' use TAR key to move from value to value, or CTRL+arrows to mave anywhere

If our intention had been to enter data for more books after these two, we would
have selected Insert another new row from the first drop-down before clicking

on Go.

Data entry panel tuning for CHAR and

VARCHAR

By default, phpMyAdmin displays an input field on a single line for the field

types, CHAR and VARCHAR. This is controlled by setting $cfg['CharEditing'] to
"input '. Sometimes, we may want to insert line breaks (new lines) within the
field. (This insertion might be done manually with the Enter key, or by copying and
pasting lines of text from another on screen source.) This can be done by changing
$cfg['CharEditing'] to 'textarea'. This is a global setting, and will apply to all
the fields of all the tables, for all users of this copy of phpMyAdmin.

We can tune the number of columns and rows of this text area with:

Scfg['CharTextareaCols']
Scfg['CharTextareaRows']

40;
2;
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Here, 2 for $cfg['CharTextareaRows'] means that we should be able to see at
least two lines before the browser starts to display a vertical scroll bar. These settings
apply to all CHAR and VARCHAR fields. Applying those settings would generate a
different Insert screen as follows:

Waluea

F-2qiaEd-55-6

Computers:
the complete h:i.st-:h:l:}rl

With this entry mode, the maximum length of each field no longer applies
= visually. It would be enforced by MySQL at insert time.

Browse mode

There are many ways to enter this mode. In fact, it is used each time the query results
are displayed. We can enter this mode by clicking on the table name on the navigation
panel, or by clicking Browse when we are in Table view for a specific table.

fEBrowse | g8 Structure | M SQL | Search | ¥Insert | [Export  BSimport | %£Operations  [fREmpty | [ Drop

«F  Showing rows 0 - 1 (2 tatal, Query taok 00001 sec)

SELECT *
FROM “hbook™
LIMIT O , =0

[ Profiling [ Edit | [ Explain SGL | [ Create PHF Code | [ Refresh |

Show: [[30 row(s) starting from record #D

in [hatizontal | made and repeat headers after cells
Sort by key: [Mone |
+ Options
isbn title page_count author_id
[0 # X 1234867-89-0 A hundred years of cinema {volume 1) 00 1
O | ¥ 1-234567-22-0 | Future sauvenirs 200 2

T Check All / Uncheck All With selected. g .9 g

Show: [[30 row(s) starting from record #l:l
in [hotizantal | mode and repeat headers after cells

Query results operations
’7& Print view &5 Print view {with full texts) [ Export CREATE WIEW
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SQL query links

In the Browse results, the first part displayed is the query itself, along with a
few links. The displayed links may vary depending on our actions and some
configuration parameters.

«” Showing rows 0 -1 (2 total, Cluery took 0.0001 sec)

SELECT *
FROM “bock®
LIMIT O , =0

[]Frofiling [ Edit ] [ Explain SOL ] [ Create PHF Code | [ Refresh |

The Profiling checkbox will be covered in Chapter 17.

The Edit link appears if $cfg['SQLQuery'] ['Edit'] is set to TRUE. Its purpose is
to open the Query window, so that you can edit this query (see Chapter 12 for
more details).

Explain SQL is displayed if $cfg['SQLQuery'] ['Explain'] is set to TRUE. We will
see in Chapter 6, what this link can be used for.

The Create PHP Code link can be clicked to reformat the query to the syntax
expected in a PHP script. It can then be copied and pasted directly at the place where
we need the query in the PHP script we are working on. Note that after a click, this
link changes to Without PHP Code, which would bring back the normal query
display. This link is available if $cfg['SQLQuery'] ['ShowAsPHP'] is set to TRUE.

%" Showing as PHP code
$sgl = "SELECT * FROM “book® LIMIT O, 30 ";
[]Frofiling [ Edit ][ Explain SAL | [ Without PHP Code | [ Submit Query | [ Refresh |

Refresh is used to execute the same query again. The results might change, as a
MySQL server is a multi-user server, and other users might be modifying the same
tables. This link is shown if $cfg['SQLQuery'] ['Refresh'] is set to TRUE.

All these four parameters have a default value of TRUE in config.inc.php.
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Navigation bar

This bar is displayed at the top of results and also at the bottom. Column headers
can be repeated at certain intervals among results depending on the value entered in
repeat headers after....

[ Shiow J a0 rowa’s) starting from recl:-r-:l#||:|

in| harizantal L*""':- mode and repeat headers after 100 |ce|l5

Sort by key: | Mone v

The bar enables us to navigate from page to page, displaying an arbitrary number of
records (or rows), starting at some point in the results. As we entered browse mode
by clicking Browse, the underlying query that generated the results includes the
whole table. However, this is not always the case.

Notice that we are positioned at record number 0, and are seeing records in
horizontal mode.

The default display mode is 'horizontal', as defined in $cfg['DefaultDisplay'].
We can also set this to 'vertical' if we usually prefer this mode. Even if our
preferred mode is set in this configuration parameter, we can always use the Show
dialog to change it on the fly.

[ Show ]|3|] |rnw[5j starting from record # |0

in fvertical |5| mode and repeat headers after (100 | cells

Sort by | horizontal
haorizontal (rotated headers

+ Optiol

[

& &

X X

isbn 1-234567-85-0 1-234567-220

title A hundred years of cinema (volume 1) Future souvenirs
page_ count BO0 200
author_id 1 2
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Another possibility is the 'horizontalflipped' choice, which rotates the
column headers by 90 degrees. If we try this choice, another parameter,
$cfg['HeaderFlipType'], plays a role. Its default value, css, displays true
rotated headers. Not every browser supports this; however, Internet Explorer 7
does support this feature and produces:

3 -z = ]
(=3 = = =
o ]
s =
=
] # & 1234567-89-0 A hundred years of cinema (volume 1) 600
[] # ¥ 1234567-220 Future souvenirs 200 2
On other browsers, it seems the best we can achieve is by setting
Scfg['HeaderFlipType'] to fake.
i t p a
5 | d ]
b t g 't
n | e h
e _ o
C r
n —
u i
n d
t
[0 # # 1234867890 A hundred years of cinema (volume 1) BOD 1
[ & ¥ 1-234867-22-0  Future souvenirs 200 2

We are currently using a table containing a small number of rows. With larger tables,
we could see a more complete set of navigation buttons. To simulate this, let's use the
Show dialog to change the default number of rows from 30 to 1; we then click Show.
We can see that the navigation bar adapts itself:

Show : rowe(s) starting from record # Fage nurnber:
in | horizontal .v| mode and repeat headers aﬂer cells
Sort by key: |Ngne |v|
+ Optiohs
ishn title page_count author_id
[0 # X 1234867-890 A hundred years of cinema (volume 1) 00 1
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This time, there are buttons labeled <<, <, >, and >> for easy access to the first page,
previous page, next page, and the last page of the results respectively. The buttons
appear only when necessary; for example, the first page button is not displayed if
we already are on the first page. These symbols are displayed in this manner, as the
default setting of $cfg['NavigationBarIconic'] is TRUE. A FALSE here would
produce a different set of labels.

> Mext | »» End |

There is also a Page number drop-down menu, to go directly to one of the pages
located near the current page. As there can be hundreds or thousands of pages, this
menu is kept small, with only a few page numbers before and after the current page.

By design, phpMyAdmin always tries to give quick results, and one way to achieve
this result is to add a LIMIT clause in SELECT. If a LIMIT clause is already there in
the original query, phpMyAdmin will respect it. The default limit is 30 rows, set in
$cfg['MaxRows']. The multiple users on the server help keep the server load to

a minimum.

Another button is available on the navigation bar, but must be activated by setting
$cfg['showall'] to TRUE. It would be very tempting for users to use this button
often. Hence, on a multi-user installation of phpMyAdmin, it is recommended that
the button be disabled (FALSE). When enabled, the navigation bar is augmented with
a Show all button. Clicking on this button retrieves all the rows of the current results
set, which might hit the execution time limit in PHP or a memory limit in the server
or browser.

If we enter a big number in the Show...rows dialog, the same results will
s~ be achieved (and we may face the same problems).

Query results operations

A section labeled Query results operations is located under the results. It contains
links to print the results (with or without the FULL TEXT columns), to export these
results (see Exporting Partial Query Results section in Chapter 7), or to create a view
from this query (more on this in Chapter 17).
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Sorting results

In SQL, we can never be sure of the order in which the data is retrieved, unless
we explicitly sort the data. Some implementations of the retrieving engine may
show results in the same order as the one in which data was entered, or according
to a primary key. However, a sure way to get results in the order we want is by
sorting them explicitly.

When browsing results are displayed, any column header can be clicked to sort
on this column, even if it is not part of an index. Let's click on the author_id
column header.

ishn title page_count author_id «
[0 & X 1-234867-89-0 A hundred years of cinema (valurne 1) 00 1
[1 2 1234567220 Future souvenirs 200 2

We can confirm that the sorting has occurred, by watching the SQL query at the top
of screen; it contains an ORDER BY clause.

We now see a small red triangle pointing upwards beside the author_id header.
This means that the current sort order is 'ascending'. Moving the mouse cursor over
the author_id header makes the red triangle change direction, to indicate what will
happen if we click on the header —a sort by descending author_id.

Another way to sort is by key. The Sort dialog shows all the keys already defined.
Here we see a key named PRIMARY — the name given to our primary key on the
isbn field when we checked Primary for this field at creation time:

Sort by key: fNone |
+ Options | PRIMARY (Ascending)
PRIMARY (Dascending) title page_count | author_id
O/ poTermeareem /= o crema (elume | L 1
0O 2 Nore ' ko Lvenirs 200 2

This might be the only way to sort on multiple fields at once (for multi-fields
indexes).

The default initial sort order is defined in $cfg['order'] with Asc for ascending,
DESC for descending. The sort order can also be or SMART, which means that fields of
type DATE, TIME, DATETIME, and TIMESTAMP would be sorted in descending order,
whereas other field types will be sorted in ascending order.
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Headwords

Because we can change the number of records displayed on a page, it is quite
possible that we do not see the whole data. In this case, it would help to see
headwords —indications about the first and last row of displayed data. This way,
you can click Next or Previous without scrolling to the bottom of the window.

However, which column should phpMyAdmin base his headwords generation on?
A simple assumption has been made: if you click on a column's header to indicate
your intention of sorting on this column, phpMyAdmin uses this column's data as a
headword. For our current book table, we do not have enough data to clearly notice
the benefits of this technique. However, we can nonetheless see that after a sort, the
top part of the screen now contains this message:

Showing rows 0 - 1 (2 total, Query took 0.0006 sec) [author_id: 1 - 2]

Here, the message between square brackets means that author_id number 1 is on the
first displayed row and number 2 is on the last one.

Color-marking rows

When moving the mouse between rows, the row background color may change

to the color defined in $cfg['BrowsePointerColor']. This parameter can be found
in themes/themename/layout.inc.php. To enable this, browse pointer for all
themes— $cfg['BrowsePointerEnable'] — must be set to TRUE (the default) in
config.inc.php.

It may be interesting to visually mark some rows to highlight their importance for
personal comparison of data, or when showing data to people. Highlighting is done
by clicking the row. Clicking again removes the mark on the row. The chosen color
is defined by $cfg['BrowseMarkerColor'] (see themes/themename/layout.inc.
php) . This feature must be enabled by setting $cfg['BrowseMarkerEnable'] to
TRUE, this time in config. inc.php. This sets the feature for all the themes. We can
mark more than one row. Marking the row also activates the checkbox for this row.

ishn title page count author id
& X | 1-234867-88-0 A hundred years of cinema (valume 17 B0 1
[ & #  1-234867-22-0 | Future souwenirs 200 2
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Limiting the length of each column

In the previous examples, we always saw the full contents of each column,
as each column had the number of characters within the limit defined by
$cfgl'LimitChars']. This is a limit enforced on all non-numeric fields. If
this limit was lower (say 10), the display would be as follows:

+ Options
ishn title page count author id
[ & X 1-234567-8.. A hundred .. GO0 1
] # # 1-234567-2..  Future sou... 200 2

This would help us see more columns at the same time (at the expense of seeing less
of each column).

Display options

In order to see the full texts, we will now make use of the Options slider, which
reveals some display options. The option that concerns us at the moment is the
Partial Texts/Full Texts pair; we can choose Full Texts to see all of the text that was
truncated. Even if we elect not to change the $cfg['LimitChars'] parameter, there
will be a time when asking for full texts will be useful (when we work with TEXT
field type —more on this in Chapter 6).

Browsing distinct values

There is a quick way to display all distinct values and the number of occurrences
for each value for each field. This feature is available on the Structure page. For
example, we want to know how many different authors we have in our book table
and how many books each one wrote. On the line describing the field we want to
browse (here author_id) we click the Browse distinct values icon or link.

fEBrowse | 5 Structure | @ sqL JISearch | %tinsert | [ Export | fSimport | $€ Operations | [fEmpty  [EDrop
Field Type Collation Attributes  Null Default  Extra Action

[] ishn varchar(25)  latinl_swedish_ci Mo hone #£ X %

] | title varchar(100) | latind_swedish_ci Mo | hone £ X

] page _count int(11) Mo hione # X B

[] authorid  int(11) Mo Mone X %

1+ Check Al f Uncheck All With selected: Y X
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We have a limited test set, but can nonetheless see the results.

SELECT COUNT( * ) AZS "Rows® | "author id®
FROM “hook”

GROUTP EY “author id"

ORDER BEY “author jid®

LIMIT O , 20

[ Show J a0 row(s] starting fr

in | harizontal ,v| mode and
Sart by key: | MNaone .""*|
+ Oiptions

Rows author id
1 1
1 2

Browse-mode customization

Following are additional more parameters that control the appearance of results.
These parameters —except $cfg['RepeatCells'] —are located in themes/
themename/layout.inc.php.

e scfg['Border']: The HTML tables used to present results have no border
by default because this parameter is set to 0; we can put a higher number
(for example 1 or 2) to add borders to the tables

e $cfg['ThBgcolor']: The tables mentioned have headers with #D3DCE3 as
the default background color

e S$cfgl'BgcolorOne'], $cfg['BgcolorTwo']l: When displaying rows of
results, two background colors are used alternately; by default, those are
#cccecc and #DDDDDD.

e Scfg['RepeatCells']: When many rows of data are displayed, we may
lose track of the meaning of each column. By default, at each 100th cell, the
column headers are displayed
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Creating an additional table

In our (simple) design, we know that we need another table—the author table. The
author table will contain:

e Author identification

e Full name

e Phone number
To create this table, we must go back to the Database view. We click on marc_book

in the navigation panel, and request the creation of another table with three fields as
indicated in the following screenshot:

B Server: my server » Database: marc_book
Ef Structure | @ sSQL| | O Search | E1Query | i Export | Bilmport | %€ Operations | g Privileges | [EDrop
Table Action Records! Type Collation Size | Overhead
[0 book # | X 2 MylSAM  latinl_swedish_ci 31 KiB S
1 table(s) Sum 2 | MylSAM  latin1_swedish_ci 3.1 xiE 0B
Check All/ Uncheck Al With selected: [v)
& Print view §B Data Dictionary
r i3 Create new table on database marc_book
MName: |authgr Number of fields:

Using the same techniques used when creating the first table, we type this in:

2 Server: my server » Database: marc_book » Table: author

Field |id | |name | |phone |

Type [INT | |[[vARCHAR [»] | [waRcHAR I~

Length/Values' | | |30 | [a0 |

Default® MNaone ,VI| MNone ,V-| Mone ,v'l
] ] ]

Collation | ~| | I~ | v

Attributes [ 1] | ~] | i~

Null O i i

R E—

Al O O O

As we have three fields or less, the display is now in vertical mode (see the Vertical
Mode section in Chapter 6 for more details).

[87]




First Steps

The field name id, which is our primary key in this new table, relates to the
author_id field from the book table. After saving the table structure, we enter
some data for authors 1 and 2. Use your imagination for this!

Summary

This chapter explains how to create a database and tables, and how to enter data
manually in the tables. It also covers how to confirm the presence of data by using
the browse mode, which includes the SQL query links, navigation bar, sorting
options, and row marking.

The next chapter explains how to edit data rows and covers the various aspects of
deletion of rows, tables, and databases.
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Data is not static, it changes often. This chapter focuses on editing and deleting data
and its supporting structures —tables and databases.

Edit mode

When we browse a table or view results from a search on any single-table
query, small icons appear on the left or right of each table row as shown in
the following screenshot:

ishn
[0 & > 1-234567-89-0
O [ & ¥ | 1-234567-22-0

The row can be edited with the pencil-shaped icon and deleted with the X-shaped
icon. The exact form and location of these controls are governed by:

Scfg['PropertiesIconic'] = TRUE;
Scfg['ModifyDeleteAtLeft'] = TRUE;
Scfg['ModifyDeleteAtRight'] = FALSE;

We can decide whether to display them on the left side, the right side, or on both sides.
The $cfg['PropertiesIconic'] parameter can have the values TRUE, FALSE, or both.
TRUE displays icons as seen in the previous image, FALSE displays Edit and Delete

(or their translated equivalent) as links, and both displays the icon and the text.

The small checkbox beside each row is explained in the Multi-Row Edit and the
Deleting Many Rows sections later in this chapter.
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Clicking on the Edit icon or link brings the following panel, which is similar to the
data entry panel (except for the lower part):

Field Type Function Null Value
ishn varchar(25) | iw'| |1-2345E?-89—D |
title warchar(100) | ;VI| |A hundred vears of cinema (volume 1] |
page_count int(11) | v 00
author_id int(11) |

| Save |+ andthen |Gohackio
1 G
Insert another new row

1 Go back to this page
@ ' Use TAB key to move from value to value, or CTHLCFarrows [0 move anywhere

[T Open new phphyAdmin window

In this panel, we can change data by typing directly (or by cutting and pasting
via the normal operating system mechanisms). We can also revert to the original
contents using the Reset button.

By default, the lower drop-down menus are set to Save (so that we make changes

to this row) and Go back to previous page (so that we can continue editing another
row on the previous results page). We might want to stay on the current page after
clicking Go—in order to save and then continue editing —we can choose Go back to
this page. If we want to insert yet another new row after saving the current row, we
just have to choose Insert another new row before saving. The Insert as new row
choice —below the Save choice —is explained in the Duplicating Rows of Data section
later in this chapter.

Moving to next field with the tab key

People who prefer to use the keyboard can use the Tab key to go to the next field.
Normally, the cursor goes from left to right and from top to bottom, so it would
travel into the fields in the Function column (more on this in a moment). However,
to ease data navigation in phpMyAdmin, the normal order of navigation has been
altered. The Tab key first goes through each field in the Value column, and then
through each one in the Function column.
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Moving with arrows

Another way of moving between fields is with the Ctrl+arrows keys. This method
might be easier than using the Tab key when many fields are on screen. For this to
work, the $cfg['CtrlArrowsMoving'] parameter must be set to true, which is the
default value.

On a Mac OS X 10.5 with Spaces enabled, Ctrl+arrows are the default ]

[ shortcut to switch between virtual desktops; so this technique cannot be
g used for moving between fields.

Handling NULL values

If the table's structure permits a NULL value inside a field, a small checkbox appears
in the field's Null column. Checking it puts a NULL value in the field. A special
mechanism has also been added to phpMyAdmin to ensure that, if data is typed into
the Value column for this field, the Null checkbox is cleared automatically. (This is
possible in JavaScript-enabled browsers.)

Here, we have modified the structure of the phone field in the author table, to
permit a NULL value (refer Editing field attributes section in Chapter 6). The Null
checkbox is not checked here:

Field Type Function Null Value
o ]

name varchar(30) | v |J|3hn Srnith |

phone  varchar(30) | » O |+[|1 445 7851274 |

The data is erased after checking the Null box, as shown in the following screenshot:

Field Type Function Null Value

4 iy £]
name | warchar(z0) | ,v'| |J|3hn Smith |
phone  varchar(30) | ~| | |

The Edit panel will appear this way if this row is ever brought on screen again.
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Applying a function to a value

The MySQL language offers some functions that we may apply to data before
saving. Some of these functions appear in a drop-down menu beside each field,
if $cfg['ShowFunctionFields'] is set to TRUE.

The function list is defined in the $cfg['Functions'] array. The most

commonly used functions for a certain data type are displayed first in the list.

Some restrictions are defined in the $cfg['RestrictColumnTypes'] and
$cfg['RestrictFunctions'] arrays, to control which functions are displayed first.

Here are the definitions that restrict the function names to be displayed for the
VARCHAR type:

Scfg['RestrictColumnTypes'] = array(
'VARCHAR' => 'FUNC_CHAR', [...]

Scfgl['RestrictFunctions'] = array(

'FUNC_CHAR' => array(
'ASCII',
"CHAR',
' SOUNDEX ',
'"LCASE',
'UCASE',
' PASSWORD',
'OLD_PASSWORD',
'MD5 ',
'SHA1',
'ENCRYPT',
'COMPRESS ',
'UNCOMPRESS ',
'LAST_INSERT ID',
'"USER',
' CONCAT'

), [...]

As depicted in the following screenshot, we apply the UPPER function to the title
when saving this row:

Field Type Function Null Value
ishn varchar(25) | || |1-23458?-EEI-EI |
title varchar(100) I~ |A hundred years of cinema (volume 1) |
page_count int(117 UNCOMPREZZ i)
LIMNHE,
author_id int(11)
LSER
LUID
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To gain some screen space (to be able to see more of the data), this feature may
be disabled by setting $cfg['ShowFunctionFields'] to FALSE. Moreover, the
Function column header is clickable, so we can disable this feature on the fly.

When the feature is disabled — either by clicking or via the configuration
parameter —a Show: Function link appears in order to display this Function column
with a single click.

~how - Function
Field Type Null Value
isbn varchar(2s) |1—234EE?—EE-D
title varchar(100) |A hundred years of cinema {valume 1) |
page_caunt int(11)
author_id  int(11)

Duplicating rows of data

During the course of data maintenance (for permanent duplication or for test
purposes), we often have to generate a copy of a row. If this is done in the same
table, we must respect the rules of key uniqueness.

An example is in order here. Our author has written Volume 2 of his book about
cinema.Hence, the fields that need a slight change are the ISBN, title, and page count.
We bring the existing row on screen, change these three fields, and choose Insert as
new row, as shown in the following screenshot:

Field Type Function Null Value
ishn varchar25) | ,V| |1—23458?—BD-D
title varchar100) | .V| |A hundred yvears of cinema (valume 2)
page_count int{11) | | L
author_id int{11) | v| 1
Insertas new row |v]|  and then Go back to previous page (v
Save
| Insert as new raw

[93]




Changing Data

When we click Go, another row is created with the modified information, leaving the
original row unchanged:

ishn title page count author id
O & # 1234867890 A hundred years of cinema (volume 1) B00 1
1 & &K 1-234567-2240 | Future souvenirs 200 2
[0 # # 1234567900 A hundred vears of cinera fvalurme 2 BOZ 1

Multi-row editing

The multi-row edit feature enables us to use checkboxes on the rows we want to
edit, and use the Edit link (or the pencil-shaped icon) in the With selected menu.
The Check All / Uncheck All links can also be used to quickly check or uncheck
all the boxes. We can also click anywhere on the row's data to activate the
corresponding checkbox.

id name phone
& ¥ 1 John Smith +11 445 7559-1234

r' 2 Maria Sunshine  333-3333
| Check Al / Uncheck All With selected: g -

This brings up an Edit panel containing all the chosen rows. The editing process may
continue while the data from these rows is seen, compared, and changed.

When we mark some rows with the checkboxes, we can also perform two

% other actions on them — delete (see the Deleting Many Rows section in this

i
chapter) and export (see Chapter 7).

Editing the next row

Sequential editing is possible on tables that have a primary key on an integer field.
Our author table meets the criteria. Let's see what happens when we start editing
the row having the id value 1:
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Field Type Function Null Value
o | -
narme  varchar{a) | | |Jc|hn Smith |
phone  warchar(30) | > O [+01 445 7891234 |
[Save [+ andthen Edit nend row I~
1 Go backto previous page
Insert another new row
Go backtothis page
(@ " Use TAE key to move fram value tw anywhere

The editing panel appears, and we can edit author number 1. However, in the
drop-down menu, the Edit next row choice is available. If chosen, the next
author — the first one whose primary key value is greater than the current primary
key value —will be available for edit.

Deleting data

phpMyAdmin's interface enables us to delete the following;:

e Single rows of data
e  Multiple rows of a table
e All the rows in a table

e All the rows in multiple tables

Deleting a single row

We can use the small X-shaped icon beside each row to delete the row. If the
value of $cfg['Confirm'] is set to TRUE, every MySQL DELETE statement has to
be confirmed before execution. This is the default, since it might not be prudent to
allow a row to be deleted with just one click!

[95]



Changing Data

The form of the confirmation varies depending on the browser's ability to
execute JavaScript. A JavaScript-based confirmation pop up would look like
the following screenshot:

The page at http:/i'www.cegepsherbrooke.qc.ca says:

Do wou really want to
So DELETE FROM “book” WHERE COMYERT( book™, “isbn™ LSIMG UkfS) = '1-234567-90-0' LIMIT 1

h (o] d [ Cancel J
i
[ & | 3€ [1-239567-22.0 | Future souvenirs 200 2
] _y > 1-234567-90-0 A hundred years of cinema (wolume 21 G0z 1

If JavaScript has been disabled in our browser, a distinct panel appears.

23 Server: my server » Database: marc_book » Table: book

—| @ Do you really want tul

DELETE FROM "marc_book™. book™ WHERE "book™. isbn® = 'l-zZ34567-85-0' LINIT 1

The actual DELETE statement will use whatever information is needed to ensure the
deletion of only the intended row. In our case, a primary key had been defined and
was used in the WHERE clause. In the absence of a primary key, a longer WHERE clause
will be generated based on the value of each field. The generated WHERE clause might
even prevent the correct execution of the DELETE operation, especially if there are
TEXT or BLOB fields. This is because the HTTP transaction, used to send the query to
the web server, may be limited in length by the browser or the server. This is another
reason why defining a primary key is strongly recommended.

Deleting many rows

A feature added to phpMyAdmin in version 2.5.4 is the multi-row delete. Let's say
we examine a page of rows and decide that some rows have to be destroyed. Instead
of deleting them one-by-one with the Delete link or icon —and because sometimes
the decision to delete must be made while examining a group of rows — there are
checkboxes beside rows in Table view mode:
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isbn title page count author_id
& | X 1-234867-89-0 A hundred years of cinemna (valume 1) EO0 1
1 & |2 1-234567-22-0 | Future souvenirs 200 2
¥ 1-234867-80-0 A hundred years of cinema (valume 2) BOZ2 1
1 Check All/ Uncheck All With selected: g > iS5
rowe(s) starting from reca@ég‘—|
in | harizontal ,v"| mode and repeat headers after |100 cells

These are used with the With selected X-shaped icon. A confirmation screen appears
listing all the rows that are about to be deleted. It is also possible to click anywhere
on the row's data to activate the corresponding checkbox.

Deleting all the rows in a table

To completely erase all the rows in a table (leaving its structure intact), we go to the
Database view and click on the database name in the left panel. We then click on the
trash can icon located on the same line as the table we want to empty:

2 Server: my server Database: marc_book
(& Structure || ®SQL | OSearch | FQuery| #Export  Filmport %€ Operations | g3 Privileges  [EDrop
Table Action Records! Type Collation Size Owverhead
[0 author # [ X 2 MylSAM  latind_swedish ci 2.1 EiB -
[] | book [ #c | 2 | MylSAM || latinl_swedish_ci |3-2 EiB -
2 table(s) Sum 5  MylSAM latin1_swedish_ci 5-2 FiB 0B

We get a message confirming the TRUNCATE statement (the MySQL statement used to
quickly empty a table). For our exercise, we won't delete this precious data!

Emptying a table can also be done in Table view with the Empty link located on the
top menu:

@ Server: my server » Database: marc_book » Table: author

fEBrowse || p& Structure| | A SQL | fSearch | %Filnsert  [EExport | fSImport %Opemtions

Deleting data, either row-by-row or by emptying a table, is a permanent
= action. No recovery is then possible except by using a backup.
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Deleting all rows in many tables

The first screenshot under the previous section, shows a checkbox to the left of each
table name. We can choose some tables. Then, in the With selected menu, choose the
Empty operation as shown in the following screen:

Table Action Records’ Type Collation Size  Overhead
author * [ = 2 | hlylSahd latin]_swedish_ci | 2.1 KiB -
book # [ = 3 MylSAM  latinl_swedish_ci | 3.2 KiB -

2 tablels) Sum 5  MylSAM latin1 swedish ci 5.2 FiB 0B

T Check All S Uncheck All With selected:

With selected:
& Print view & Data Dictionary FM
Drop

Of course, this decision must not be taken lightly!

Deleting tables

Deleting a table erases the data and the table's structure. We can delete tables using
the Drop link in Table view:

2 Server: my server » Database: marc_book » Table: author

[EBrowse || ¢ Structure | f£SQL | fSearch  ¥ilnsert | [EiExport | [Eimport | %EOperations MEmpty

In the Database view, we can delete a specific table by using the X-shaped icon for
that table. The same mechanism also exists for deleting more than one table (with the
drop-down menu and the Drop action).

The Empty and Drop actions are marked in red, to better indicate the
e inherent danger of these actions on data.

Deleting databases

We can delete an entire database (including all its tables) using the Drop link in
Database view.

23 Server: my server p Database: marc_book

B Structure | B SqQL | jSearch | B Query | @ Export | EImport | 5 Operations @Privileges
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By default, scfg['AllowUserDropDatabase'] is set to FALSE. So, this link is hidden
to unprivileged users until this setting is manually changed to TRUE.

To help us think twice, a special message —You are about to DESTROY a complete
database! —appears before a database is deleted.

The database mysgl, containing all user and privilege definitions, is
% highly important. Therefore, the Drop button is deactivated for this
’ database, even for administrators.

Summary

This chapter examines concepts, such as:

o Editing data

¢ Including the null field and using the Tab key

e Applying a function to a value

e Duplicating rows of data

¢ Deleting data, tables, and databases
The next chapter will cover another kind of change —modifications to a table's
structure. This includes:

e Adding columns

e Handling special data types such as DATE, ENUM and BIT columns

e Managing indexes
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When developing an application, requirements about data structure often change
because of new or modified needs. Developers must accommodate these changes
through judicious table structure editing. This chapter explores the subject of
changing the structure of tables. Specifically, it shows how to add a column to an
existing table and edit the attributes of a column. We then build on these notions
to introduce more specialized column types, and to explain their handling through
phpMyAdmin. Finally, we cover the topic of index management.

Adding a field

Suppose that we need a new field to store a book's language and, by default, the
books on which we keep data are written in English. We can call the field language,
which will contain code composed of two characters (en by default).

In the Structure subpage of the Table view for the book table, we can find the
Add field dialog. Here, we specify how many new fields we want, and where
they will go.

The positions of the new fields in the table matter only from a developer's point of
view. We usually group the fields logically, so that we can find them more easily in
the list of fields. The exact position of the fields will not play a role in the intended
results (output from the queries), as these results can be adjusted regardless of the
table structure. Usually, the most important fields (including the keys) are located at
the beginning of the table. However, it is a matter of personal preference.

We want to put the new field At End of Table. So, we check the corresponding radio
button and click on Go.

..-.'.-' Frint wiew &Prnpnge table structure 7]
FeAdd|1 fieldE) (5) AtEnd of Table () At Beginning of Table (%) After| ishn v
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Other possible choices would be At Beginning of Table and After (where we would
have to choose from the drop-down menu, the field after which the new field must go).

We see the familiar panel for the new fields, repeated for the number of fields asked
for. We fill it in. However, as we want to enter a default value this time, we do these
two actions:

e Change the Default drop-down menu from None to As defined:

e Enter a default value, en

We then click on Save.

iZd Server: my server b (&1 Database: marc_book » [E Table: book

fE/Browse Structure  mSQL ) 'Search Fclnsert [EExport

Field language

Type CHAR v

Length/Values' |7

Default* As defined: v
En

Collation

Attributes

Null [F]

Index — w

Al O

Comments

Vertical mode

The previous panel appeared in vertical mode because the default for
$cfg'DefaultPropDisplay'] is 3. This means that for three columns or less,
the vertical mode is used, and for more than three, horizontal mode would be
automatically selected. Here, we can use a number of our choosing.

If we set $cfg['DefaultPropDisplay'] to 'vertical', the panel to add new fields
(along with the panel to edit a field's structure) will be always presented in vertical
order. The advantages of working in vertical mode become obvious, especially when
there are more choices for each field, as explained in Chapter 16.
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Horizontal mode

The $cfg['DefaultPropDisplay'] parameter can also take a value of 'horizontal'.
Let's see how the panel appears in this mode when we ask for three new fields:

©3 Server: my server » 51 Database: marc_book » [E Table: hook

[ Browse [ Structure 7 sqL Search  Fclnsert [EExport  [SImport Operations  [fiEmpty [ Drop

Field Type Length/Values' Default® Collation Attributes Null
INT “ MNaone A v ¥ O
INT A Nane v v = (|
INT v MNane v v M [

Editing field attributes

On the Structure subpage, we can make further changes to our table. For this
example, we set $cfg['PropertiesIconic'] to 'both', to see the icons along with
their text explanation:

MNull  Default  Extra Action

Nao Elrnuuse distinct walues _p?l:hange }(_Dn:-p Primary Unique Index Fulltex‘t
Na Elrnuuse distinct walues _f/‘l:hange }(_Dn:-p Primary Unique Index Fulltex‘t
Nao Elrnuuse distinct walues _p?l:hange }(_Dn:-p Primary Unique Index 7 Fulltext
Na Elrnuuse distinct walues _f/‘l:hange }(_Dn:-p Primary Unique Index o7 Fulltext
Ha &n Elmuuse distinct values _ﬁ?l:hange }(Dmp Plimarg,r Unique Index i Fulltext

This panel does not allow every possible change to fields. It specifically allows:

e Changing one field structure, using the Change link on a specific field
e Removing a field, using Drop operation

e Adding a field to an existing Primary key

e Setting a non-unique Index or a Unique index on a field

e Setting a Fulltext index (offered only if the field type allows it)

These are quick links that may be useful in some situations, but they do not replace
the full index management panel. Both of these are explained in this chapter.

We can use the checkboxes to choose fields and. Also, with the appropriate With
selected icons, we can edit the fields or do a multiple field deletion with Drop. The
Check All / Uncheck All option permits us to easily check or uncheck all boxes.
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TEXT

We will now explore how to use the TEXT field type and the relevant configuration
values to adjust for the best possible phpMyAdmin behavior. First, we add to the
book table a TEXT field called description.

There are three parameters that control the layout of the text area that will be
displayed in Insert or Edit mode for the TEXT fields. First, the number of columns
and rows for each field is defined by:

Scfg['TextareaCols']
Scfg['TextareaRows']

40;
7;

This gives (by default) the following space to work on a TEXT field.

deszcription tet P

The settings impose only a visual limit on the text area, and a vertical scroll bar is
created by the browser if necessary.

Although MEDIUMTEXT, TEXT, and LONGTEXT columns can
. accommodate more than 32K of data, some browsers cannot always
% edit them with the text area — the mechanism offered by HTML. In fact,
S experimentation has convinced the phpMyAdmin development team
to have the product display a warning message if the contents are larger
than 32K. The message warns users that the contents may not be editable.

The last parameter has an impact for LONGTEXT fields. Setting
$cfg['LongtextDoubleTextarea'] to TRUE, doubles the available editing space.

BLOB (Binary Large Object) fields

BLOB fields are generally used to hold binary data (such as images and sounds),
even though the MySQL documentation implies that TEXT fields could be used for
this purpose. The MySQL 5.1 manual says: "In some cases, it may be desirable to
store binary data such as media files in BLOB or TEXT columns". However, another
phrase: "BLOB columns are treated as binary strings (byte strings)", seems to indicate
that binary data should really be stored in BLOB fields. Thus, phpMyAdmin's
intention is to work with BLOB fields to hold all binary data.

We will see in Chapter 16 that there are special mechanisms available to go further
with BLOB fields, including being able to view some images directly from within
phpMyAdmin. Furthermore, Chapter 17 covers BLOB streaming support.
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First, we add a BLOB field and cover_photo to our book table. If we now browse the
table, we can see the field length information, [BLOB - 0 B], for each BLOB field.

ishn title page_count author_id language description cowver_photo

1-234567-89-0 A hundred GO0 1 en [BLOE - 0 B]
wears of
cinema
fwolume 13

1-234567-22-0  Future 200 2 en [BLOB - 0 B]
SOUvenirs

1-234567-90-0 A hundred B02 1 en [BLOB - 0 B]
years of
Cinema
ftralume 23

This is because the Show BLOB display option (do you remember the Options
slider?) has no check mark by default. So, it blocks the display of BLOB contents in
Browse mode. This behavior is intentional. Usually, we cannot do anything with
binary data represented in plain text.

Binary content uploads

If we edit one row, we see the Binary - do not edit warning and a Browse... button.
The exact caption on this button depends on the browser. Even though editing is not
allowed, we can easily upload a text or binary file's contents into this BLOB column.

Let's choose an image file using the Browse button —for example, the 1ogo_left.
png file in a test copy of the phpMyAdmin/themes/original/img directory located
on our client workstation. We now click Go.

cover_phato hloh v Binary - do not edit (0 B)

1 RN Browse... | (W 5, 5368)

We need to keep in mind some limits for the upload size. Firstly, the BLOB field size
is limited to 64K. Hence, phpMyAdmin reminds us of this limit with the Max: 65,536
Bytes warning. Also, there could be limits inherent to PHP itself (see Chapter 8 for
more details). We have now uploaded an image inside this field for a specific row.

ishn title page_count author_id language description cover_photo
1-234567-89-0 A hundred GO0 1 en [BLOB- 6.7
ywears of kiB]
cinema
fwalume 13
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If we put a check mark for the Show BLOB display option, we now see the following
in the BLOB field:

cover_photo
P NGRS HDRWNOD e im0 S C TwANNO KGN0 S04 9 98¢

[ To really see the image from within phpMyAdmin, refer to Chapter 16. ]

The $cfg['ProtectBinary'] parameter controls what can be done while editing
binary fields (BLOBs and any other field with the binary attribute). The default
value blob blocks the BLOB fields from being edited but allows us to edit other fields
marked binary by MySQL. A value of all would block even binary fields from being
edited. A value of FALSE would protect nothing, thus allowing us to edit all the fields.
If we try the last choice, we see the following in the Edit panel for this row:

cover_photo blob » € PNG, ryny Zynt, 040404 £ THDRY 04 04,06, 04040 b A
pH¥=Y,0%0 y0h0
@@9,0.0 0LIMES \b' -8 1,00, Z3IDAT: @1
“
RISIS| 99079 (5 h@ 09999 hO P §Te!

K

-36 (R Jel-DiL- 30 - FL-RRE- EERL-2E-1-2-2- 3510 L-1- Tk
< >

{Ma: 65,5368)

There are chances that this is not our favorite image editor! In fact, data may be
corrupted even if we save this row without touching the BLOB field. But the
possibility of setting $cfg['ProtectBinary'] to FALSE exists, as some users put
text in their BLOB fields, and they need to be able to modify this text.

MySQL BLOB data types are actually similar to their corresponding TEXT data
types. However, we should keep in mind that a BLOB has no character set, whereas
a TEXT column has a character set that impacts sorting and comparison. This is why
phpMyAdmin can be configured to allow editing of BLOB fields.

ENUM and SET

Both these field types are intended to represent a list of possible values. The difference
is that the user can choose only one value from a defined list of values with ENUM,
and more than one value with SET. With SET, all the multiple values go into one cell;
but multiple values do not imply the creation of more than one row of data.
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We add a field named genre to the book table and define it as an ENUM. For now,
we choose to put short codes in the value list and make one of them, F, into the
default value as shown in the following screenshot:

4 Server: my server p & Database: marc_book » [E Table: book
[E|Browse Structure 7 SQL 'Search Fclnsert [ Export
Field genre
Type EMLIM v
Length/Values' |'F.'C''N!

Default* A5 defined: v
F

In the value list, we have to enclose each value within single quotes, unlike in the
default value field. In our design, we know that these values stand for Fantasy,
Child, and Novel. However, for now, we want to see the interface's behavior with
short code. In the Insert panel, we now see a radio box interface.

cover_photo hlok w Binary - do not edit {0 B}
{Max: 55,5368)
genre BNUM -- @F OC ON

If we decide to have more self-describing code, we can go back to Structure mode
and change the values definition for the genre field. We also have to change the
default value to one of the possible values, to avoid getting an error message while
trying to save this field structure's modification.

Field genre

Type ErUK v

Length/Values' |'Fantasy''Child'MNowvel

Default® As defined: v
Fantasy
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With the modified value list, the Insert panel now looks as follows:

genre enum - Fantasy | v

Child
Movel

Observe that the radio buttons have been replaced by a drop-down list because the
possible values are longer.

If we want more than one possible value selected, we have to change the field type to
SET. The same value list may be used. However, using our browser's multiple value
selector (control-click on a Windows or Linux desktop, command-click on a Mac), we
can select more that one value as shown in the screenshot:

QENrE set

. For the previous example, we would store only the genre code in the
% book table in a normalized data structure, and would rely on another
= table to store the description for each code. We would not be using SET or
ENUM in this case.

DATE, DATETIME, and TIMESTAMP

We could use a normal character field to store date or time information. But DATE,
DATETIME, and TIMESTAMP are more efficient for this purpose. MySQL checks
the contents to ensure valid date and time information, and offers special functions
to work on these fields.

Calendar pop up

As an added benefit,phpMyAdmin offers a calendar pop up for easy data entry.

We will start by adding a DATE field — date_published — to our book table. If we go
into Insert mode, we should now see the new field where we could type a date. A
Calendar icon is also available:

date_published date w E
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This icon brings a pop-up window, synchronized to this DATE field. If there

is already a value in the field, the pop up is displayed accordingly. In our case,
there is no value in the field, so the calendar shows the current date.

language

description

cover_photo

genre

date_puhblished

Calendar - Mozilla Fi... (2] (5] [X]

| Sep v | @ | 2007 W | =
Sun bdon Tue Wied Thu Fri Sat
1
<] 4 5 G 7 2
10 11 12 12 14 15
16 17 18 19 20 21 22
23 24 25 26 27 28 29
=0
Done
date v ]

Small symbols on each side of the month and year headers permit easy scrolling
through months and years. A simple click on the date we want transports it to our

date_published field.

For a DATETIME or TIMESTAMP field, the pop up offers the ability to edit the

time part.

Calendar - Mozilla Fi... [2 (5] [%]

€ Gep v @ & 2007 w |»

Sun [ [ty Tu= Wizd Thu Fri Sat
1

2 3 ) 5 G 7 2
=] 10 11 12 13 19 15
16 17 18 19 20 21 22
23 24 25 26 27 25 29
=0

12 41 5 Go [Time]
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TIMESTAMP options

Starting with MySQL 4.1.2, there are more options that can affect a TIMESTAMP
column. Let's add to our book table, a column named stamp of type TIMESTAMP.
In the Default drop-down, we could choose CURRENT_TIMESTAMP; but we
won't for this exercise. However in the Attributes column, we choose on update
CURRENT_TIMESTAMP.

Field stamp

Type TIMESTAMP v
Length/Values'

Default® MNone w
Collation w
Attributes an update CURRENT_TIMESTARME %

Bit
MySQL 5.0.3 introduced true bit-field values. These take the same amount of space in
the database as the number of bits in their definition. Let's say we have three pieces
of information about each book, and each piece can only be true (1) or false (0):

e Book is hard cover

e Book contains a CD-ROM

e Book is available only in electronic format

We'll use a single BIT field to store these three pieces of information. Therefore, we
add a field having a length of 3 (which means 3 bits) to the book table:

Field gome_bitg
Type BIT b4

LEHchNEIlUES1 3

To construct and subsequently interpret the values we store in this field, we have to
think in binary, respecting the position of each bit within the field. To indicate that a
book is hard cover, does not contain a CD-ROM, and is available only in electronic
format, we would use a value of 101.
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phpMyAdmin handles BIT fields in a binary way. For example, if we edit one
row and set a value of 101 to the some_bits column, the following query is sent at
save time:

UPDATE “marc_book™. book™ SET “some bits™ = b '101'
WHERE “book™. isbn™ = '1-234567-89-0' LIMIT 1;

The highlighted part of this query shows that the column really receives a binary
value. At browse time, the exact field value (which in decimal is 5—a meaningless
value for our purposes) is redisplayed in its binary form 101, which helps to interpret
each discrete bit value.

Index management

phpMyAdmin has a number of index management options, which will be covered in
this section.

Single-field indexes

We have already seen how the Structure panel offers a quick way to create an index
on a single field, thanks to some quick links such as Primary, Index, and Unique.
Under the field list (in the Details slider), there is a section of the interface available
to manage indexes:

- Details...
Indexes:

Action HKeyname Type Unique Packed Field Cardinality Collation Null Comment
# ¥ PRIMARY BTREE Yes Nao isbin 3 A
#* ¥ author id BTREE Mo Mo author_id 0 A

Create an index on |1 columng

This section has links to edit or delete every index. Here, the Field part lists only one
field per index, and we can see that the whole field participates in the index. This is
because there is no size information after each field name, contrary to what will be
seen in our next example.
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We will now add an index on the title. However, we want to restrict the length of
this index to reduce the space used by the on-disk index structure. The Create an
index on 1 columns option is appropriate. So, we click Go. In the next screen, we
specify the index details as shown here:

—Create a new index

Index name: by title Index type: | INDEX w
| & ("PRIMARY" must be the name of and only of a primary keyl) |
Field Size
title [wwarchar(1007] ¥ 30

Or Add to index |1 column(s)

Here is how to fill in this panel:

¢ Index name: A name we invent

e Index type: We can choose INDEX or UNIQUE

o Field: We select the field that is used as the index, which is the title field

e Size: We enter 30 instead of 100 (the complete length of the field) to
save space in the table's physical portion that holds index data

After saving this panel, we can confirm from the following screenshot that the index
is created and does not cover the entire length of the title field:

Indexes:

Action Keyname Type Unique Packed Field Cardinality Collation Null Comment

&7 ¥ PRIMARY BETREE Yes Mo ishn 3 A
& ¥ author_id ETREE Mo Mo author_id 0 A
#* X bytitle  BTREE Mo Mo title (30) O A

Multi-field indexes and index editing

In the next example, we assume that in a future application we will need to find the
books written by a specific author in a specific language. It makes sense to expand
our author_id index, adding the language field to it.
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We click the Edit link (small pencil) on the line containing the author_id index; this
shows the current state of this index. The interface has room to add another field

to this index. We could use the Add to index 1 column(s) feature should we need
to add more than one field. In the field selector, we select language. This time we
do not have to enter a size, as the whole field will be used in the index. For better
documentation, we change the Index name (author_language is appropriate).

—Modify an index
Index name: author_language Index type: | INDEX v
| M "PRIMARY" must be the name of and only of a primary keyl) I
Field Size
author_id [int{117] e
language [char(Z]] w
Or Add to index |1 columnis)

We save this index modification. In the list of indexes, we can confirm our index
modification.

Indexes:
Action Keyname Type Unique Packed Field Cardinality Collation MNull Comment
# X PRIMARY BTREE ‘“es Mo isbn 3 A
2 ¥ by_title BTREE Mo Mo title (30) 0O A
& ¥ author_language BTREE Mo Mo author_id 0O A
language 0O A

FULLTEXT Indexes

This special type of index allows for fulltext searches. It is supported only on MyIsaM
tables for the VARCHAR and TEXT fields. We can use the Fulltext quick link

in the fields list or go to the index management panel and choose Fulltext in the
drop-down menu.

Eii Fulltext

We add a FULLTEXT index on the description field, so that we are able to locate
a book from words present in its description.
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Table optimization—explaining a query
In this section, we want to get some information about the index that MySQL uses
for a specific query, and the performance impact of not having defined an index.

Let's assume we want to use the following query:

SELECT *
FROM “book™
WHERE author_id = 2 AND language = 'es'

We want to know, which books written by the author whose id is 2, are in the es
language —our code for Spanish.

To enter this query, we use the SQL link from the database or the table menu, or the
SQL query window (see Chapter 12). We enter this query in the query box and click
Go. Whether the query finds any results, is not important right now.

You could obtain the same query by following explanations from Chapter
=" 9 to produce a search for author_id 2 and language es.

" MyS0L returned an empty result set (e, zero rows). [ Query took 0.0006 sec )

SELECT *
FEOM “hock’
WHERE ‘"author_ id® =2
AMND " lanouage” = 'es'
LIMIT 0 , 20
[]Profiling [ Edit | [ Explain SQL ][ Create PHP Code | [ Refresh |

Let's look at the links: [Edit] [Explain SQL] [Create PHP Code] [Refresh]

We will now use the [Explain SQL] link to get information about which index
(if any) has been used for this query:

" Your 5QL query has been executed successfully
EXPLAIN SELECT *
FROM “book®
WHERE “author_id" =Z
AND C language” = 'es'

[ Edit ] [ Skip Explain SAL | [ Create PHP Code |

+ Options

id select type table type possible keys key key_len ref rows Extra

1 SIMPLE book  ref author_language  author_language B const,const 1 Using where
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We can see that the EXPLAIN command has been passed to MySQL, telling us that
the possible_keys used is author_language. Thus, we know that this index will be
used for this type of query. If this index had not existed, the result would have been
quite different.

id select type table type possible keys key key len ref  rows Extra
1 SIMPLE hook  ALL  MULL NULE NULE NULL 3 Using where

Here, possible_keys (NULL) and the type (ALL) mean that no index would be used,
and all rows would need to be examined to find the desired data. Depending on

the total number of rows, this could have a serious impact on the performance. We
can ascertain the exact impact by examining the query timing that phpMyAdmin
displays on each result page (Query took x sec), and comparing it with or without
the index. However, the difference in time can be minimal if we only have limited
test data, compared to a real table in production.

Detection of index problems

To help users maintain an optimal index strategy, phpMyAdmin tries to detect some
common index problems. For example, let's access the book table and add an index
on the isbn column. When we display this table's structure, we get a warning:

Indexes:
Action Keyname Type Unique Packed Field Cardinality Collation Null Comment
# ¥ PRIMARY ETREE  Yes Mo isbn 3 &
2 ¥ by _title BTREE Mo Mo title (30) 0 A
& ¥ author_language BTREE Mo Mo author_id O A
language 0 A
& ¥ isbn ETREE  MNa MNa ishn 0 A
& ¥ description FULLTEST Mo Ma description 0
| M The indexes PRIMARY and ishn seem to be equal and one of them could possibly be removed.

The intention here is to warn us about an inefficient index structure when
considering the whole table. We don't need to have two indexes on the same column.
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Summary

In this chapter, we get an overview of:
e How to add fields, including special field types such as TEXT, BLOB,
ENUM, and SET

e How to use a calendar pop up for DATE, DATETIME, and
TIMESTAMP fields

e How to upload binary data into a BLOB field
e How to manage indexes (multi-field and full-text), and get feedback from

MySQL about which indexes are used in a specific query

In Chapter 7, we'll learn how to export a tables structure and data for backup
purposes, or to use as a gateway to another application.
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Data (Backup)

Keeping good backups is crucial to a project. Backups consist of up-to-date backups
and intermediary snapshots taken during development and production phases. The
export feature of phpMyAdmin can generate backups, and can also be used to send
data to other applications.

Dumps, backups, and exports

Let's first clarify some vocabulary. In MySQL documentation, you will encounter the
term dump, and in other applications, the term backup or export. All these terms
have the same meaning in the phpMyAdmin context.

MySQL includes mysqldump —a command-line utility that can be used to generate
export files. But the shell access needed for command-line utilities is not offered by
every host provider. Also, access to the export feature from within the Web interface
is more convenient. This is why phpMyAdmin (since version 1.2.0) offers the export
feature with more export formats than mysqldump. This chapter will focus on
phpMyAdmin's export features.

Before starting an export, we must have a clear picture of the intended goal of the
export. The following questions may be of help:

¢ Do we need the complete database or just some tables?
e Do we need just the structure, just the data, or both?

e  Which utility will be used to import back the data? (Not every export format
can be imported by phpMyAdmin.)
e Do we want only a subset of the data?

e What is the size of the intended export, and of the link speed between us and
the server?
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Scope of the export

When we click an Export link from phpMyAdmin, we can be in one of these views or

contexts — Database view, Table view, or Server view (more on this later in Chapter

18). According to the current context, the resulting export's scope will be a complete

database, a single table, or even a multi-database export as in the case of Server view.
We will first explain database exports and all the relevant export types. Then we'll go
on with table and multi-database exports, underlining the difference for these modes

of exporting.

Database exports

In the Database view, click the Export link. The default export panel looks like this:

rView dump (schema) of datab

—Export —Opti
Select All/ Unselect All Add custom comment into header (n splits lines) I:I
‘f_"ftf“?” [¥] Cormments
leiehs [JEnclose export in a transaction
[]Disable fareign key checks
SOL compatibility mode MOMNE |w
— [v] Structure
(O CodeGen
[JAdd DROP TABLE /YIEW [ PROCEDURE / FUNCTION
O C3v [#]Add [F NOT EXISTS
[#]Add AUTO_INCREMENT value
O C3¥ far MS Excel [FlEnclase tahle and field narmes with backguotes
Add CREATE PROCEDURE /£ FUNCTION
O Microsoft Excel 2000 o
. Add into t
(@) intereri Wil 2000 ’7|:| Creation/Update/Check dates
O LaTex
¢ Open Document r ¥]Data
Spreadsheet [#] Complete inserts
O Open Docurnent Text Extended inserts
O FDF aximal length of created query
50000
® S0l [JUse delayed inserts
Tl [Use ignare inserts
(@) VA [w]Use hexadecimal for BLOB
O ¥hiL Export type INSERT |
O AML
- ] Save as file
File name template’ : ( remernber template )
Compression: @ Mone ¢ "zipped” (O "gzipped” O "bzipped”
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The default values selected here depend on config. inc.php, more specifically on the
$cfg['Export'] array of parameters. For example, the $cfg['Export'] ['format']
parameter is set to 'sql’, so that the SQL export mode is chosen by default.

The export panel has three subpanels. The top panel Export and the bottom panel
Save as file are always there. However, the third panel varies (using dynamic
menu techniques) in order to show the options for the export mode chosen
(which is SQL here).

The export subpanel

This subpanel contains a table selector, from where we choose the tables and the
format that we want. The SQL format is useful for our needs, as it creates standard
SQL commands that would work on any SQL server. Other possible formats include
LaTeX, PDF, Microsoft Excel 2000, Microsoft Word 2000, Comma-Separated Values
(CSV), YAML, CodeGen, Texy! text, Open Document Spreadsheet, Open Document
Text, and XML. Another format, Native MS Excel, is available after further software
installation and configuration. (See the section on Native MS Excel in this chapter.)

We shall now discuss the formats (and the options available once they have been
chosen) that can be selected with the Export subpanel.

Even if we can export from phpMyAdmin into all these formats, only
the SQL and CSV formats can be imported back using the current
"~ phpMyAdmin version. Use only these two formats for backup.

SQL

We will start by clicking Select All; we want all the tables. We know that the
tables are small, so the on screen export will not be too large. For the moment, let's
deselect the Extended inserts checkbox. We then click Go, which produces the
following output:

-- phpMyAdmin SQL Dump
-- version 3.1.1

-- http://www.phpmyadmin.net

-- Host: localhost

-- Generation Time: Dec 21, 2008 at 12:55 PM
-- Server version: 5.0.67

-- PHP Version: 5.2.6

SET SQL_MODE="NO AUTO VALUE ON ZERO";
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-- Database: “marc_ book™

-- Table structure for table “author™

CREATE TABLE IF NOT EXISTS ~author™ (
“id® int (11) NOT NULL,
“name~ varchar (30) NOT NULL,
“phone” varchar(30) default NULL,
PRIMARY KEY (~id")

) ENGINE=MyISAM DEFAULT CHARSET=latinl;

-- Dumping data for table “author”

INSERT INTO “author™ (7id~, “name”~, “phone”~) VALUES(1l, 'John Smith',
'+01 445-789-1234"');

INSERT INTO ~author™ (7id~, "name”~, “phone™) VALUES (2, 'Maria
Sunshine', '333-3333"');

-- Table structure for table “book™

CREATE TABLE IF NOT EXISTS “book™ (

“isbn® varchar (25) NOT NULL,

“title” wvarchar(100) NOT NULL,

“page count” int (11) NOT NULL,

“author id™ int(11) NOT NULL,

“language~ char(2) NOT NULL default 'en',

“description” text NOT NULL,

“cover photo”™ blob NOT NULL,

“genre” set ('Fantasy', 'Child', 'Novel') NOT NULL default 'Fantasy',

“date published™ datetime NOT NULL,

“stamp” timestamp NOT NULL default '0000-00-00 00:00:00' on update
CURRENT_TIMESTAMP,
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“some_bits” bit(3) NOT NULL,
PRIMARY KEY (“isbn™),
KEY “by title™ (“title”(30)),
KEY “author language™ (“author id~, “language’),
KEY “isbn”~ (“isbn”),
FULLTEXT KEY “description™ (" description’)
) ENGINE=MyISAM DEFAULT CHARSET=latinl;

-- Dumping data for table “book™

INSERT INTO “book™ (“isbn”~, “title”, “page count”, Tauthor

id™, “language~, “description”, “cover photo~, “genre”~, “date_
published™, “stamp~, “some bits”) VALUES('1-234567-89-0',

'A hundred years of cinema (volume 1)', 600, 1, 'en', '',
0x89504e470d0al1la0a0000000d494844, '', '0000-00-00 00:00:00', '2008-12-
20 14:14:35', b'011l"');

INSERT INTO “book™ (“isbn~, “title”, “page count”, Tauthor id~,
“language”, “description”~, “cover photo”, “genre”, “date published”,
“stamp~, “some bits”) VALUES('1-234567-22-0', 'Future souvenirs', 200,
2, 'en', v, v, v, 1'0000-00-00 00:00:00'"'", 'OOO0O-00-00 00:00:00",
"\0");

INSERT INTO “book™ (“isbn~, “title”, “page count”, Tauthor id~,
“language”, “description”, “cover photo”, “genre”, “date published”,
“stamp~, “some bits”) VALUES('1-234567-90-0', 'A hundred years of
cinema (volume 2)', 602, 1, 'en', '', '', '', 1'0000-00-00 00:00:00",
'0000-00-00 00:00:00', '\O');

In this export example, the data for one of the books (starting with 0x8950) has been
truncated for brevity. In fact, it would contain the full hexadecimal representation of
the cover photo field of this book.

The first part of the export comprises comments (starting with the characters, --) that
detail the utility (and version) that created the file, the date, and other environment
information. We then see the CREATE and INSERT queries for each table.

. phpMyAdmin generates ANSI-compatible comments in the export file.
These comments start with - -. They help with importing the file back
s on other ANSI SQL-compatible systems. In versions prior to 2.6.0, the
MySQL-specific character, '#', was used.
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SQL options

SQL options are used to define exactly what information the export will contain. We
may want to see the structure, the data, or both. Selecting Structure generates the
section with CREATE queries, and selecting Data produces INSERT queries:

— Options
Add custam comment into header (in splits lines) | |

Comments

[JEnclose export in a transaction
[JDisable fareign key checks
SAL compatibility mode MNOME |

— [w] Structure

[]Add DROP TAELE / WIEW / PROCEDURE f FURCTION
[l Add IF NOT EXISTS

] Add AUTO_INCREMEMT walue

Enclose table and field names with backguotes

[]Add CREATE PROCEDURE / FLIMCTICRN

Add into comments
’7 [ Creation/Update/Check dates

The general SQL options are:

¢ Add custom comment into header: We can add our own comments for
this export (for example, Monthly backup), which will show in the export
headers (after the PHP version number). If the comment has more than one
line, we must use the special character \n to separate each line.

e Comments: Removing the check mark here causes the export to have no
comments at all.

¢ Enclose export in a transaction: Starting with MySQL 4.0.11, we can use
the START TRANSACTION statement. This command, combined with SET
AUTOCOMMIT=0 at the beginning and coMMIT at the end, asks MySQL to
execute the import (When we will re-import this file) in one transaction,
ensuring that all the changes are done as a whole.
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e Disable foreign key checks: In the export file, we can add DROP TABLE
statements. However, normally a table cannot be dropped if it is referenced
in a foreign key constraint. This option overrides the verification by adding
SET FOREIGN_KEY CHECKS=0 to the export file.

e SQL compatibility mode: This lets us choose the flavor of SQL that we
export. We must know about the system onto which we intend to import this
file. Among the choices are MySQL 3.23, MySQL 4.0, Oracle, and ANSI.

The options in Structure section are:

e Add DROP TABLE/DROP VIEW: Adds a DROP TABLE IF EXISTS statement
before each CREATE TABLE statement, for example: DROP TABLE IF EXISTS
~author ;. This way, we can ensure that the export file is executed on a
database in which the same table already exists, updating its structure but
destroying the previous table contents. A DROP VIEW is used for views.

e AddIF NOT EXISTS: Adds the 1F NOT EXISTS modifier to CREATE TABLE
statements, avoiding an error during import if the table already exists.

e Add AUTO_INCREMENT value: Puts auto-increment information from
the tables into the export, ensuring that the inserted rows in the tables will
receive the next exact auto-increment ID value.

¢ Enclose table and field names with backquotes: Backquotes are the normal
ways of protecting table and field names that may contain special characters.
In most cases, it is useful to have them. However, backquote are not
recommended, if the target server (where the export file will be imported)
is running a MySQL version older than 3.23.6, which does not support
backquotes.

e Add CREATE PROCEDURE / FUNCTION: This includes all procedures
and functions found in this database, in the export.

e Add into comments: This adds information (in the form of SQL comments),
which cannot be directly imported, but which nonetheless is valuable and
human-readable table information. The amount of information here varies
depending on the relational system settings (see Chapter 11). In fact, with an
activated relational system, we would get the following choices:

Add into comments:

[T Creation/Update/Check dates
M Relations

T MIME type
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Selecting Relations and MIME type would produce an additional section in the
structure export.

-- COMMENTS FOR TABLE 'book':
-- 'isbn'

-- 'book number'

-- 'page_count'

-- 'approximate’

-- 'author id'

-- 'see author table!'

-- MIME TYPES FOR TABLE 'book':
-- 'cover_photo'

-- 'image jpeg'

-- 'date_released'

-- 'text_plain'

-- 'description'

-- 'text_plain'

-- RELATIONS FOR TABLE 'book':
-- 'author id'
-- 'author' -> 'id’

- [v] Data

Complete inserts
[w] Extended inzerts

Maximal length of created queny

|50000

|:| Uze delayed inserts
[[]Y=e ignore inzerts

Use hexadecimal for BLOB

Export type INSERT s
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The options available in the Data section are:

e Complete inserts: Generates the following export for the author table:

INSERT INTO 'author' ('id', “name~, “phone)
VALUES (1, 'John Smith', '+01 445 789-1234");

INSERT INTO 'author' ('id', “name~, “phone)
VALUES (2, 'Maria Sunshine', '+01 455 444-5683"');

Notice that every column name is present in every statement. The resulting
file is bigger, but will prove more portable on various SQL systems with the
added benefit of being better documented.

e Extended inserts: Packs the whole table data into a single INSERT statement:

INSERT INTO 'author' VALUES (1, 'John Smith',
'+01 445 789-1234'), (2, 'Maria Sunshine', '+01 455 444-
5683"') ;

This method of inserting data is faster than using multiple INSERT
statements, but is less convenient because it makes reading the resultant file
harder. Extended inserts also produces a smaller file, but each line of this file
is not executable in itself because each line does not have an INSERT state-
ment. If you cannot import the complete file in one operation, you cannot
split the file with a text editor and import it chunk by chunk.

e Maximal length of created query: The single INSERT statement generated
for Extended inserts might become too big and could cause problems. Hence,
we set a limit to the number of characters for the length of this statement.

e Use delayed inserts: Adds the DELAYED modifier to INSERT statements. This
accelerates the INSERT operation because it is queued to the server, which
will execute it when the table is not in use. Please note that this is a MySQL
non-standard extension, and it's available only for MyISAM, ISAM, MEMORY,
and ARCHIVE tables.

e Useignore inserts: Normally, at import time, we cannot insert duplicate
values for unique keys, as this would abort the insert operation. This option
adds the 1GNORE modifier to INSERT and UPDATE statements, thus skipping
the rows that generate duplicate key errors.

e Use hexadecimal for BLOB: This option makes phpMyAdmin encode
the contents of BLOB fields in 0x format. Such a format is useful because,
depending on the software that will be used to manipulate the export file (for
example a text editor or mail program), handling a file containing 8-bit data
can be problematic. However, using this option will produce an export of the
BLOB that can be twice the size, or even more.
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e Export type: The choices are INSERT, UPDATE, and REPLACE. The most
well-known of these types is the default INSERT — using INSERT statements
to import back our data. At import time, however, we could be in a situation
where a table already exists and contains valuable data, and we just want
to update the fields that are in the current table we are exporting. UPDATE
generates statements like UPDATE 'author' SET 'id' =1, 'name' = 'John
Smith', 'phone' = '111-1111' WHERE 'id' = '1'; updating a row when
the same primary or unique key is found. The third possibility, REPLACE,
produces statements like REPLACE INTO 'author' VALUES (1, 'John
Smith', '111-1111"') ; These act like an INSERT statement for new rows and
update existing rows, based on primary or unique keys.

The "Save as file" subpanel

In the previous examples, the results of the export operation were displayed

on screen, and of course, no compression was made on the data. We can choose to
transmit the export file via HTTP by checking the Save as file checkbox. This triggers
a Save dialog into the browser, which ultimately saves the file on our local station.

~[ ] Sawve as file

File name termplate? ; |_DEI_ |( remember template
Compression: @ Mone ¢y “zipped” ¢y "gzipped” ¢y "bzipped”

" This value is interpreted using stritime, so you can use time formatting strings. Additionally
@ the following transfarmations will happen: _ SERYER_ / server name DB/ database name.
Other text will be kept as is.

File name template

The name of the proposed file will obey the File name template. In this template,

we can use the special _ SERVER__,  DB__,and _ TABLE__ placeholders. These
placeholders will be replaced by the current server, database, or table name (for

a single-table export). Note that there are two underscore characters before and

after the words. We can also use any special character from the PHP strftime
function; this is useful for generating an export file based on the current date or hour.
Finally, we can put any other string of characters (not part of the strftime special
characters), which will be used literally. The file extension is generated according to
the type of export. In this case, it will be . sql. Here are some examples for

the template:
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e _ DB__ would generate marc_book.sql
e _ DB_ -%Y%m%d would give marc_book-20071206.sql

The remember template option, when activated, stores the entered template settings
into cookies (for database, table, or server exports) and brings them back the next
time we use the same kind of export.

The default templates are configurable, via the following parameters:

Scfg['Export'] ['file template table'] = ' TABLE ';

Scfgl['Export'] ['file template database'] = ' DB ';

Scfg['Export'] ['file template server'] = ' SERVER_';
Compression

To save transmission time and get a smaller export file, phpMyAdmin can compress

to ZIP, GZIP, or BZIP2 formats. phpMyAdmin has native support for the ZIP format.
However, the GZIP and BZIP2formats work only if the PHP server has been compiled
with the —--with-z1lib or --with-bz2 configuration option respectively. The following
parameters control which compression choices are presented in the panel:

Scfg['ZipDump'] = TRUE;
Scfg['GZipDump'] = TRUE;
Scfg['BZipDump'] = TRUE;

A system administrator installing phpMyAdmin for a number of users could choose
to set all these parameters to FALSE, so as to avoid the potential overhead incurred
by a lot of users compressing their exports at the same time. This situation usually
causes more overhead than if all the users were transmitting their uncompressed
files at the same time.

In older phpMyAdmin versions, the compression file was built in the web server
memory. Some problems caused by this were:

o File generation depended on the memory limits assigned to running
PHP scripts.

e During the time the file was generated and compressed, no transmission
occurred. Hence, users were inclined to think that the operation was not
working and that something had crashed.

e Compression of large databases was impossible to achieve.

The $cfg['CompressOnFly'] parameter (set to TRUE by default) was added to
generate (for gzip and bzip2 formats) a compressed file containing more headers.
Now, the transmission starts almost immediately. The file is sent in smaller chunks
so that the whole process consumes much lesser memory.
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Choice of character set

This section explains a little-known feature — the possibility of choosing the exact
character set for our exported file.

This feature is activated by setting $cfg['AllowAnywhereRecoding'] to TRUE. We
can see here the effect on the interface.

— [ ] Sawve as file
File name template? : |_DEi_ ||: remember template
Character set of the file: | utf-g |

Compression: @ Mone (O “zipped” O “gzipped” O “bzipped”

When this parameter is switched on, phpMyAdmin verifies that the conditions for
recoding are met. For the actual encoding of data, the PHP component of the web
server must support the iconv or the recode module. If this is not the case and the
parameter has been set to TRUE, the following error message will be generated:

Couldn't load the iconv or recode extension needed for charset conversion.
Either configure PHP to enable these extensions or disable charset conversion
in phpMyAdmin.

If this message is displayed, consult your system's documentation (PHP or the
operating system) for the installation procedures.

Another parameter ($cfg['RecodingEngine']) specifies the actual recoding
engine — the choices being auto, iconv, and recode. If it is set to auto,
phpMyAdmin will first try the iconv module and then the recode module.

Kanji support

If phpMyAdmin detects the use of the Japanese language, it checks whether
PHP supports the mb_convert_encoding () multibyte strings function. If it does,
additional radio buttons — export, import, and query box— are displayed on the
following pages, so that we can choose between the Euc-gp and sJ1s

Japanese encodings.
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Here is an example taken from the Export page:

@un QG OIS -7 L PERTE
O #&k+~ERTS

CSV

This format is understood by a lot of programs, and you may find it useful for
exchanging data. Note that it is a data-only format—no SQL structure here.

—Options

Fields terminated by

Fields enclosed by u

Fields escaped by Y
Lines terminated by ALUTO
Replace MULL by MIULL

[JFut fields names in the first rowe

The available options are:

¢ Fields terminated by: We put a comma here, which means that a comma will
be placed after each field.

o Fields enclosed by: We place an enclosing character here (like the quote) to
ensure that a field containing the terminating character (comma) is not taken
for two fields.

e Fields escaped by: If the export generator finds the Fields enclosed by
character inside a field, the Fields escaped by character will be placed before
it in order to protect it. For example, "John \ "The Great\" Smith".
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Lines terminated by: This decides the character that ends each line. We
should use the proper line delimiter here depending on the operating
system on which we will manipulate the resulting export file. The default
value of this option comes from the $cfg['Export'] ['csv_terminated']
parameter, which contains 'auTO' by default. The 'auTo' value produces a
value of \r\n if the browser's OS is Windows and \n otherwise. However,
this might not be the best choice if the export file is intended for a machine
with a different OS.

Replace NULL by: This determines which string occupies the place in the
export file of any NULL value found in a field.

Put fields names in the first row: This gets some information about the
meaning of each field. Some programs will use this information to name
the column.

Finally, we select the author table.

The result is:

nidu , "name" , "phone n
"in,"John Smith","+01 445 789-1234"
"2","Maria Sunshine","+01 455 444-5683"

CSV for MS Excel

This export mode produces a CSV file intended for Microsoft Excel. We can select the
exact Microsoft Excel edition.

Options
Replace MULL by

[[]Fut fields names in the first rowe
Excel edition

Excel 2003 / Macintosh
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PDF

Since version 2.8.0, it's possible to create a PDF report of a table by exporting in
PDF. This feature works on only one table at a time, and we must click the Save as
file checkbox for normal operation. We can add a title for this report, and it also
gets automatically paginated. In versions 2.8.0 to 2.8.2, this export format does not
support non-textual (BLOB) data as in the book table. If we try it in this table, it will
produce the wrong results.

Here, we test it on the author table.

Options

(Generates a report containing the data of a single table)

Report title
|The authors |

PDF is interesting because of its inherent vectorial nature — the results can be
zoomed. Let's have a look at the generated report, as seen from the Acrobat Reader:

The authors

1d name phone
1]|lohn Smith +01 445-789-1234
2|Mana Sunshine[333-3333

Microsoft Excel 2000

This export format directly produces an .x1s file suitable for all software that
understand the Excel 2000 format. We can specify which string should replace a
NULL value. The Put field names in the first row option, when activated, generates
the table's column names as the first line of the spreadsheet. Again, the Save as

file checkbox should be checked. This produces a file, where each table's column
becomes a spreadsheet column.

Options
Replace RULL hy

[MULL
[JFut fields names in the first row
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Microsoft Word 2000

This export format directly produces a . doc file suitable for all software that
understand the Word 2000 format. We find options similar to those in the Microsoft
Excel 2000 export, and a few more. We can independently export the table's
Structure and Data.

—Options
Structure

Data

Replace NULL by
[MULL
[JFut fields names in the first row

Note that, for this format and the Excel format, we can choose many tables for one
export. However, unpleasant results happen if one of these tables has non-textual
data. Here are the results for the author table:

Database marc book

Table structure for table author

Field | Type Null Default
id  |nt(11) Tes
natne |varchar{30)(¥es

phone|varchar(20)| Tes (NTTLL

Dumping data for table author

—t

Tohn Sreth +01 445-789-1234
2 Maria Sunshine|333-3333
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LaTeX

LaTeX is a typesetting language. phpMyAdmin can generate a . tex file that

represents the table's structure and/or data in a sideways tabular format. Note that
this file is not directly viewable, and must be processed further or converted for the

intended final media.

—Options

[#]Include table captian

— [v] Structure

Tahle caption

|Struu:ture of table _TK-\E|
Continued table caption
|Structure of takle _TAE|
Label key

|tab:_ TABLE_ -structur]
Comments

— [«]Data

Tahle caption

|Content of table __ TABL|
Continued table caption
[Content oftable _TABL
Label key
ltab:__TABLE_ -data |
Replace MULL by
[esdtitfNULLY |

Fut fields names in the first row

The available options are:

Include table caption: Display captions in the tabular output.

Structure and Data: The familiar choice to request structure, data, or both.

Table caption: The caption to go on the first page.

Continued table caption: The caption to go on, page after page.

Relations, Comments, MIME-type: Other structure information we want as
output. These choices are available if the relational infrastructure is in place

(see Chapter 11 for details).
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XML

This format is very popular these days for data exchange. Choosing XML in the
Export interface yields no choice for options. What follows is the output for the
author table.

<?xml version="1.0" encoding="utf-8" ?>
<l--

- phpMyAdmin XML Dump

- version 3.1.1

- http://www.phpmyadmin.net

- Host: localhost

- Generation Time: Dec 21, 2007 at 01:13 PM
- Server version: 5.0.67

- PHP Version: 5.2.6

-->

<l--
- Database: 'marc_book'
-=>
<marc_book>
<!-- Table author -->
<author>
<id>1</ids>
<name>John Smith</names>
<phone>+01 445-789-1234</phone>
</author>
<author>
<id>2</id>
<names>Maria Sunshine</names>
<phone>333-3333</phone>
</author>
</marc_book>

Native MS Excel (pre-Excel 2000)

phpMyAdmin offers an experimental module to export directly into a .x1s

format— the native spreadsheet format understood by MS Excel and OpenOffice
Calc. When this support is activated (more on this in a moment), we see a new export
choice, Native MS Excel, and the same options as those for Microsoft Excel 2000.
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We can optionally put our field names in the first row of the spreadsheet, with Put
fields names at first row.

This functionality relies on the PEAR module Spreadsheet_Excel_Writer, which
is currently at version 0.9.1 and generates Excel 5.0 format files. This module is
documented at http://pear.php.net/package/Spreadsheet Excel Writer, but
the complete installation in phpMyAdmin's context is documented here:

1. Ensure that the PHP server has PEAR support. (The pear command will fail
if we do not have PEAR support.) PEAR itself is documented at
http://pear.php.net.

2. If we are running PHP in safe mode, we have to ensure that we are allowed
to include the PEAR modules. Assuming that the modules are located under
/usr/local/share/pear, we should have the line safe mode include dir
= /usr/local/share/pear in php.ini.

3. We then install the module with pear -d preferred state=beta install
-a Spreadsheet_Excel Writer (because the module is currently in beta
state). This command fetches the necessary modules over the Internet and
installs them into our PEAR infrastructure.

4. We need a temporary directory, under the main phpMyAdmin
directory, for the .x1s generation. It can be created on a Linux system with
mkdir tmp ; chmod o+rwx tmp.

5. We set the scfg['TempDir'] parameter in config.inc.phpto './tmp'.

We should now be able to see the new Native MS Excel data export choice.

Open document spreadsheet

This spreadsheet format is a subset of the open document (http://en.wikipedia.
org/wiki/OpenDocument), which was made popular with the Openoffice.org
office suite. We need to choose only one table to be exported in order to have a
coherent spreadsheet. Here is our author table, exported into a file named

author. ods, and subsequently looked at from OpenOffice:

W= =i

A 5] iC
ohn Smith 11 445-785-1234
taria Sunshine|333-3333

Al )

—_

-
ra
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Open document text

This is another subset of the open document standard, this time oriented towards
text processing. The available options are as shown in the following screenshot:

—Options

— [+] Structure

[#*] Comments

— [v]Data

[#]Fut fields names in the first row
Replace MNULL by
[NULL

Our author table is now exported and viewed from OpenOffice.

Database marc_book

Table structure for table author

Field Type Tl Default Comtnents
id nt{ 11} Yes

!name varchar (307 Tes

phone varchar(30) Tes NTLL

Dumping data for table author

id name phone
1 Tohn Stith +01 445-789-1234
2 Maria Sunshine 333-3333
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YAML

YAML stands for YAML Ain't Markup Language. YAML is a human-readable data
serialization format; its official site is http:/ /www.yaml.org. This format has no
option that we can choose from within phpMyAdmin. Here is the YAML export for
the author table:

1:

id: 1

name: John Smith

phone: +01 445-789-1234
2:

id: 2
name: Maria Sunshine
phone: 333-3333

CodeGen

This choice might some day support many formats related to code development.
Currently, it can export in NHibernate Object-relation mapping (ORM) format.
For more details, please refer to http://en.wikipedia.org/wiki/Nhibernate.

Texy! text

Texy! is a formatting tool (http://texy.info/en/) with its own simplified syntax.
Here is an example of export in this format:

===Database marc_book

== Table structure for table author

| //**id*+*//|int (11) | Yes |NULL
|name | varchar (30) | Yes|NULL
| phone | varchar (30) |Yes |NULL

== Dumping data for table author
|1|John Smith|+01 445 789-1234
|2|Maria Sunshine|333-3333
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Table exports

The Export link in the Table view brings up the export subpanel for a specific table. It
is similar to the database export panel, but there is no table selector. However, there
is an additional section for split exports before the Save as file subpanel.

rView dump (sct of table
— Export —Options
(O CodeGen Add custorn comment into header (in splits lines) l:l
[w] Comrments
@ 8y [JEnclose expaort in a transaction
O 08V for MS Excel [ Dizable foreign key checks
S0L compatibility mode
O Micrasoft Excel 2000
— [¥] Structure
O Microsoft Word 2000
[JAdd DROP TAELE
O LaTex [ Add [F NOT EXISTS
[w] Add AUTO INCREMENT value
© Open Document Spreadshest [¥]Enclose table and field names with backguotes

O Open D o [JAdd CREATE PROCEDURE / FUNCTION
pen Document Tex

Add into t

O POF {DCrealionfUpdateICheck dates
@® SOL
O Teuy! text r [ Data

[l Complete inserts
O HML

[#] Extended inserts
O AML

Maxirnal length of created query sO00O0

[Use delayed inserts
[Use ignore inserts
Lise hexadecimal for ELOB

Export type INSERT [+

Dump row(s) starting at record #D .

Split-file exports

The Dump 2 row(s) starting at record # 0 dialog enables us to split the file into
chunks. Depending on the exact row size, we can experiment with various values for
the number of rows to find how many rows can be put in a single export file before
the memory or execution time limits are hit in the web server. We could then use
names like book00.sgl and book01.sql for our export files.
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Selective exports

At various places in phpMyAdmin's interface, we can export the results that we see,
or select the rows that we want to export.

Exporting partial query results

When results are displayed from phpMyAdmin (here, the results of a query asking
for the books from author_id 2), an Export link appears at the bottom of the page.

& Showing rows 0 -0 (1 total, Query took 0.0006 sec)

SELECT *
FROM “book®
WHERE " author id® =Z
LIMIT 0 , 20
[ Profiling [ Edit | [ Explain SAL ] [ Create PHP Code | [ Refresh |

rowi(s) starting from record #D
in | horizontal | | mode and repeat headers aﬂer cells

+ Options
ishn title page_count | author id | language | description cover photo
O & ¥ 1234867220 Future 200 2 en [BELOE - 0B]
SOUvenirs

T Check All / Uncheck All With selected: g > i

rowi(s) starting from record #D
in | horizontal |w | mode and repeat headers aﬂer cells

Query results operations
’V&_ Print view & Print view (with full texts) f% Export CREATE %IEWW

Clicking on this link brings up a special export panel containing the query on the top,
along with the other table export options. An export produced via this panel would
contain only the data from this result set.

formats, while the results of multi-table queries can be exported only in

[ + The results of single-table queries can be exported in all the available ]
~ the CSV, XML, and LaTeX formats.
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Exporting and checkboxes

Anytime we see the results (when browsing or searching, for example), we can check
the boxes beside the rows that we want, and use the With selected: export icon to
generate a partial export file with just those rows.

isbn title page_count author_id
& ¥ 1-234867-89-0 A hundred years of cinema (volume 1) B00 1
[1 # # | 1-234557-22-0 | Future souwenirs 200 2
¥ 1-234867-90-0 A hundred years of cinema (volume 2 BO2 1
1 Check All/ Uncheck All With sefected: g# - 5

row(s) starting from record # m Export

Multi-database exports

Any user can export the databases to which he/she has access, in one operation.

On the homepage, the Export link brings us to the screen shown on the following
page. These has the same structure as the other export pages, except for the
databases list.

~View dump (schema) of datab

_Eﬂpﬂﬂi _0pﬁulla
Select All/ Unselect All Add custom comment into header (in splits lines)
information_schema 2| | |
marc_book Comments
mysqgl [1Enclose export in a transaction

[1Digable foreign key checks

I SCL compatibilit r:node
MOME kel
O CodeGen

Database export options
’VDAdd DROF DATABASE

O G5

O C3¥ for WS Excel

r Structure

Exporting large databases may or may not work. It depends on their
size, the options chosen, and the web server's PHP component settings
’ (especially memory size and execution time).
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Saving the export file on the server

Instead of transmitting the export file over the network with HTTP, it is possible to
save it directly on the file system of the web server. This could be quicker and less
sensitive to execution time limits because the entire transfer from the server to the
client browser is bypassed. Eventually, a file transfer protocol such as FTP or SFTP
can be used to retrieve the file, as leaving it on the same machine would not provide
good backup protection.

A special directory has to be created on the web server before saving an export file
on it. Usually, this is a subdirectory of the main phpMyAdmin directory. We will use
save_dir as an example. This directory must have special permissions. First, the
web server must have write permissions for this directory. Also, if the web server's
PHP component is running in safe mode, the owner of the phpMyAdmin scripts
must be the same as that of save dir.

On a Linux system, assuming that the web server is running as group apache, and
the scripts are owned by a user "marc", the following commands would do the trick:

# mkdir save_dir
# chown marc.apache save_dir

# chmod g=rwx save dir
B The proper ownership and permissions mask depend highly on the ]
. chosen web server and the SAPI (Server Application Programming
% Interface) (seehttp://en.wikipedia.org/wiki/Server
= Application Programming Interface) used, which influences how
directories and files are created and accessed. PHP could be using the
scripts' owner as the accessing user, or the web server's user/group itself.

We also have to define the ' . /save_dir' directory name in $cfg['SaveDir'].
We are using a path relative to the phpMyAdmin directory here, but an absolute
path would work just as well.

The Save as file section will appear with a new Save on server... section:

— [¥] Save as file

Save on server in fsave_dir directory
[ Crwenwrite existing file(s)

File name termplate “: |_TABLE__ |( & remember template )

Character set of the file: | ut-g v

Compression: @ MNone @ "zipped" O "giipped" © "bzipped"

[141]




Exporting Structure and Data (Backup)

After clicking Go, we will get a confirmation message or an error message (if the web
server does not have the required permissions to save the file).

For saving a file again, using the same file name, check the Overwrite
s existing file(s) box.

User-specific save directories

We can use the special string, $u, in the $cfg['SaveDir'] parameter. This string
will be replaced by the logged-in user name. For example, using

Scfgl['SaveDir'] = './save dir/su’';

This would give us an on screen choice, Save on server in ,/save_dir/marc/ directory.
These directories (one per potential user) must exist and must bear the proper
permissions, as already seen in the previous section.

Memory limits

Generating an export file uses a certain amount of memory, depending on the size

of the tables and on the chosen options. The $cfg['MemoryLimit'] parameter can
contain a limit (in bytes) for the amount of memory used by the PHP script that is
running. By default, the parameter is set to 0, meaning that there is no limit. Note that,
if PHP has its safe mode activated, changing $cfg['MemoryLimit'] has no effect.
Instead, the enforced limit comes from the memory limit directive in php.ini.

Summary

In this chapter, we examine the various ways to trigger an export—from the
Database view, the Table view, or a results page. We also list the various available
export formats, their options, the possibility of compressing the export file, and the
various places where it might be sent.

In the next chapter, we'll have the opportunity of importing back our structure and
data, provided the chosen format is supported by phpMyAdmin.
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In this chapter, we will learn how to bring back exported data that we create for
backup or transfer purposes. Exported data may also come from authors of other
applications, and could contain the whole foundation structure of these applications
and some sample data.

The current phpMyAdmin version (3.1) can import files containing MySQL
statements (usually having a . sql suffix, but not necessarily so) and CSV files
(comma-separated values, although the separator is not necessarily a comma)
directly. Future versions might be able to import files in more formats. There is also
an interface to the MySQL LOAD DATA INFILE statement, enabling us to load text files
containing data, also called CSV. The binary field upload covered in Chapter 6 can be
said to belong to the import family.

[ Importing and uploading are synonyms in this context. ]

The import feature can be accessed from several panels:
¢ The Import menu available from the homepage, the Database view,
or the Table view
e The Import files menu offered inside the Query window

(as explained in Chapter 12)

A feature was added in version 2.11.0: an import file may contain the DELIMITER
keyword. This enables phpMyAdmin to mimic the mysql command-line interpreter.
The DELIMITER separator is used to delineate the part of the file containing a stored
procedure, as these procedures can themselves contain semicolons.

The default values for the Import interface are defined in $cfg[' Import'].

Before examining the actual import dialog, let's discuss some limits issues.
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Limits for the transfer

When we import, the source file is usually on our client machine; so, it must travel to
the server via HTTP. This transfer takes time and uses resources that may be limited
in the web server's PHP configuration.

Instead of using HTTP, we can upload our file to the server using a protocol such
as FTP, as described in the Web Server Upload Directories section. This method
circumvents the web server's PHP upload limits.

Time limits

First, let's consider the time limit. In config. inc.php, the $cfg['ExecTimeLimit ']
configuration directive assigns, by default, a maximum execution time of 300 seconds
(five minutes) for any phpMyAdmin script, including the scripts that process data
after the file has been uploaded. A value of 0 removes the limit, and in theory, gives
us infinite time to complete the import operation. If the PHP server is running in

safe mode, modifying $cfg['ExecTimeLimit '] will have no effect. This is because
the limits set in php . ini or in user-related web server configuration file (such as
.htaccess or virtual host configuration files) take precedence over this parameter.

Of course, the time it effectively takes depends on two key factors:

e Web server load
e MySQL server load

The time taken by the file, as it travels between the client and the server,
. does not count as execution time because the PHP script only starts
to execute after the file has been received on the server. Therefore, the
$cfg['ExecTimeLimit '] parameter has an impact only on the time used
to process data (like decompression or sending it to the MySQL server).

Other limits

The system administrator can use the php . ini file or the web server's virtual host
configuration file to control uploads on the server.

The upload_max_filesize parameter specifies the upper limit or the maximum file
size that can be uploaded via HTTP. This one is obvious, but another less obvious
parameter is post_max_size. As HTTP uploading is done via the POST method, this
parameter may limit our transfers. For more details about the POST method, please
refer to http://en.wikipedia.org/wiki/Http#Request methods.

[144]



Chapter 8

The memory_limit parameter is provided to avoid web server child processes
from grabbing too much of the server memory — phpMyAdmin also runs as a child
process. Thus, the handling of normal file uploads, especially compressed dumps,
can be compromised by giving this parameter a small value. Here, no preferred
value can be recommended; the value depends on the size of uploaded data. The
memory limit can also be tuned via the $cfg['MemoryLimit '] parameter in
config.inc.php, as seen in Chapter 7.

Finally, file uploads must be allowed by setting £ile_uploads to on. Otherwise,
phpMyAdmin won't even show the Location of the textfile dialog. It would be
useless to display this dialog, as the connection would be refused later by the PHP
component of the web server.

Partial imports

If the file is too big, there are ways in which we can resolve the situation. If we still
have access to the original data, we could use phpMyAdmin to generate smaller CSV
export files, choosing the Dump n rows starting at record # n dialog. If this were not
possible, we will have to use a text editor to split the file into smaller sections. Another
possibility is to use the upload directory mechanism, which accesses the directory
defined in $cfg['UploadDir']. This feature is explained later in this chapter

In recent phpMyAdmin versions, the Partial import feature can also solve this file
size problem. By selecting the Allow interrupt... checkbox, the import process will
interrupt itself if it detects that it is close to the time limit. We can also specify a
number of queries to skip from the start, in case we successfully import a number
of rows and wish to continue from that point.

Temporary directory

On some servers, a security feature called open_basedir can be set up in a way
that impedes the upload mechanism. In this case, or for any other reason, when
uploads are problematic, the scfg['TempDir'] parameter can be set with the value
of a temporary directory. This is probably a subdirectory of phpMyAdmin's main
directory, into which the web server is allowed to put the uploaded file.
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Importing SQL files

Any file containing MySQL statements can be imported via this mechanism. The
dialog is available in the Database view or the Table view, via the Import subpage,
or in the Query window.

2 Server: my server » Database: marc_book » Table: author

MEBrowse [ Structure . SQL JOSearch Fcinsert [EExport [Slmport | &8Qperations [ffEmpty [ Drop

rFile to import
Location of the text file | |[ Parcourir... ] (Mazx: 51,200 KiB)
Character set of the ﬁle:

Irnported file compression will be automatically detected from: None, gzip, bzip2, zip

rPartial import

Allow the interruption of an impoart in case the script detects it is close to the PHP timeout limit. This might be good way to import
large files, however it can break transactions.

Mumber of records (gueries) to skip from start l:l

r Format of imported file
O C8Y

o
p
O CSV using LOAD DATA IVSQL compatibility mode NOMNE b

® SoL

There is no relation between the currently selected table (here author) and
. the actual contents of the SQL file that will be imported. All the contents
% of the SQL file will be imported, and it is those contents that determine
L which tables or databases are affected. However, if the imported file does
not contain any SQL statements to select a database, all statements in the
imported file will be executed on the currently selected database.

Let's try an import exercise. First, we make sure that we have a current SQL export of
the book table (as explained in Chapter 7). This export file must contain the structure
and the data. Then we drop the book table —yes, really! We could also simply
rename it. (See Chapter 10 for the procedure.)

Now it is time to import the file back. We should be on the Import subpage, where
we can see the Location of the text file dialog. We just have to hit the Browse button
and choose our file.
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phpMyAdmin is able to detect which compression method (if any) has been applied
to the file. Depending on the phpMyAdmin version, and the extensions that are
available in the PHP component of the web server, there is variation in the formats
that the program can decompress.

However, to import successfully, phpMyAdmin must be informed of the character
set of the file to be imported. The default value is utf8. However, if we know that the
import file was created with another character set, we should specify it here.

An SQL compatibility mode selector is available at import time. This mode should
be adjusted to match the actual data that we are about to import, according to the
type of the server where the data was previously exported.

To start the import, we click Go. The import procedure continues and we receive a
message: Import has been successfully finished, 2 queries executed. We can browse
our newly-created tables to confirm the success of the import operation.

The file could be imported for testing in a different database or even in a
MySQL server.

Importing CSV files

In this section, we will examine how to import CSV files. There are two possible
methods — CSV and CSV using LOAD DATA. The first method is implemented
internally by phpMyAdmin and is the recommended one for its simplicity. With

the second method, phpMyAdmin receives the file to be loaded, and passes it to
MySQL. In theory, this method should be faster. However, it has more requirements
due to MySQL itself (see the Requirements sub-section of the CSV using LOAD

DATA section).

Differences between SQL and CSV formats

There are some differences between these two formats. The CSV file format contains
data only, so we must already have an existing table in place. This table does not
need to have the same structure as the original table (from which the data comes);
the Column names dialog enables us to choose which columns are affected in the
target table.

Because the table must exist prior to the import, the CSV import dialog is available
only from the Import subpage in the Table view, and not in the Database view.
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Exporting a test file

Before trying an import, let's generate an author . csv export file from the author
table. We use the default values in the CSV export options. We can then Empty
the author table —we should avoid dropping this table because we still need the
table structure.

CSvV

From the author table menu, we select Import and then CSV.

rFormat of imported file
@ C5Y

O CSY using LOAD DATA

O SaL

~Options
[IReplace table data with file
[Jlgnaore duplicate rows
Fields terminated by

Fields enclosed by u

Fields escaped by Y

Lines terminated by auto

Column names |

We can influence the behavior of the import in a number of ways. By default,
importing does not modify existing data (based on primary or unique keys).
However, the Replace table data with file option instructs phpMyAdmin to use
REPLACE statement instead of INSERT statement, so that existing rows are replaced
with the imported data.

Using Ignore duplicate rows, INSERT IGNORE statements are generated. These cause
MySQL to ignore any duplicate key problems during insertion. A duplicate key from
the import file does not replace existing data, and the procedure continues for the
next line of CSV data.

We can then specify the character that terminates each field, the character that
encloses data, and the character that escapes the enclosing character. Usually this
is \. For example, for a double quote enclosing character, if the data field contains
a double quote, it must be expressed as "some data \" some other data".
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For Lines terminated by, recent versions of phpMyAdmin offer the auto choice,
which should be tried first as it detects the end-of-line character automatically.

We can also specify manually which characters terminate the lines. The usual

choice is \n for UNIX-based systems, \r\n for DOS or Windows systems, and \r for
Mac-based system (up to Mac OS 9). If in doubt, we can use a hexadecimal file editor
on our client computer (not part of phpMyAdmin) to examine the exact codes.

By default, phpMyAdmin expects a CSV file with the same number of fields and
the same field order as the target table. But this can be changed by entering a
comma-separated list of column names in Column names, respecting the source
file format. For example, let's say our source file contains only the author ID and the
author name information:

"1","John Smith"
"2" "Maria Sunshine"

We'd have to put id, name in Column names to match the source file.

When we click Go, the import is executed and we get a confirmation. We might also
see the actual INSERT queries generated if the total size of the file is not too big.

Import has been successfully finished, 2 queries executed.
INSERT INTO ‘author®™ VALUES ('1', 'John Smith', '+01 445 789-1234"'
)# 1 row(s) affected.

INSERT INTO “author™ VALUES ('2', 'Maria Sunshine', '333-3333'
)# 1 row(s) affected.

CSV using LOAD DATA

With this method, phpMyAdmin relies on the server's LOAD DATA INFILE Or LOAD
DATA LOCAL INFILE mechanisms to do the actual import, instead of processing the
data internally. These statements are the fastest way for importing text in MySQL.
They cause MySQL to start a read operation either from a file located on the MySQL
server (LOAD DATA INFILE) or from another place (LOAD DATA LOCAL INFILE),

which in this context, is always the web server's file system. If the MySQL server

is located on a computer other than the web server, we won't be able to use the
LOAD DATA INFILE mechanism.

Requirements

Relying on the MySQL server has some consequences. Using LOAD DATA INFILE
requires that the logged-in user possess a global FILE privilege. Also, the file itself
must be readable by the MySQL server's process.
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Chapter 18 explains phpMyAdmin's interface, for system administrators
— to manage privileges.

Usage of the LocAL modifier in LOAD DATA LOCAL INFILE must be allowed by the
MySQL server and MySQL's client library used by PHP.

Both the LoAD methods are available from the phpMyAdmin LoaD interface, which
tries to choose the best possible default option.

Using the LOAD DATA interface

We select Import from the author table menu. Choosing CSV using LOAD DATA
brings up the following dialog:

rFormat of imported file

O Csv -
® C5Y using LOAD DATA | [JReplace table data with file
[lgnare duplicate rows

O S6L Fields terminated by
Fields enclosed by

Fields escaped by \
Lines terminated by auto

Column names
Use LOCAL keyword

[ % The available options have already been covered in the CSV section. ]

In the familiar Location of the text file question, we choose our author. csv file.

Finally, we can choose the LoAD method, as discussed earlier, by selecting the Use
LOCAL keyword option. We then click Go.

If all goes well, we can see the confirmation screen as follows:

" Import has been successfully finished, 1 queries executed.

LOAD DATE LOCAL INFILE 'fopt/php-upload-tmpphpPw?p=Y' INTO TAELE *author®
FIELD® TERMINATED» BY ';' ENCLOSED EY '"' ESCAPED BY 'Y ' LINE: TERMINATED EY
"“evnt'# E orow(s) affected.

[ Edit | [ Create PHP Code |
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This screen shows the exact LOAD DATA LOCAL INFILE statement used. Here is
what has happened:

e  We chose author.csv.

e The contents of this file were transferred over HTTP and received by the
web server.

e The PHP component inside the web server saved this file in a work directory
(here /opt/php-upload-tmp/) and gave it a temporary name.

e phpMyAdmin, informed of the location of this working file, built a LOAD
DATA LOCAL INFILE command, and sent it to MySQL. Note that just one
query was executed, which loaded many rows.

e The MySQL server read and loaded the contents of the file into our target
table. It then returned the number of affected rows (2), which phpMyAdmin
displayed in the results page.

Web server upload directories

To get around cases where uploads are completely disabled by a web server's PHP
configuration, or where upload limits are too small, phpMyAdmin can read upload
files from a special directory located on the web server's file system. This mechanism
is applicable for SQL and CSV imports.

We first specify the directory name of our choice in the $cfg['UploadDir']
parameter, for example, ' . /upload'. We can also use the %u string, as described in
Chapter 7, to represent the user's name.

Now, let's go back to the Import subpage. We get an error message:

The directory you set for upload work cannot be reached.

This error message is expected, as the directory does not exist. It is supposed

to have been created inside the current phpMyAdmin installation directory. The
message might also indicate that the directory exists, but can't be read by the
web server. (In PHP safe mode, the owner of the directory and the owner of the
phpMyAdmin-installed scripts must be the same.)

Using an SFTP or FTP client, we create the necessary directory, and can now upload
a file there (for example book.sql) bypassing any PHP timeouts or upload maximum
limits. Note that the file itself must have permissions that allow the web server to
read it. In most cases, the easiest way is to allow everyone to read the file.
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Refreshing the Import subpage brings up the following;:

—File to import

Location of the text file | |[ Parcaurir.. ] (Max: 51,200 ki)

Dr
web server upload directary :

Character set of the file: | 43

Imported file compression will lly detected fram: Mone, gzip, bzip2, zip

Clicking Go should execute the file.

Automatic decompression is also available for the files located in the upload
directory. The file names should have extensions such as .bz2, .gz, .sql.bz2,
or .sqgl.gz.

Using the double extensions (. sql.bz2) is a better way to indicate that a

.sq1 file was produced and then compressed, as we see all the steps used
g to generate this file.

Summary

This chapter covers:

e Various options in phpMyAdmin that allow us to import data

e The different mechanisms involved in importing SQL and CSV files

e The limits that we might hit when trying a transfer, and ways to bypass
these limits

Chapter 9 will explain how to do single-table searches (covering search criteria
specification) and how to search in the whole database.
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In this chapter, we present mechanisms that can be used to find the data we are
looking for, instead of just browsing tables page-by-page and sorting them. This
chapter covers single-table searches besides entire database searches. Chapter 13
is a complement to this chapter and presents multi-table query with examples.

Daily usage of phpMyAdmin

For some users, the main use of phpMyAdmin is the Search mode, which is
used for finding and updating data. For this, the phpMyAdmin team has made
it possible to define which subpage is the starting page in Table view, with the
$cfg['DefaultTabTable'] parameter. Setting it to 'tbl_select.php' defines
the default subpage for search.

With this mode, application developers can look for data in ways not expected by the
interface they are building — adjusting and sometimes repairing data.

Single-table searches

This section describes the Search subpage where a single-table search is available.

Entering the search subpage

The Search subpage can be accessed by clicking the Search link in the Table view.
This has been done here for the book table:
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Do a "query by example” (wildcard: “%")
Field Type Collation Operator Value
isbn varchar(25) latin1_swedish_ci | LIKE Iv| ‘ |
title varchar{100) Iatin_swedish_ci [LIKE ¥ ‘ |
page_count int(11) = Iv| ‘ |
author_id int(11) - Iv| ‘ |
language char(2) latin1_swedish_ci | LIKE Iv| ‘ |
description text latin1_swedish_ci | LIKE |v| ‘ |
cover_phoeto blab LIKE & ‘ |
genre enum('Fantasy’, 'Child’, latin1_swedish_ci |= 82 Fantasy =
‘Nawel') Child
Nowvel
date_published date |: Iv| ‘ |
E
stamp timestamp |: Iv| ‘ |
EJ
some_bits bit(3) |: Iv| ‘ |
+ Options

The most commonly used section of the Search interface (the query by example) is
the one immediately displayed, whereas other dialogs are hidden in a slider that can
be activated by the Options link (more on these dialogs later in this chapter).

Search criteria by field—query by example

The main use of the Search panel is to enter criteria for some fields so as to retrieve
only the data we are interested in. This is called query by example because we give
an example of what we are looking for. Our first retrieval will concern finding the
book with ISBN 1-234567-89-0. We simply enter this value in the isbn box and choose
the Operator '='.

Do a “query by example” (wildcard: "%")
Field Type Collation Operator Value
isbn varchar(25) latin1_swedish_ci [= v |1-23456?-89—0 ‘

Clicking on Go gives these results (shown partially in the following screenshot).

isbn title page_count author_id language description cover_photo
O # ¥ | 1-234567-89-0 | A hundred years 600 1 en [BLOB-67
of cinema KiB]
(volume 1)
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This is a standard results page. If the results ran in pages, we could navigate through
them, and edit and delete data for the subset we have chosen during the process.
Another feature of phpMyAdmin is that the fields used as the criteria are highlighted
by changing the border color of the columns to better reflect their importance on the
results page.

It isn't necessary to specify that the isbn column be displayed even though this is
the column in which we search. We could have selected only the title column for
display (see the Selecting Fields to be Displayed section) and chosen the isbn column
as a criterion.

Searching for empty / non-empty values

In version 3.1.0, two handy operators have been added in the operator's list:

Those are the ones to use when you want to search for an empty (= ' ') or not empty
(t= ') value in some field. Normally, typing nothing in a field's Value means

that this field does not participate in the search process. However, with one of these
operators, this field is included in the generated search query.

Please do not confuse this method with searching for a NULL value, which is quite
different. Indeed, a NULL value (refer to http://en.wikipedia.org/wiki/
Null_(sQL) for a more complete explanation) is a special value that conveys that
some information is missing in this column.

Print view

We see the Print view and Print view (with full texts) links on the results page.
These links produce a more formal report of the results (without the navigation
interface) directly to the printer. In our case, using Print view would produce
the following;:

SQL result

Host: my server

Database: marc_book

Generation Time: Dec 24, 2008 at 12:09 P

Generated by: phphdyAdmin 3.1. 1/ MySQL 5.0.67-standard

SQL query: SELECT * FROM 'book’ WHEEE "isbn' ='1-234567-83-0' LIMIT 0, 30 ;

Rows: 1
isbn title page_count|author_id |langnage |description| cover_photo | genre |date_published stamp some_bits
A hundred
years of [BLOBE - 6.7 2008-12-22
1-234567-89-0 Cinema 600 1len EB] Fantasy |0000-00-00 129399 011

(volume 1)
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This report contains information about the server, database, time of generation,
version of phpMyAdmin, version of MySQL, and generated SQL query. The other
link, Print view (with full texts) would print the contents of the TEXT fields in
their entirety.

Wildcard search

Let's assume we are looking for something less precise —all books with "cinema" in
their title. First, we go back to the search page. For this type of search, we will use
SQL's LIKE operator. This operator accepts wildcard characters —the % character
(which matches any number of characters) and the underscore (_) character (which
matches a single character). Thus we can use %cinema% to let phpMyAdmin
find any substring that matches the word "cinema". If we left out both wildcard
characters, we will get exact matches with only that single word.

This substring matching is easier to access, being part of the Operator drop-down
list. We only have to enter the word cinema and use the operator LIKE %...% to
perform that match. We should avoid using this form of the LIKE operator on big
tables (thousands of rows), as MySQL does not use an index for data retrieval in this
case, leading to wait time that could add up to half an hour (or more). This is why
this operator is not the default one in the drop-down list, even though this method of
search is commonly used on smaller tables.

Here is a screenshot showing how we ask for a search on cinema with the
operator LIKE %...%:

Do a “query by example" {wildcard: "%")
Field Type Collation Operator Value
isbn varchar(25) latind_swedish_ci [k & | |
title varchar(100) latind_sweadish_ci | LIKE %. % E |omema |

) The LIKE operator can be used for other types of wildcard searches, for
a example History%, which would search for this word at the beginning
" of a title. This form of LIKE query also has the benefit of using an index, if
MySQL finds one that speeds up data retrieval.
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Using either of these methods of doing the query produces the following results:

isbn title page_count author id language @ description
O # ¥ 1-234567-89-0 | A hundred years of 600 1 en
cinema (volume 1)
O & ¥ 1-234567-90-0 | A hundred years of 602 1 |en
cinema (volume 2}

The % character (which matches any number of characters) and the underscore
(L) character (which matches a single character) are the wildcard characters
available here.

Case sensitivity

In the previous example, we could have replaced cinema with CINEMA and
achieved similar results. The reason is that the collation of the title column

is latinl swedish_ci.Here, ci means that comparisons are done in a
case-insensitive way. Please refer to http://dev.mysqgl.com/doc/refman/5.1/
en/case-sensitivity.html for more details.

Combining criteria

We can use multiple criteria for the same query (for example, to find all the English
books of more than 300 pages). There are more comparative choices in Operator
because the page_count field is numeric, as shown in the following screenshot:

Do a "query by example™ (wildcard: "%")

Field Type Collation Operator Value

isbn varchar(25) latind_swedish_ci [L|KE |~ ‘ |
title wvarchar{100) latin1_swedish_ci | LIKE |v| ‘ |
page_count int{11) ] |
author_id int 11} |
language char(2) latinl_swedish_ci |
description text latin1_swedish_ci e ‘ |
cover_photo blob 1= ‘ |
genre enum('Fantasy’, latinl_swedish_ci hlg'ELIKE Fantasy &

Child', 'Meowel 1S NULL Child

IS NOT NULL Novel

date_published date = v ‘

[157]



Searching Data

Search options

The Options slider reveals additional panels to further refine the search process.

Selecting the fields to be displayed

In the Options slider, a Select fields panel facilitates selection of the fields to be
displayed in the results. All fields are selected by default, but we can control-click
other fields to make the necessary selections. Mac users would use command-click to
select/unselect the fields.

Here are the fields of interest in this example:

~Select fields (at least one):
ishn QJ

page_count
author_id

=| [] DISTINGT

description
cowver_phota

genre
date_published —

We can also specify the number of rows per page in the textbox next to the field
selection. The Add search conditions box will be explained in the Applying a WHERE
clause section, which will follow shortly.

Ordering the results

The Display order dialog permits the specification of an initial sorting order for the
results to come. In this dialog, a drop-down menu contains all the table's columns;
it's up to us to select the one on which we want to sort. By default, the sorting will be
in Ascending order, but a choice of Descending order is also available.

It should be noted that on the results page, we can change the sort order using the
techniques explained in Chapter 4.

Applying a WHERE clause

Sometimes, we may want to enter a search condition that is not offered in the
Function list of the query by example section. The list cannot contain every possible
variation in the language. Let's say we want to find all the English or French books
using the IN clause. To do this, we can use the Add search conditions section.
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|Ianguage in ('en’,'fr"

|—DrAdd search conditions (body of the "where" clause):

The complete search expression is generated by combining the search

conditions, a logical AND, and the other criteria entered in the query by
’ example lines.

We could have a more complex list of search conditions that would be entered in the
same textbox, possibly with brackets and operators such as AND or OR.

A Documentation link points to the MySQL manual, where we can see a huge choice
of available functions. (Each function is applicable to a specific field type.)

Obtaining distinct results

Sometimes, we may want to avoid getting the same results more than once. For
example, if we want to know in which cities we have clients, displaying each city
name once would be enough. Here, we want to know in which languages our books
are written. In the Select Fields dialog, we choose just the language field, and we
check DISTINCT, as shown in the following screenshot:

—Select fields (at least one):

iskn |

title '

page_count

author_id

l[anguage =

description SENEE
cover_photo

genre

date_published —

Clicking on Go produces the following image:

language
O # X |en
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Using DISTINCT, we see each language only once. Without this option,
/< the row containing en would have appeared three times.

Complete database search

In the previous examples, searching was limited to one table. This assumes
knowledge of the exact table (and columns) where the necessary information might
be stored.

When the data is hidden somewhere in the database, or when the same data can be
presented in various columns (for example, a title column or a description column),
it is easier to use the database search method.

We enter the Search page in the Database view for the marc_book database:

~Search in database

Word(s) orvalue(s) to search for |souvenirs
(wildcard: "%

Find: & at least one of the words'

O all words'
O the exact phrase
© 45 regular expression

Inside tablefs):  EEWias
boak

[/ Unselect Al

Inside field: |

In the Word(s) or value(s) section, we enter what we want to find. The % wildcard
character can prove useful here. We enter souvenirs.

In the Find section, we specify how to treat the values entered. We might need to
find at least one of the words entered, all words (in no particular order), or the exact
phrase (words in the same order, somewhere in a column). Another choice is to use
a regular expression, which is a more complex way of doing pattern matching. We
will keep the default value — at least one of the words.

We can choose the tables to restrict the search or select all the tables. As we only have
two (small) tables, we select both.
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. As the search will be done on each row of every table selected, we might
% hit some time limits if the number of rows or tables is too big. Thus, this
" feature can be deactivated by setting $cfg['UseDbSearch'] to FALSE.
(It is set to TRUE by default).

Clicking Go finds the following for us:

Search results for “souvenirs" at least one of
the words:

0 match{es) inside table author
1 match{es) inside table book  Browse Delete

Total: T matchies)

This is an overview of the number of matches and the relevant tables. We might

get some matches in the tables in which we may not be interested. However, for the
matches that look promising, we can Browse the results page, or we can Delete the
unwanted rows.

Restricting search to a column

Sometimes, a particular column name is part of one (or many) tables, and we want to
search only inside this column. For example, suppose that we are looking for "Marc",
but this name could be also part of a book's title. So, we want to restrict the search

to only the "name" column in all the chosen tables. This can be achieved by entering
"name" in the Inside field choice.

Summary

In this chapter, we take an overview of single table searches with "query by example
criteria" and additional criteria specification — selecting displayed values and
ordering results. We also look at wildcard searches and full database search. The
next chapter will explain how to perform the operations on tables — for example,
changing a table's attributes, such as its storage engine. The subjects of repairing
and optimizing tables are covered in this chapter as well.
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Table and Database
Operations

In the previous chapters, we dealt mostly with table fields. In this chapter, we
will learn how to perform some operations that influence tables or databases as
a whole. We will cover table attributes and how to modify them, and will also

discuss multi-table operations.

Various links that enable table operations have been put together on the Operations

subpage of the Table view. Here is an overview of this subpage:

[E Browse Structure JESQL

’—Alter table order by

Istn | (singly) | Ascending +

Search F:ilnsert [EExport [ESImport $&Operations FREmpty [ Drop

rMove table to (datat .table):

marc_book ¥ | . hook
Add AUTO_INCREMENT value

rTable options:
Rename tahble to book

Table comments

r Copy table to (datak _table):
marc_book ¥ | .
3 Structure only
Structure and data
 Data only
[ Add DROP TABLE
[ Add AUTO_INCREMENT walus
[[] Switch to copied tahle

Storage Engine by SAM M
Collation latin1_swedish_ci ~
PACK_KEYS DEFAULT +
CHECKSUM O
DELAY _KEY WRITE []
ROW_FORMAT DYMNAMIC »
rTable

® Check table

* Analyze table

* Repair table

* Optimize table

® Flush the table ("FLUSH")
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Table maintenance

During the lifetime of a table, it repeatedly gets modified; so, it continually
grows and shrinks. Outages may occur on the server, leaving some tables
in a damaged state.

Using the Operations subpage, we can perform various operations, which are listed
next. However, not every operation is available for every table type.

Check table: Scans all rows to verify that deleted links are correct. Also, a
checksum is calculated to verify the integrity of the keys; we should get an
OK message if everything is all right.

Analyze table: Analyzes and stores the key distribution; this will be used
on subsequent JOIN operations to determine the order in which the tables
should be joined.

Repair table: Repairs any corrupted data for tables in the MyISAM and
ARCHIVE engines. Note that a table might be so corrupted that we cannot
even go into Table view for it! In such a case, refer to the Multi-Table
Operations section for the procedure to repair it.

Optimize table: This is useful when the table contains overheads. After
massive deletions of rows or length changes for VARCHAR fields, lost bytes
remain in the table. phpMyAdmin warns us in various places (for example,
in the Structure view) if it feels the table should be optimized. This operation
is a kind of defragmentation for the table. In MySQL 4.x, this operation
works only on tables in the MyISAM, Berkeley (DB), and InnoDB engines.

In case of MySQL 5.x, the concerned tables are in the MyISAM, InnoDB, and
ARCHIVE engines.

Flush table: This must be done when there have been many connection
errors and the MySQL server blocks further connections. Flushing will clear
some internal caches and allow normal operations to resume.

Defragment table: Random insertions or deletions in an InnoDB table
fragment its index. The table should be periodically defragmented for faster
data retrieval.

[ The operations are based on the available underlying MySQL ]
i

queries — phpMyAdmin only calls those queries.

Changing table attributes

Table attributes are the various properties of a table. This section discusses the
settings for some of them.
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Table storage engine

The first attribute we can change is called Storage Engine.

Table opti

Rename table to hook
Table comments

Storage Engine MASAM v

Collation

MEMORY
PACK_KEYS InnoDE

CHECKSUM ARCHIVE
MRG_MYISAM

DELAY_KEY_WRITE

ROW_FORMAT DYMNAMIC v

This controls the whole behavior of the table —its location (on-disk or in-memory),
the index structure, and whether it supports transactions and foreign keys. The
drop-down list varies depending on the storage engines supported by our
MySQL server.

Changing a table's storage engine may be a long operation if the number
s of rows is large.

Table comments

This allows us to enter comments for the table.

Renarme table to hoolk

Table comments Contains book descriptions

These comments will be shown at appropriate places —for example, in the navigation
panel, next to the table name in the Table view, and in the export file. Here is what
the navigation panel looks like when the $cfg['ShowTooltip'] parameter is set to
its default value of TRUE:

marc_book (2]

B author

i |—Alter
|Br|:uwse: Contains book descriptions {3I Fows) |
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The default value (FALSE) of $cfg['ShowTooltipAliasDB'] and
$cfg['ShowTooltipAliasTB'] produces the behavior we saw earlier —the true
database and table names are displayed in the left panel and in the Database view
for the Structure subpage. Comments appear when the mouse pointer is moved
over a table name. If one of these parameters is set to TRUE, the corresponding item
(database names for DB and table names for TB) will be shown as the tooltip instead
of the names. This time, the mouseover shows the true name for the item. This is
convenient when the real table names are not meaningful.

There is another possibility for $cfg['ShowTooltipAliasTB'] —the 'nested’
value. Here is what happens if we use this feature:

e The true table name is displayed in the left panel

e The table comment (for example project_ ) is interpreted as the project
name and is displayed as it is (see the Nested display of tables within a database
section in Chapter 3)

Table order

When we browse a table, or execute a statement such as SELECT * from book
without specifying a sort order, MySQL uses the order in which the rows are
physically stored. This table order can be changed with the Alter table order by
dialog. We can choose any field and the table will be reordered once on this field.
We choose author_id in the example, and after we click Go, the table gets sorted
on this field.

Reordering is convenient if we know that we will be retrieving rows in this order
most of the time. Moreover, if we use an ORDER BY clause later on, and the table is
already physically sorted on this field, the performance should be higher.

This default ordering will last as long as there are no changes in the table
(no insertions, deletions, or updates). This is why phpMyAdmin shows the
(singly) warning,.

il (singly) | Ascending (v

|:Alter table order by

isbn
litle:

Eaﬂe CioLnt

laniguage

description
cover_photo
genire
date_publizhed book,
t : —
zoan:nep hits Containg book description
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After the sort has been done on author_id, books for author 1 will be displayed
first, followed by the books for author 2, and so on (we are talking about a default
browsing of the table without explicit sorting). We can also specify the sort order as
Ascending or Descending.

If we insert another row, describing a new book from author 1, and then click
Browse, the book will not be displayed along with the other books for this author
because the sort was done before the insertion.

Table collation

To better see the issues of collation change at various levels, let's first create a new
author with a character é in his name:

Field Type Function Null Value
id int(11) hd 3

name wvarchar(30) v André Smith

phone  warchar(30) v [ |s88-9999

The name column currently has a latinl_swedish ci collation, as can be seen via
the Structure page. On the Operations page, if we change the collation for table
author from latinl swedish_ci to, say, ut£8_general ci, this generates:

ALTER TABLE ~author™ DEFAULT CHARACTER SET utf8 COLLATE
utf8 general ci

Therefore, we only changed the default collation for future columns that will be
added to this table.

In an effort to further test collation changes, we can go to Structure page and change
the collation of author's name column to ut£8_general_ci (by clicking the Change
icon). Having done that, we browse the author table and still see correctly the é
character, because MySQL updated the contents of this column on collation change.
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Impact of switching connection collation

Changing the connection collation (from the homepage collation dialog) can have
unexpected effects. Let's switch it to 1atinl_bin and browse our author table again:

id name phone
0 # ¥ 1 John Smith +11 445 789-1234
1 5 X 2 Maria Sunshine  333-3333
[ # ¥ 3 Andr® Smith  888-9999

The data encoded in UTF-8 in the database is now (wrongly) interpreted as being in
latinl, introducing an inconsistency in the display. Therefore, we have to be careful
with our collation changes, and you should revert the collation changes made in this
section and the previous one.

Table options

Other attributes that influence the table's behavior may be specified using the Table
options dialog;:

PACK_KEYS DEFAULT +
CHECKSU 0O
DELAY_KEY_WRITE [
TRANSACTIONAL
PAGE_CHECKSUM [
ROWY_FORMAT PAGE v

The options are:

PACK_KEYS: Setting this attribute results in a smaller index. This can
be read faster but takes more time to update. Available for the MyISAM
storage engine.

CHECKSUM: This makes MySQL compute a checksum for each row. This
results in slower updates, but finding of corrupted tables becomes easier.
Available for MyISAM only.

DELAY_KEY_WRITE: This instructs MySQL not to write the index
updates immediately, but to queue them for writing later. This improves
performance. Available for MyISAM only.

ROW_FORMAT: To the storage engines that support this feature (MyISAM,
InnoDB, PBXT, and Maria), a choice of row format is presented. The default
value being the current state of this table's row format.
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¢ TRANSACTIONAL, PAGE_CHECKSUM: Applies to the Maria
storage engine. Currently documented at http://dev.mysql.com/doc/
refman/5.1-maria/en/se-maria-tableoptions.html.

e auto-increment: This changes the auto-increment value. It is shown only if
the table's primary key has the auto-increment attribute.

Renaming, moving, and copying tables

The Rename operation is the easiest to understand — the table simply changes its
name and stays in the same database.

The Move operation (shown in the following screen) can manipulate a table in two
ways —change its name and also the database in which it is stored.

Mowve table to (database.table):

Moving a table is not directly supported by MySQL. So, phpMyAdmin has to create
the table in the target database, copy the data, and then finally drop the source table.

The Copy operation leaves the original table intact and copies its structure or data
(or both) to another table, possibly in another database. Here, the book-copy table
will be an exact copy of the book source table. After the copy, we remain in the Table
view for the book table, unless we select Switch to copied table.

— Copy table to (database.table):

rarc_tbiook » | .
(73 Structure anly
(&) Structure and data

(“ Data anly

[] Add DROP TABLE

[] Add AUTO_INCREMENT value
[] Switch to copied table

The Structure only copy is done to create a test table with the same structure.
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Appending data to a table

The Copy dialog may also be used to append (add) data from one table to another.
Both tables must have the same structure. This operation is achieved by entering the
table to which we want to copy the data and choosing Data only.

For example, we would want to append data when book data, coming from various
sources (various publishers), is stored in more than one table, and we want to
aggregate all the data to one place. For MyISAM, a similar result can be obtained by
using the Merge storage engine (which is a collection of identical MyISAM tables).
However, if the table is InnoDB, we need to rely on phpMyAdmin's Copy feature.

Multi-table operations

In the Database view, there is a checkbox next to each table name and a drop-down
menu under the table list. This enables us to quickly choose some tables and perform
an operation on all those tables at once. Here, we select the book-copy and the book
tables, and choose the Check table operation for the selected tables.

©d Server: my server » [ Database: marc_book

By Structure A SQL  'Search |[EQuery &iExport

Table Action Records'
[] author #= M X 3
book = @ X 3
hook-copy = @ X :
3 table(s) Sum 9
1+ Check All/ Uncheck All Sith selected: §v
W|thse|e|:ted
o Print view 5 Data Dictionary Ermpty
: Drop

|— ‘3 Create new table on database r Printwiew

We could also quickly select or deselect all the checkboxes with Check All /
Uncheck AlL
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Repairing an "in use"” table

The multi-table mode is the only method (unless we know the exact SQL query to
type) for repairing a corrupted table. Such tables may be shown with the in use flag
in the database list. Users seeking help in the support forums for phpMyAdmin often
receive this tip from experienced phpMyAdmin users.

Table Action Records @ Type Caollation Size Owerhead
author (= 0| || St m > in use
[ besk E=] g % [ > 3 MylSAM  latini_swedish_si  11.8 KiE -
[] beokcopy [E g ¥ ﬁ > 2 MylSAM  latin_awedish_ci 119 HiB -
3 table(s) Surm 6 MylSAM  latind_swedish_ci  23.8 LB 0 E
ChedAll f Unched All
*With selected:
1 int wiew (R ot Ernpty
o Print wiew g Data Dictionany
= iz Drop
- ..él Create new table on database m| Print view
Check table
Mame: Optimize: table =:
AnalEze table

Database operations

The Operations tab in the Database view gives access to a panel that enables us to
perform operations on a database taken as a whole.

r ‘i3 Create new table on database marc_book

Marne: Mumber of fields:

{Command: INSERT INTO ... SELECT)

~ & Copy datal to:

() Structure only

@ Structure and data

(:) Diata only

CREATE DATABASE before copying
[] Add DROP TABLE f DROP VIEWY
Add AUTO_INCREMENT walue

[ Add constraints

[] Switch to copied database

. Collati
latin1_swedish_ci v
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Renaming a database

A Rename database to dialog is available. Although this operation is not directly
supported by MySQL, phpMyAdmin does it indirectly by creating a new database,
renaming each table (thus sending it to the new database), and dropping the
original database.

Copying a database

It is also possible to do a complete copy of a database, even if MySQL itself does not
support this operation natively.

r & Copy database to:

rnarc_book_copy

(3 Structure only

(& Structure and data

f' Data anly

CREATE DATABASE befare copying
[] Add DROP TABLE / DROP WIEW
Add AUTO_INCREMENT value

[ Add constraints

[ Switch to copied database

Summary

This chapter covers the operations we can perform on entire tables or databases.

It also looks at table maintenance operations for table repair and optimization,
changing various table attributes, table movements (including renaming and moving
to another database), and multi-table operations. In the next chapter, we will begin to
examine advanced features that rely on the linked-tables infrastructure, such as the
relational system.
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The Relational System

Welcome to the section of the book where we start to cover advanced features.
The relational system allows users to work more closely with phpMyAdmin,
as we will see in the following chapters. This chapter explains how to define
inter-table relations. It also explains how to install the linked-tables
infrastructure —a prerequisite for the advanced features.

Relational MySQL

When application developers use PHP and MySQL to build web interfaces or other
data manipulation applications, they usually establish relations between tables using
the underlying SQL queries. Examples of this would be: "get an invoice and all its
items" and "get all books by an author".

In the first versions of phpMyAdmin, MySQL stored information about which table
belonged to which database. However, the relational data structure (how tables
relate to each other) was not stored into MySQL. Relations were temporarily made
by the applications to generate meaningful results. In other words, the relations were
in our head.

This was considered a shortcoming of MySQL by phpMyAdmin developers and
users. Hence, the team started to build an infrastructure to support relations for
MyISAM tables. The infrastructure evolved to support a growing array of special
features. We can describe this infrastructure as metadata, that is, data about data.

phpMyAdmin 2.2.0 already had the bookmarks feature, that is, the ability to recall
frequently used queries (described in Chapter 14), and version 2.3.0 generalized the
metadata system. Subsequent versions were built on this facility. Examples of this
would be: the 2.5.x family with its MIME-based transformations (as described in
Chapter 16) and the 2.10.x family with a graphical relation builder called Designer
(described in this chapter).
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InnoDB and PBXT

InnoDB is a MySQL storage engine having its own webpage at
http://www.innodb.com. It is developed by Innobase Oy, a subsidiary of Oracle.
As the InnoDB sub-system must be activated by a system administrator, it may not
be available on every MySQL server.

The PrimeBase XT storage engine or PBXT (http://www.primebase.org) is
available for MySQL 5.1 and 6.0, and is developed by PrimeBase Technologies. The
minimum MySQL required version is 5.1, as this version supports the pluggable
storage engine API that is used by PBXT and other third-parties to offer alternative
storage engines. This transactional storage engine is newer than InnoDB. It is usually
installed after downloading it from their website and then going through a compile
step. For some operating systems, a precompiled binary is available — please visit the
aforementioned website for download and installation instructions.

When considering the relational aspect, here are the benefits of using the InnoDB
or PBXT storage engine for a table:

e They support referential integrity based on foreign keys, which are the
keys in a foreign (or reference) table. By contrast, using only phpMyAdmin's
internal relations (discussed later) brings no automatic referential
integrity verification.
e The exported structure for InnoDB and PBXT tables contains the
defined relations. Therefore, they are easily imported back for
better cross-server interoperability.

The foreign key feature of these storage engines can effectively replace the part
of phpMyAdmin's infrastructure that deals with relations. We will see how
phpMyAdmin interfaces with the InnoDB and PBXT foreign key system.

The other parts of phpMyAdmin's infrastructure (for example,
bookmarks) have no equivalent in InnoDB, PBXT, or MySQL. Hence,

they are still required to access the complete phpMyAdmin feature set.
= However, in MySQL 5.x, views are supported, and have similarities with

phpMyAdmin's bookmarks.

Linked-tables infrastructure

The relational system's infrastructure is stored in tables that follow a predetermined
structure. The data in these tables is generated and maintained by phpMyAdmin on
the basis of our actions from the interface.
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Goal of the infrastructure

Metadata tables contain, for all storage engines, information to support the special
phpMyAdmin's features such as bookmarks and transformations. Moreover, for
tables in a storage engine that does not support foreign keys, relations between tables
are kept in this infrastructure.

Location of the infrastructure

There are two possible places to store these tables:

e A user's database — to facilitate every web developer owning a database to
benefit from these features.

e A dedicated database called pmadb (phpMyAdmin database). In a multi-user
installation (discussed later), this database may be accessible to a number of
users while keeping the metadata private.

As this infrastructure does not exist by default, and because phpMyAdmin's
developers want to promote it, the interface displays the following error message
for every database when on the Operations subpage in the Database view:

The additional features for working with linked tables have been
deactivated. To find out why click here.

This message can be disabled with the following parameter (which, by default, is set
to FALSE):

$cfg['PmaNoRelation DisableWarning'] = TRUE;

The message is the same regardless of the current database, as the
infrastructure is shared for all our databases and tables (or all users
g on a multi-user installation).

Installing linked-tables infrastructure

The previous error message is displayed even if only a part of the infrastructure

is lacking. Of course, on a fresh installation, all parts are lacking — our database has
not yet heard of phpMyAdmin and needs to be outfitted with this infrastructure.
Following the here link in the previous message brings up a panel explaining that
the pmadb, and the tables that are supposed to be a part of it, are either missing

or undefined.
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It's important to realize that the relational system will work only if two conditions
are met:

e Proper definitions are present in config.inc.php

e The corresponding tables (and maybe the database) are created

To create the necessary structure that matches our current version of phpMyAdmin,
a command file called create_tables.sql is available in the scripts subdirectory
of the phpMyAdmin installation directory. However, we should not blindly
execute it before understanding the possible choices —multi-user installation or
single-user installation.

Multi-user installation

In this setup, we will have a distinct database — pmadb— to store the metadata tables.
Our control user will have specific rights to this database. Each user will work with
his/her login name and password, which will be used to access his/her databases.
However, whenever phpMyAdmin itself accesses pmadb to obtain some metadata, it
will use the control user's privileges.

. Setting a multi-user installation is possible only for a MySQL system
% administrator who has the privileges of assigning rights to another user
Z— (here, the pma user). If you are not in this situation, please refer to the

Single-user installation section.

We first ensure that the control user pma has been created, as explained in Chapter 2,
and that its definition in config. inc.php is appropriate.

Scfg['Servers'] [$i] ['controluser'] = 'pma';
Scfg['Servers'] [$i] ['controlpass'] = 'bingo';

We then look in the scripts directory for create_tables.sqgl. There might be

the other scripts available for different MySQL versions, so we should pick the one
which looks the most appropriate. Next, we copy this script to our local workstation
and edit it. We replace the following lines:

-- GRANT SELECT, INSERT, DELETE, UPDATE ON ~“phpmyadmin™.* TO
-- 'pma'@localhost;

with these:

GRANT SELECT, INSERT, DELETE, UPDATE ON “phpmyadmin™.* TO
'pma'@localhost;
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We then execute this script by importing it (see Chapter 8). The net effect is to
create the phpmyadmin database, assign proper rights to user pma, and populate the
database with all the necessary tables.

Infrastructure and config.inc.php

It is now time to adjust all the relational-features related parameters in config.inc.
php. This can be done easily with the setup script as seen in Chapter 1, or by pasting
the appropriate lines from the config.sample.inc.php file. These database and
table names are the ones that have just been created:

$cfgl'Servers'] [$i] ['pmadb'] = 'phpmyadmin';
Scfg['Servers'] [$i] ['bookmarktable'] = 'pma_ bookmark';
Scfg['Servers'] [$i] ['relation'] = 'pma_ relation';
Scfg['Servers'] [$i] ['table info'] = 'pma_ table info';
Scfgl'Servers'] [$i] ['table_coords'] = 'pma_table coords';
Scfg['Servers'] [$1] ['pdf pages'] = 'pma_pdf pages';
Scfg['Servers'] [$1i] ['column info'] = 'pma_ column info';
Scfg['Servers'] [$i] ['history'] = 'pma_ history';
Scfg['Servers'] [$i] ['designer coords'] = 'pma designer coords';

. Astable names are case sensitive, we must use the same names as the
tables created by the installation script. We are free to change the table
= names (see the right-hand part of the configuration directives listed),

provided we change them accordingly in the database.

The pmadb and each table have a specific function as listed next:

e pmadb: Defines the database where all tables are located
e bookmarktable: Contains the bookmarks (explained in Chapter 14)

e relation: Defines inter-table relations, as used in many of the
phpMyAdmin's features

e table_info: Contains the display field (explained later in this chapter)

e table_coords and pdf_pages: Contain the metadata necessary for drawing
a schema of the relations in a PDF format (explained in Chapter 15)

e column_info: Used for column-commenting and MIME-based
transformations (explained in Chapter 16)

e history: Contains SQL query history information (explained in Chapter 12)

e designer coords: Holds the coordinates used by the Designer feature
(explained later in this chapter)
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Between each phpMyAdmin version, the infrastructure may be enhanced. (The
changes are explained in Documentation.html.) This is why phpMyAdmin has
various checks to ascertain the structure of the tables. If we know we are using the
latest structure, scfg['Servers'] [$i] ['verbose check'] can be set to FALSE to
avoid checks, thereby slightly increasing phpMyAdmin's speed.

The installation is now complete. We will test the features in the coming sections
and chapters. We can do a quick check by going back to the homepage; the warning
message should be gone.

Single-user installation

Even if we are entitled to only one database by the system administrator, we can still
use all the relational features of phpMyAdmin.

In this setup, we will use our normal database (let's assume its name is marc_book)
to store the metadata tables, and will define our own login name (marc) as the
control user in config. inc.php.

Scfg['Servers'] [$i] ['controluser'] = 'marc';
Scfg['Servers'] [$i] ['controlpass'] = 'bingo';

The next step is to modify a local copy of the scripts/create_tables.sql
file to populate our database with all the needed tables. They will have the
prefix pma_ to make them easily recognizable. (See also the remark in the
Multi-user installation section about other scripts that may be available in the
scripts directory.)

If we are using scripts/create_tables.sql, the modification we need is to
remove the following lines:

CREATE DATABASE IF NOT EXISTS “phpmyadmin”
DEFAULT CHARACTER SET utf8 COLLATE utf8 bin;
USE phpmyadmin;

This is done because we won't be using a phpmyadmin database. Next, we should
open our marc_book database in phpMyAdmin. We are now ready to execute the
script. There are two ways of doing this:

e As we already have the script in our editor, we can just copy the lines and
paste them in the query box of the SQL subpage.

e Another way is to use the import technique shown in Chapter 8. We select
the create_tables. sql script that we just modified.
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After the creation, the left panel shows us the special pma_ tables along with our

normal tables.

The last step is to adjust all the parameters in config. inc.php that relate to

marc_book (11)

B author

B hook

B book-copy

B pma_hookmark

B pma_column_info
B pma_dezigner_coords
B pma_history

B pma_pdf_pages
B pma_relation

B pma_table_coords
B pma_takle_info

relational features. Please refer to the previous section, except for the database
name in the pmadb parameter:

Scfg['Servers'] [$i] ['pmadb'] = 'marc book';

Defining relations with the relation view

After the installing of the linked-tables infrastructure, there are now more options
available in the Database view and the Table view. We will now examine a new

link —Relation view —in the Structure subpage of the Table view.

& Print view =2 Relation view Fropose table structure
FiAdd[1 |field(s) @ At End of Table O At Beginning of Table

+ Details. ..

This view is used to:

e Define the relations of the current table with the other tables

e Choose the display field
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Our goal here is to create a relation between the book table (which contains the
author ID) and the author table (which describes each author by an ID). We start on
the Table view for the book table, go to Structure, and click the Relation view link.

Internal relations

As the book table is in MyISAM format, we see the following screen (otherwise, the
display would be different, as explained in the Foreign Key Relations section later):

rLinks to

Internal relations

ishn

title

page_count

author_id

cover_photo

genre

date_published

stamp

|
|
|
|
|
description | [+
|
|
|
|
|

some_hits

Choose field to display:

Sawve

This screen allows us to create Internal relations (stored in the pma_relation table)
because MySQL itself does not have any relational notion for MyISAM tables. The
empty drop-down list next to each column indicates that there are no relations (links)
to any foreign table.

Defining the relation

We can relate each field of the book table to a field in another table (or in the

same table, because self-referencing relations are sometimes necessary). The interface
finds both the unique and the non-unique keys in all the tables of the same database,
and presents the keys in drop-down lists. (Creating internal relations to other
databases from the interface is not currently supported.) The appropriate choice for
the author_id field is to select the corresponding author_id field from the author
table —also called defining the foreign key.
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rLinks to
Internal relations
ishn | s
title | |
page_count | s
author_id | marc_hook autharid ;V.l

We then click Save, and the definition is saved in phpMyAdmin's infrastructure.
To remove the relation, we just come back to the screen, select the empty choice,
and click Save.

Defining the display field

The primary key of our author table is the author_id, which is a unique number that
we made up for key purposes. The name field in our table— the name — represents the
author's name. It would be interesting to see the author's name as a description of each
row of the book table. This is the purpose of the display field. We should normally
define a display field for each table that participates in a relation as a foreign table.

We will see how this information is displayed in the Benefits of the Defined Relations
section. We now go to the Relation view for the author table (which is the foreign
table in this case) and specify the display field. We choose name as the display field
and click Save.

rLinks to
Internal relations
id | iv'|
name | |+ |
phone | |+

Choose field to display: i name |+

ﬂ%ﬁ phphtyAdmin window

phpMyAdmin offers to define only one display field for a table, and this
s field is used in all the relations where this table is used as a foreign table.
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The definition of this relation is now done. Although we did not relate any of the
fields in the author table to another table, it can be done. For example, we could
have a country code in this table and could create a relation to the country code of
a country table.

We will discuss the benefits of having defined this relation in a later section. For
now, we will see what happens if our tables are under the control of the InnoDB
or PBXT storage engine.

Foreign key relations
The InnoDB and PBXT storage engines offer us a foreign key system.

At your choice, the exercises in this section can be accomplished with
i either InnoDB or PBXT. InnoDB has been chosen in the text.

First, we will switch our book and author tables to the InnoDB storage engine. We
can do this from the Operations subpage in the Table view. We start by doing this
for the author table, as shown in the following screenshot:

— Table options

Rename table to |authar |

Table comments | |

Storage Engine Pl S04 |

Collation bt SAM 4
MRG_MYISAKM :I

PACK _KEYS FExT

CHECKSLIM BLACKHOLE
C5Y

DELAY_KEY_WRITE | piEMORY

ROWVY_FORMAT

= ARCHIWE

|Supp0¢stransacﬁunsJrDWJeveHDcHngJandfurmgnkeysf—

A problem arises when the storage engine of the book table is changed to InnoDB.
We have a full-text index in this table, and the InnoDB engine currently does not
support this kind of index:

ALTER TABLE “book™ ENGINE = InnoDB;
MySQL said:
#1214 - The used table type doesn't support FULLTEXT indexes
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To get rid of this error message, we go back to the Structure for the book table and
remove the full-text index on the description field. While we are on this screen, let's
also remove the combined index we created on author_id and language. We will do
this because we want to see the consequences of a missing index later in this chapter.
At this point, we are able to switch the book table to InnoDB.

The foreign key system in InnoDB maintains integrity between the related tables.
Hence, we cannot add a non-existent author ID to the book table. In addition, actions
are programmable when DELETE or UPDATE operations are performed on the master
table (in our case, book).

Opening the book table on its Structure subpage and entering the Relation view,
now displays a different page:

rLinks to
Internal relations’ FOREIGN KEY (INNODB)
ishn > | || oM DELETE ON UPDATE
title ~] |v| ON DELETE O LUPDATE
page_count .*’l Mo index defined!
author_id marc_hook author.id Ivl Mo index defined!
language |v| Mo index defined!

cover_photo .*’l Mo index defined!

genre .*’l Mo index defined!

date_published Ivl Mo index defined!

stamp [wl] Maoindesx defined!

|
|
|
|
|
description || [l] Moindex defined!
|
|
|
|
some_bits [

[wl] Moindex defined!

Choose field to display:

@ " An internal relation is not necessary when a corresponding FOREIGN KEY relation exists

This page tells us:

e We have an internal relation defined for author_id to the author table.
e We don't yet have any InnoDB relations defined.

e  We will be able to remove the internal relation, when the same relation has
been defined in InnoDB. Indeed, phpMyAdmin advises us that: "An internal
relation is not necessary when a corresponding FOREIGN KEY relation
exists". So, it would be better to remove it.

e ON DELETE and ON UPDATE options are available for InnoDB relations.
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In the possible choices for the related key, we see the keys defined in all the InnoDB
tables of the same database. (Creating a cross-database relation is currently not
supported in phpMyAdmin.) We even see the keys defined in the current table, as
self-referring relations are possible. We now remove the internal relation for the
author_id field and click Save. We would like to add an InnoDB-type relation for the
author_id field, but we cannot. We see the No index defined! message on this line.
This is because foreign key definitions in InnoDB or PBXT can be done only if both
the fields are defined as indexes.

Other conditions regarding constraints are explained in the MySQL
% manual. Please refer to http://dev.mysql.com/doc/refman/5.0/
’ en/innodb-foreign-key-constraints.html.

Thus, we come back to the Structure page for the book table and add an ordinary
(non-unique) index to the author_id field producing:

Indexes:

Action |Keyname @ Type @ Unique Packed Field

# ¥ PRIMARY ETREE Yes Mo it
& X bytitle | BTREE Mo Mo title {30)
& X ishn BTREE Mo Mo ishr
# ¥ author_id BTREE Mo Mo author_id

In the Relation view, we can try again to add the relation we wanted; it works
this time!

Links to

Internal relations’ FOREIGN KEY (INNODB)
9 | 9] o oELeTE oN UPOATE

|
|

page_count | [ Mo index defined!
|

] [marc_bookauthorid [¥] OM DELETE [%] QN UPDATE ]

author_id

We can also set some actions with the ON DELETE and ON UPDATE options. For
example, ON DELETE CASCADE would make MySQL automatically delete all the
rows in the related (foreign) table when the corresponding row is deleted from the
parent table. This would be useful, for example, when the parent table is invoices,
and the foreign table is invoice-items.
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If we have not done so already, we should define the display field for the
= author table, as explained in the Internal phpMyAdmin Relations section.

Foreign keys without linked-tables infrastructu

re

We see the Relation View link on the Structure page of a InnoDB or PBXT table,
even though the linked-tables infrastructure is not installed. This brings us to a

screen where we can define the foreign keys, in this case for the book table.

Note that, if we choose this, the display field for the linked table (author here)
cannot be defined, as it belongs to phpMyAdmin's infrastructure. Thus, we would

lose the benefit of seeing the associated description of the foreign key.

Links to
FOREIGN KEY (INNODB)
ishn | ]| ON DELETE ON UPDATE
title | | ON DELETE ON UPDATE
page_count Mo index defined!
author_id [ marc_book authorid v ONDELETE [ ¢ ONUPDATE [ ¥]

Defining relations with the Designer
The Ajax-based Designer feature appeared in phpMyAdmin 2.10. It offers a

mouse-driven way of managing relations (both internal and foreign key-based),

and defining the display field for each table. It can also act as:

e A menu to access the structure of existing tables and to access the table

creation page.

e A PDF schema manager, if we want a PDF schema encompassing all
our tables.

On the Designer workspace, we can work on the relations for all tables on

the same panel. On the other hand, the Relation view shows the relations for

only a single table at a time.

We access this feature from the Database view by clicking the Designer menu tab.

If this menu tab does not appear, it's because we are yet to install
the linked-tables infrastructure as described previously in this

chapter —especially the designer_coords special table.
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Interface overview
The Designer page contains the main workspace where the tables can be seen. This
workspace will dynamically grow and shrink, depending on the position of our
tables. A top menu contains icons whose description is revealed by hovering the
mouse over them. Here is a summary of the goals for the top menu's icons:

e Show/Hide left menu: For left menu presence

e Save position: Saves the current state of the workspace to the infrastructure

e Create table: Quits the designer and enters a dialog to create a table

e Create relation: Puts the designer in a relation creating mode

e Choose field to display: Specifies which field represents a table

¢ Reload: Fetches information about the tables again

e Help: Brings an explanation about selecting the relations

e Angular links/Direct links: Specifies the shape of relation links

e Snap to grid: Influences the behavior of table movements, relative to an
imaginary grid
e Small/Big All: Hides or displays the list of columns for every table

e Toggle small/big: Reverses the display mode of columns for every table, as
this mode can be chosen by the table with its corner icon V or >

e Import/Export: Generates PDF

e Move Menu: The top menu can move to right and back again

QO HBELSOOO €6 06 & ©

; mar:_book ook
@ isbn ¢ warchar(25)
B title 1 warchar( 100)

# page_count : int(11)

H# author_id 5 int(11)

i language ¢ char(2)

il description : bext

@ cover_photo : blob

@ genre : set{'Fantasy','Child','Mowel")
B date_published @ datetirme

B starmp ¢ timestamp

@ zome_bits ¢ bit(2)

L rnare_book.author
R id :ink(11)

& narne ¢ varchar(30)
& phone : warchar(20)

E‘u marc_book hook-copy
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A side menu appears when clicking the Show/Hide left menu icon. Its purpose is to
present the complete list of tables, to decide which table appears on the workspace,
and to enable access to the Structure page of a specific table. In this example, we
choose to remove the book-copy table from the workspace as shown here:

0 HES,000 060 00,6 ©

6 '@ book.book:

Q marc_book.author 2
Q marc_book.book (11]

Q D marc_book.book-cog 12))

lob

asy', Child', Mowel)
datetime

P

)

rnarc_book author
2 id ¢ int(11)

narme : varchar(30)
hone : wvarchar{30

If we want this removal to be permanent, we click on the Save position top icon.
This icon also saves the current position of our tables on the workspace.

Tables can be moved on the workspace by dragging their title bars, and the list of
columns for a table can be made visible/invisible with the help of upper-left icon of
each table. In this list of columns, small icons show us the data type (numeric, text,
date), and also tell us whether this column is a key.

Defining relations

As we have already defined a relation with the Relation view, we'll first see how
to remove it. The Designer does not permit a change in a relation. However, the
Designer allows the relation to be removed and defined.
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The question mark top icon displays a panel that explains where to click, in order to
select a relation for subsequent deletion.

Q HESO000 @6 00/ @ 0

£ mare_book book
2 izbr ¢ warchat(25)
2 title ¢ warchar(100)
# page_count @ int(11)
# author_jd 1 int(11)
E language ! char(2)
B description : text
@ cover_phota ¢ blob
& genre 1 set('Fantasy",'Child' Mowvel)
[ date_published @ datatirme
[ stamp ¢ timestamp
@ zome_bits 1 bit(3)

£k mare_book author
2 id : int(11)

) name : wvarchar(30)
hone @ warchar(30

The display field is showr in
pink. To setimset a field as the
display field, click the "Choose
field to display” icon, then click
on the appropriate field name.

Let's click at the appropriate place to delete this relation. We get a confirmation panel
on which we click Delete.

© HBESrO000 ©6 006 6 ©

Delete relation
i rnarc_bo [} rriarc_book.author
@ isbr : varchar(25)l | Delete || Cancel | d ¢ int(11]
i title 1 warchar(100) narne : warchar(30)
# page_count ¢ int(11] |g phone ¢ warchar(30)

H author_id @ int(11)

& language ¢ char(2)

& description § text

@ cower_phata @ blob

@ genre : set{'Fantasy',"Child','Mowvel’)
[ date_publizhed @ datetime

[ starp ¢ timestamp

@ zome_bits ¢ kit(2)

We can then proceed to recreate it. To do this, we start by clicking the Create relation
icon. The cursor then takes the form of a short message saying Select referenced

key. In our case, the referenced key is the id column of the author table; so we bring
the cursor on this column and click it. A validation is done, ensuring that we chose a
primary or unique key.
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Next, having changed the cursor to Select foreign key, we bring it to the author_id
column of the book table and click again. This confirms the creation of the relation.
Currently, the interface does not permit the creation of compound keys (having more
than one column).

Foreign key relations

The procedure to delete or define a relation between InnoDB or PBXT tables, is the
same as that for internal relations. The only exception is that, at the time of creation,
a different confirmation panel appears, enabling us to specify the ON DELETE and ON
UPDATE actions.

© HErO000 ©60© 60 6 ©

R id :int(11)
1B name : varchar(20)
8 phone : warchar(300

@ genre ! set{'Fantasy','Child' ' Movel]
@ date_published @ datetime
[ starnp ¢ timestamp

@ zome_bits ¢ bit( 3]

Defining the display field

On the workspace, we notice in the author table that the name column has a special
background color. This indicates that this column serves as the display field. We

can simply click the Choose field to display top icon, and drag the short message
Choose field to display onto another column — for example, the phone column.

This changes the display field to this column. If we were to drag the message to an
existing display field column, we would have removed this column as a display field
for the table.
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Exporting for PDF schema

In Chapter 15, we'll see how to produce a PDF schema for a subset of our database.
We can import the co-ordinates of tables from such a schema into the Designer's
workspace, and conversely export them to the PDF schema. The Import/export
coordinates top icon is available for that purpose.

Benefits of the defined relations

In this section, we will look at the benefits of the defined relations that we can
currently test. Other benefits will be described in chapters 13 and 15. Additional
benefits of the linked-tables infrastructure will appear in chapters 14 and 16.

These benefits are available for both internal and foreign key relations.

Foreign key information

Let's browse the book table by entering the Search subpage and choosing to display
the first four columns. We see that the related key (author_id) is now a link. Moving
the mouse pointer over any author_id value reveals the author's name (as defined by
the display field of the author table).

4—T—r ishn title page_count | author_id
[] # &K 1-234567-22-0 Future souvenirs 200 2
[] & 2 1-234567-89-0 A hundredvears of cinema fvolurme 1) GO0 1
[ # &K 1-234567-90-0 A hundred years of cinema (volume 2 602 1

Clicking on the author_id brings us to the relevant table —author —for this
specific author:

— [ —+ id hame phone

[0 # 2 |1 JohnSmith +01 445-789-1234

-y

[190]



Chapter 11

The drop-down list of foreign keys

Going back to the book table, in Insert mode (or in Edit mode), we now see a
drop-down list of the possible keys for each field that has a defined relation. The
list contains the keys and the description (display field) in both orders —key to the
display field as well as display field to the key. This enables us to use the keyboard,
and type the first letter of either the key or the display field.

author_id int(11) | v
language char v
s @ | 'j| André Srrith - 3
description text | |",| John Smith -1
Maria Sunshine - 2
1 - John Smith
2 - Maria Sunshine
o —— [ 3-André Smith

Only the key (in this case 1) will be stored in the book table. The display
= field is there only to assist us.

By default, this drop-down list will appear if there are a maximum of 100 rows in the
foreign table. This is controlled by the following parameter:

Scfg['ForeignKeyMaxLimit'] = 100;

For foreign tables bigger than that, a distinct window appears — the foreign-table
window (see the next section) that can be browsed.

We might prefer to see information differently in the drop-down list. Here, John
Smith is the content and 1 is the ID. The default display is controlled by

Scfg['ForeignKeyDropdownOrder'] = array( 'content-id', 'id-content');

We can use one or both of the strings — content-id and id-content —in the defining
array and in the order we prefer. Thus, defining $cfg [ ' ForeignKeyDropdownOrder ']
to array ('id-content ') would produce a list with only those choices:

1 - John Smith
2 - Maria Sunshine
3 - André Smith
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The browseable foreign-table window

Our current author tables have very few entries. Thus, to illustrate this mechanism,
we will set the $cfg['ForeignKeyMaxLimit '] to an artificially low number, 1. Now
in the Insert mode for the book table, we see a small table-shaped icon for author_id.
This icon opens another window, which will present the values of the table author
and a Search input field. On the left, the values are sorted by key value (here, the
author_id column), and on the right, they are sorted by description.

author_id int(11) v
IERguEEE 3 phpMyAdmin - Mozilla Firefox @|Z|
description ( ~ | ﬁ|
-~
Keyname Description Description Keyname
cover_photo 1 John Srith André Smith 3
2 Waria Sunshine John Smith 1
3 Andre Smith Iaria Sunshine | 2
genire Keyname Description Description Keyname

Choosing one of the values (by clicking either a key value or a description) closes this
window and brings the value back to the author_id column.

Referential integrity checks

We discussed the Operations subpage and its Table maintenance section, in
Chapter 10. For this exercise, we suppose that both the book and author tables
are not under the control of the InnoDB or PBXT storage engine. If we have
defined an internal relation for the author table, a new choice appears for the
book table — Check referential integrity.

rCheck referential integrity:

e guthor id - author.id

A link (author_id -> author.id) appears for each defined relation, and clicking it
starts verification. For each row, the presence of the corresponding key in the foreign
table is verified and errors, if any, are reported. If the resulting page reports zero
rows, it is good news!
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This operation exists because for tables under the storage engines that do not support
foreign key natively, neither MySQL nor phpMyAdmin enforce referential integrity.
It is perfectly possible, for example, to import data in the book table with invalid
values for author_id.

Automatic updates of metadata

phpMyAdmin keeps the metadata for internal relations synchronized with every
change that is made to the tables via phpMyAdmin. For example, renaming a
column that is part of a relation would make phpMyAdmin rename this column
in the metadata for the relation. This guarantees an internal relation continues to
function, even after a column's name is changed. The same thing happens when a
column or table is dropped.

Metadata should be maintained manually in case a change in the
= structure is done from outside phpMyAdmin.

Column-commenting

Prior to MySQL 4.1, the MySQL structure itself did not support the addition of
comments to a column. Nevertheless, thanks to phpMyAdmin's metadata—we could
comment on columns. However, since MySQL 4.1, native column commenting has
been supported. The good news is that for any MySQL version, column commenting
in phpMyAdmin is always accessed via the Structure page by editing the structure of
each field. In the following example, we need to comment three columns. Hence, we
choose them and click the pencil icon near the With selected choice.

Field Type
isbn varchar(25)
] | title varchar( 100}
page_count int(11}
author_id int(11}

[193]



The Relational System

To obtain the next panel, as seen here, we are working in vertical mode by setting
$cfg['DefaultPropDisplay'] to 'vertical'. We enter the following comments:

e isbn: book number
e page_count: approximate

e author _id: cf author table

Field |i5bn | ‘page_cuunt | |auth0r_id ‘
Type [VARCHAR I [INT v [InT ]
Length/Values' |25 | [11 | [11 \
Default® MNaone I~ Naone 1~ MNone I~
Collation [Iatin1_swedish_ci ~ \ > | =
Attributes [ ] [ 1] [ 1]]
Null O O O
Al | a a
Comments book number approximate cf author table

We then click Save.

These comments appear at various places — for example, in the export file

(see Chapter 7) on the PDF relational schema (see Chapter 15), and in the
browse mode.

—— iShN book number title page_count author_id
approsimate cf authar
tabla
1 & € 1-234567-22-0  Future 200 2
SOUVENITS

If we do not want the comments to appear in browse mode, we can set
$cfg['ShowBrowseComments'] to FALSE. (It is TRUE by default.)

Column comments also appear as a tool tip in the Structure page, and column
names are underlined with dashes. To deactivate this behavior, we can set
$cfg['ShowPropertyComments'] to FALSE. (This one is also TRUE by default.)

Automatic migration

Whenever phpMyAdmin detects that column comments have been stored in its
metadata, and that we are using MySQL 4.1.2 or a later version, it automatically
migrates these column comments to the native MySQL column comments.
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Summary

This chapter covers how to install the necessary infrastructure for keeping special
metadata (data about tables), and how to define relations between both InnoDB

and non-InnoDB tables. It also examines the modified behavior of phpMyAdmin
(when relations are present) and foreign keys. Finally, it covers the Designer feature,
column-commenting, and how to obtain information from the table. Chapter

12 will cover the means of entering SQL commands, which are useful when the
phpMyAdmin's interface is not sufficient to accomplish what we need.
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Entering SQL Commands

This chapter explains how we can enter our own SQL commands (queries) into
phpMyAdmin, and how we can keep a history of those queries.

The SQL query box

phpMyAdmin allows us to accomplish many database operations via its graphical
interface. However, there will be times when we have to rely on SQL query input to
achieve complex operations. Here are some examples of complex queries:

SELECT department, AVG(salary) FROM employees GROUP BY department
HAVING years experience > 10;

SELECT FROM_DAYS (TO_DAYS (CURDATE ()) +30);

To enter such queries, the query box is available from a number of places within
phpMyAdmin.

The Database view

We encounter our first query box when going to the SQL menu available in the
Database view.

~Run SQL querylqueries on database marc_book: @

Bookmark this SQL queny: |
[ Letevery user access this bookmark [0 Replace existing bookmark of same name

[Delim\terl:l] Showe this guery here again
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This box is simple —we type in some valid (hopefully) MySQL statement and click
Go. Under the query text area, there are bookmark-related choices (explained later in
Chapter 14). Usually, we don't have to change the standard SQL delimiter, which is a
semicolon. However, there is a Delimiter dialog in case we need it (see chapter 17).

For a default query to appear in this box, we can set it with the
$cfg['DefaultQueryDatabase'] configuration directive, which is empty by
default. We could put a query like SHOW TABLES FROM %d in this directive. The %d

parameter in this query would be replaced by the current database name, resulting
in SHOW TABLES FROM 'marc_book' in the query box.

The Table view
A slightly different box is available in the Table view from the SQL menu.

—Run SQL querylqueries on database marc_book: @

SELECT * FROM “hook® WHERE 1 Fields
isbn (e
fitle =
page_count T
author_id
language ~|

e
Bookmark this SQL gueny: |
[ Letevery user access this bookmark [0 Replace existing bookmark of same name

[Delimiterl:l] Showy this query here again

There is a Fields selector and an Insert button (<<) on the right. The box already has
a default query as seen in the previous screenshot.

This default query is generated from the $cfg['DefaultQueryTable']
configuration directive, which contains SELECT * FROM $t WHERE 1. Here, the

%t is replaced by the current table name. Another placeholder available in
$cfg['DefaultQueryTable'] is $£. This placeholder would be replaced by the
complete field list of this table, thus producing the following query:

SELECT “isbn”, ~“title”, “page count”, “author id~, “language~,
“description”, “cover photo~, “genre~, “date published”~, “stamp",
“some bits® FROM 'book' WHERE 1.
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WHERE 1 is a condition that is always true. Therefore, the query can be executed
as it is. We can replace 1 with the condition we want, or we can type a completely
different query.

The Fields selector

The Fields selector is a way to speed up query generation. By choosing a field and
clicking on the arrows <<, this field name is copied at the current cursor position in
the query box. Here, we select the author_id field, remove the digit 1, and click <<.
Then we add the condition = 2.

—Run SQL querylqueries on database marc_book: @

SELECT * FROM ‘book® WHERE ‘author id® = 2 Fields
isbn e
fitle =
age_count
language |

=

The Show this query here again option (checked by default) ensures that the query
stays in the box after its execution if we are still on the same page. This can be seen
more easily for a query like an UPDATE or DELETE, which affects a table, but does not
produce a separate results page.

Clicking into the query box

We might want to change the behavior of a click inside the query box with the
$cfg['TextareaAutoSelect'] configuration directive. Its default value is FALSE,
which means that no automatic selection of the contents is done upon a click. Should
you change this directive to TRUE, the first click inside this box will select all its
contents. (This is a way to quickly copy the contents elsewhere or delete them from
the box.) The next click would put the cursor at the click position.
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The Query window

In Chapter 3, we discussed the purpose of this window, and the procedure for
changing some parameters (like dimensions). This window can easily be opened
from the left panel using the SQL icon or the Query window link, and is very
convenient for entering a query and testing it.

dEEEE

Data|
marc_boaok, [3

Uty window

The following screenshot shows the Query window that appears over the right panel:

o Server: my server p Database: marc_book » Table: book “Coniains book descnplions”

fEBrowse [Structure MsqL  JOSearch Fcinsert [EExport [Eimport %£ Operations [§Empty [EDrop

Field ©) cegepsherbrooke. gc.ca / my server f marc_book / book | phpMyAdmin 3.1.1 - Mozi... (B[]
O iskn (2] 7
O title =
£¢SAL | Fauimportfiles [EfSQL history
Ol page_count ~Run SQL querylqueries on database marc_book: (@
L jautorsid SELECT * FRON 'Book' VHERE 1 Fields
[0 language ishin 4]
— title =
[0 description page_count =
[0 cover_photo auThcn_r_id
& | e language “l ky
[] date_published
O | stamp Bookmark this SQL query: l00-00 00:00:00
3 | e [ Letevery user access this bookmark
0 Replace existing bookmark of same name
+ Check Allf Unchi
= O Da not avenarite this query from outside the window
S Printview of Relatio [Dehmiterl:|] Shoi this query here again
Fi Add fie\d(s) ®
Done | ¥ 1
+ Details... =
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The window seen in the screenshot contains the same Fields selector and << button
as that used in a Table view context. This distinct Query window is a feature
supported only on JavaScript-enabled browsers.

Query window options

The SQL tab is the default active tab in this window. This comes from the
configuration directive $cfg['QueryWindowDefTab'], which contains sql by default.

If we want another tab to be the default active tab, we can replace sql with files or
history. Another value, full, shows the contents of all the three tabs at once.

In the Query window, we see a checkbox for the Do not overwrite this query

from outside the window choice. Normally, this is not checked. The changes we
make while generating queries are reflected in the Query window. This is called
synchronization. For example, choosing a different database or table from the left

or right panel would update the Query window accordingly. However, if we start

to type a query directly in this window, the checkbox will get checked in order to
protect its contents and remove synchronization. This way, the query composed here
will be locked and protected.

Session based SQL history

This feature collects all the successful SQL queries we execute, as PHP session data,
and modifies the Query window to make them available. This default type of history
is temporary, as $cfg['QueryHistoryDB'] is set to FALSE by default.

Database based SQL history (permanent)

As we installed the linked-tables infrastructure (see Chapter 11), a more
powerful history mechanism is available. This mechanism is triggered by setting
Scfg['QueryHistoryDB'] to TRUE.

After we try some queries from one of the query boxes, a history is built, visible only
from the Query window.

“J hitp:iiwww.cegepsherbrooke.qc.ca - phpMyAdmin - Mozilla Firefox FEX

50k | Fimportfiles | B saL nistory
S QL history:

. y [mare_book™ "book™] SELECT ® FROM "book™ WHERE “author_id* = 2
. f [mare_book™ "book’] SELECT * FROM "book™ WHERE “language” = 'en’

F)one |o| J
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We see (in the reverse order) the last successful queries and the database on which
they were made. Queries, typed only from the query box are kept in this history.
Queries generated by phpMyAdmin (such as those generated by clicking on
Browse) aren't kept here.

They are clickable for immediate execution, and the Edit icon is available to insert a
recorded query into the query box for editing.

The number of queries that will be kept is controlled by $cfg['QueryHistoryMax'],
which is set to 25 by default. This limit is not kept for performance reasons, but as

a practical limit in order to achieve a visually unencumbered view. Extra queries

are eliminated at login time in a process traditionally called garbage collection. The
queries are stored in the table configured in $cfg['Servers'] [$i] ['history'].

Editing queries in the query window

On the results page of a successful query, a header containing the executed
query appears as shown in the following screenshot:

& Showing rows 0- 0 (1 total, Query took 0.0004 sec)

JELECT *

FEOM “hook®

WHERE “author id® =2
LIMIT O , 30

O] Profiling [ Edit] [ Explain SQL ] [ Create PHP Code | [ Refresh ]

Clicking Edit opens the Query window's SQL tab, with this query ready to be
modified. This happens because of the following default setting for this parameter:

Scfg['EditInWindow'] = TRUE;

When it is set to FALSE, a click on Edit will not open the Query window; instead, the
query will appear inside the query box of the SQL subpage.

Multi-statement queries

In PHP and MySQL programming, we can send only one query at a time using the
mysql_query () function call. phpMyAdmin allows us to send many queries in one
transmission, using a semicolon as a separator. Suppose we type the following query
in the query box:

INSERT INTO author VALUES (100, 'Paul Smith','111-2222"');
INSERT INTO author VALUES (101, 'Melanie Smith','222-3333"');
UPDATE author SET phone='444-5555' WHERE name LIKE '$%Smith%';
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We will receive the following results screen:

& Your SQL query has been executed successiully
INSERT INTO author

WALUES | 100, 'Paul 3mith', '111-2222' ) ;;SSEael d E=N RS sl =tetiot=ts 9

INSERT INTO author

WALUES | 101, 'Melanie Swmith', '222-3333' 1 :# 1 row(s) affected.

TEDALTE author SET phone = '444-5555' WHERE nawe LIKE '%Smith%':# 4 row(=z] affected.

[Edit] [ Create PHF Code |

We see the number of affected rows through comments because
$cfg['VerboseMultiSubmit '] is set to TRUE.

Let's send the same list of queries again and watch the results:

Error

SQL query:

INSERT INTO author
VALUES (100, 'Faul Smith', "111-2222" ),

MySQL said: @

#1062 — Duplicate entry '100' for kevy 1

It is normal to receive a Duplicate entry error that says, the value 100
exists already. We are seeing the results of the first INSERT statement; but
what happens to the next one? Execution stops at the first error because
$cfg['IgnoreMultiSubmitErrors'] is set to FALSE telling phpMyAdmin
not to ignore errors in multiple statements. If it is set to TRUE, the program
successively tries all the statements, and we see two Duplicate entry errors.

This feature would not work as expected, if we tried more than one SELECT
statement. We would see the results of only the last SELECT statement.

Pretty printing (syntax-highlighting)

By default, phpMyAdmin parses and highlights the various elements of any MySQL
statement it processes. This is controlled by $cfg['SQp'] [' fmtType'], which is set
to 'html' by default. This mode uses a specific color for each different element (a
reserved word, a variable, a comment, and so on) as described in the $cfg['SQP"']
['fmtColor'] array located in the theme-specific 1ayout . inc.php file.
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In the previous examples, fmt Type was set to 'text' because this mode is more
legible in a book. This mode inserts line breaks at logical points inside a MySQL
statement, but there is no color involved. With fmtType set to 'html', phpMyAdmin
would report the SQL statements with syntax highlighting. However, setting
fmtType to 'none' removes every kind of formatting, leaving our syntax intact.

. The multi-dimensional arrays used for holding some parameters in
% the configuration file reflect a programming style adopted by the
" phpMyAdmin development team. This ensures that parameter names are
not very long.

The SQL Validator

Each time phpMyAdmin transmits a query, the MySQL server interprets it and
provides feedback. The syntax of the query must follow MySQL rules, which are not
the same as standard SQL. However, conforming to standard SQL ensures that our
queries are usable on other SQL implementations.

A free external service, the Mimer SQL Validator, is available to us. It validates our
query according to the Core SQL-99 rules and generates a report. The Validator is
available directly from phpMyAdmin, and its homepage is located at

http://developer.mimer.com/validator/index.htm.

For statistical purposes, this service anonymously stores on its server, the
queries it receives. When storing the queries, it replaces database, table,
% and column names with generic names. Strings and numbers that are part
"~ of the query, are replaced with generic values so as to protect the original
information.

System requirements

This Validator is available as a SOAP service. Our PHP server must have XML,
PCRE, and PEAR support. We need some PEAR modules too. The following
command (executed on the server by the system administrator) installs the
modules we need:

pear install Net_ Socket Net URL HTTP_Request Mail Mime Net DIME SOAP

If we have problems with this command due to some of the modules being in a
beta state, we can execute the following command, which installs SOAP and other
dependent modules:

pear -d preferred state=beta install -a SOAP

[204]



Chapter 12

Making the Validator available

Some parameters must be configured in config. inc.php. Setting
$cfg['SQLQuery'] ['Validate'] to TRUE enables the Validate SQL link.

We should also enable the Validator itself (as other validators might be available
on future phpMyAdmin versions). This is done by setting $cfg['sQLvalidator"']
['use'] to TRUE.

The Validator is accessed with an anonymous Validator account by default, as
configured using the following commands:

Scfg['SQLvValidator'] ['username'] = '';
Scfg['SQLvValidator'] ['password'] vy

Instead, if the company has provided us with an account, we can use that account
information here.

Validator results

There are two kinds of reports returned by the Validator — one if the query conforms
to the standard, and the other if it does not conform.

Standard-conforming queries

We will try a simple query: SELECT COUNT (*) FROM book. As usual, we enter this
query in the query box and send it. On the results page, we now see an additional
link — Validate SQL.

& Your SQL query has been executed successfully

SELECT COUNT( * )
FROM hook

O Praofiling [ Edit ] [ Explain 0L ] [ Create PHP Code | [ Refresh ] [ Validate SCL

Clicking on Validate SQL produces the following report:

Conforms to Core SQL-99
SQL queries stored anonymously for statistical purposes.

We have the option of clicking Skip Validate SQL to see our original query.
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Non-standard-conforming queries

Let's try another query, which works correctly in MySQL: SELECT * FROM book WHERE
language = 'en'. Sending it to the Validator produces the following report:

rS0L query:

SELECT * FROM book WHERE {error: 1 Hanguage = 'en’
ferror 2HLIMIT 0, 30

Errors:

1. syntax error: language
expected: { +-: ? =ascii identifier= =character set identifier=
=decimal literal= =delimited identifier= =float literal=
=hex string literal= =identifier= <integer literal=
=hational string literal= =string literal= ANY ARRAY CASE CAST
CURRENT_DATE CURREMNT_DEFAULT _TRAMSFORM_GROUFP CURRERMT_FATH
CURRENT_ROLE CURREMNT_TIME CURREMT_TIMESTAMF
CURRENT_TRAMSFORM_GROLUP_FOR_TYPE CURRENT_USER DATE DEREF EXISTS
FALSE GROUPING INTERYMAL LOCALTIME LOCALTIMESTAME MODULE NEWY NOT
REPEAT ROWY SESSION_USER SOME SYSTEM_USER TIME TIMESTAME TREAT
TRUE UNIQUE UNKMOWH LISER WALLIE
cotrection: =identifier=
2. syntax errar LIMIT O, 30 =end=
expected: =end=* +--=1; [|| =stting literal= AMD AT COLLATE DAY
EXCEFT FOR GROUP HAVING HOUR INTERSECT MINUTE MOMNTH OR ORDER
SECOMND URMICH WIMDOW YEAR | 15
correction: =end=

SaL gueries stared anonymously for statistical purposes.

[JFrofiling [ Edit] [ Explain SGL] [ Create PHF Code ] [Refresh ] [Skip Walidate SQL]

Each time the Validator finds a problem, it adds a message such as {error: 1} at the
point of the error and adds a footnote in the report. This time, the language column
name is non-standard. Hence, the Validator tells us that it was expecting an identifier
at this point. Another non-standard error is reported about the use of a LIMIT clause,
which was added to the query by phpMyAdmin.
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Another case is that of the backquotes. If we just click on Browse for the book table,
phpMyAdmin generates SELECT * FROM ~book ~, enclosing the table name with
backquotes. This is MySQL's way of protecting identifiers, which might contain
special characters, such as spaces, international characters, or reserved words.
However, sending this query to the Validator shows us that the backquotes do not
conform to standard SQL. We may even get two errors, one for each backquote.

Summary

This chapter helps us understand the purpose of query boxes and shows us

where to find them. It also gives us an overview of the Query window options,
multi-statement queries, how to use the field selector, how to use the SQL Validator,
and finally, how to get a history of the typed commands. The next chapter will show
how to produce multi-table queries without typing, thanks to phpMyAdmin's
query generator.
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The Multi-Table Query
Generator

The Search pages in the Database or Table view are intended for single-table
lookups. This chapter covers the multi-table Query by example (QBE) feature
available in the Database view.

Many phpMyAdmin users work in the Table view, table by table, and thus tend

to overlook the multi-table query generator, which is a wonderful feature for
fine-tuning queries. The query generator is useful not only in multi-table situations
but also in single table situations. It enables us to specify multiple criteria for a
column, a feature that the Search page in the Table view does not possess.

. The examples in this chapter assume that a multi-user installation of the
& linked-tables infrastructure has been made (see Chapter 11), and that the
i book-copy table created during an exercise of Chapter 10 is still there in
the marc_book database.

To open the page for this feature, we go to the Database view for a specific database
(the query generator supports working on only one database at a time) and click

on Query.
The screenshot overleaf shows the initial QBE page. It contains the following elements:

e Criteria columns
e An interface to add criteria rows
e An interface to add criteria columns

e A table selector



The Multi-Table Query Generator

e The query area

¢ Buttons to update or to execute the query

EY Structure | ,@SQL | jT'Search

£9 Server: my server » [§ Database: marc_book

@EaQuery | #iExport Jimport  eEDesigner | %8 Operations

Field: |

Sort: |

Show:

Criteria: |

ms: [ And: Q
Del: [ or: @

Modify:

Or: O And: ® Or: O And: ®
ns O Del O ns O DCel O

AddiDelete Criteria Row,

AddiDelete Field Columns: Upcate Query

—Use Tables

Update Guery

—SQL query on database marc_book:

Subrnit Guery

Choosing tables

The initial selection includes all tables. In this example, we assume that the
linked-table infrastructure has been installed in the marc_book database. (See the
section, Single-user installation, in Chapter 11.) Consequently, the Field selector
contains a great number of fields. For our example, we will work only with the author
and the book tables. Hence, we select only these from the Use Tables selector.

We then click on Update Query. This refreshes the screen and reduces the number of
fields available in the Field selector. We can always change the selected tables later,
using our browser's mechanism for multiple choices in drop-down menus (usually

control-click).
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Column criteria

Three criteria columns are provided by default. This section discusses the options
we have for editing their criteria. These include options for selecting fields, sorting
individual columns, entering conditions for individual columns, and so on.

Field selector: Single-column or all columns

The Field selector contains all the individual columns for the selected tables, plus
a special choice ending with an asterisk (*) for each table, which means that all the
fields are selected.

Field: “author”. " name” E
Sort: [ . . ]
. author™”
e “author”id”
Criteria: “author’ e
“author™."phone”
ns: 1 And: O “hogk™ *
Del; O or: ® “book” isbn”
“hook” itle”

“book”."page_count”
“hook”."author_id”
“book” language’
Modify: “book”."description”
“book”."cover_photo”
“book”."genre”
“book”."date_published

AddiDelete Criteria Row: “book” “stamp®
“hook” "some_bits” H

To display all the fields in the author table, we would choose “author".* and check
the Show checkbox, without entering anything in the Sort and the Criteria boxes.
In our case, we select “author’."name", as we want to enter some criteria for the
author's name.

Sorts

For each selected individual column, we can specify a sort (in Ascending or
Descending order), or let this line remain intact (no sorting). If we choose more
than one sorted column, the sorting will be carried out from left to right.

When we ask for a column to be sorted, we normally check the Show
checkbox. But this is not necessary, as we might want to do just the
g sorting operation without displaying this column.
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Showing a column

We check the Show checkbox so that we can see the column in the results.
Sometimes, we may just want to apply a criterion on a column, and not include it
in the resulting page. Here, we add the phone column, ask for it to be sorted, and
choose to show both the name and the phone number. We also ask for a sort on the
name in the ascending order. The sort will be done first by name, and then by the
phone number if the names are identical. This is because the name is in a column
criterion to the left of the phone column, and thus has a higher priority.

Field:
Sort:

Show:

| “author™. name”

B

| "author “phone’ v

|Ascending

&

|Asoending

Updating the query
At any point, we can click the Update Query button to see the progress of our

generated query. We have to click it at least once before executing the query. For
now, let's click it and see the query generated in the query area. In the following
examples, we will click Update Query after each modification.

pria_hi

book-copy
pria_bookmark
pma_column_info
pria_designer_coords

—Use Tables

stary =

—SQL query on database marc_book:

FROM "author®

SELECT "author’ . nawe”,

“author’

. "phone”

ORDER B.Y “author” . 'name’ ALSC, “author’ . phone’ ASC

Update Guery

Submit Gluery

We have selected two tables, but have not yet chosen any column from the book
table. Hence, this table is not mentioned in the generated query.

Criteria

In the Criteria box, we can enter a condition (respecting the SQL WHERE clause's
syntax) for each of the corresponding columns. By default, we have two criteria
rows. To find all the authors with Smith in their names, we use a LIKE criterion
(LIKE '%sSMITH%') and click Update Query.
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Field:

Sort:

Show:

Criteria:

ms: 1 And: ©
pel: [ or: @

Modify:

[“author”. name’ o [ ‘author’. phone” ] o
| Ascending M | Ascending ~ o
0
[LIKE "%Smith%! | | | | |
or: 0 And: ® or: © And: ® Oor: ¢ And: ®
Ins O Del O Ins 0 Del O Ins O Del O

Add/Delete Criteria Row:

Add/Deleta Field Columns:

Update Query

—Use Tables

prna_bookmark
prra_columnn_info
prma_dssigner_coords
prna_history

Update Query

—SQL query on database

marc_book:

SELECT ‘author’ . name’,
‘author®

‘suthor' . phone"

'y Smiths ')

".'phone’ ASC

Subrmit Query

We have another line available to enter an additional criterion. Let's say we want
to find the author Maria Sunshine as well. This time, we use an = condition. The
two condition rows will be joined by the Or operator, selected by default from the
left side of the interface.

Field:
Sort:
Show:
Criteria:

Ins: O] And:
Del: [ Oor:

® O

Modify:

‘ “guthor”. name’ ‘V‘ | “author’."phone” ‘V‘ ."|
|Ascend|ng ,V| ‘Ascendmg ‘V‘ ‘V‘
O
|LikE ssmitnse | \ |

= 'Maria
Sunshine'
Oor: © And: ® or: O And: ® or: O And: ®
Ins OO0 Del O Ins O Del O Ins O Del O

AdciDelste Criteria Row:

AdciDelete Field Colurns

Update Query

—Use Tables

prna_bookmark
prna_column_info
prna_designer_coords
prma_history ~|

Update Query

—SQL query on database marc_book:

SELECT “author’. name’,
FROM “author”
WHERE ("author’ .’ name’

“author’ . phone’
LIKE 's3miths')

‘phone”

Submit Guery
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To demonstrate that the Or operator links both the criteria rows better, let's now add
a condition, LIKE '%8%', on the phone number.

Field: [ author name’ = | “author’."phone’ 5] ‘ ]

Sort: [ Ascending B | [Ascending SN []

Show: O

Criteria: (LIKE %Smith% | [UkE ws% R |
ns [ And: O = 'Maria

Sunshine'

pel: [ o ©®

Modify: Or: o And: ® Oor: o And: ® Oor: O And: &
Ins O Eel O Ins O Bel O Ins O Cel O

AddDelete Criteria Row: AddiDelete Fiald Columns: Update Query

—Use Tables——— —SQL query on database marc_book:

SELECT “author’. 'nawe’, "author’. phone’
FROM “author”

AND (“author . phone’ LIKE '

copy

prria_bookmark
prma_column_infa
prra_designer_coords
prma_history

Subrmit Guery

By examining the positioning of the AND and OR operators, we can see that the first
row of the conditions is linked by the AND (because AND is chosen under the name
column) operator, and the second row of conditions is linked to the rest by the or
operator. The condition we've just added (LIKE '%8%') is not meant to find anyone,
since, we changed the phone number of all the authors with the name "Smith" to
"444-5555" (in Chapter 12).

If we want another criterion on the same column, we just add a criteria row.

Adjusting the number of criteria rows

The number of criteria rows can be changed in two ways. First, we can select the Ins
checkbox under Criteria to add one criteria row (after clicking on Update Query).
As this checkbox can add only one criteria row at a time, we'll uncheck it and use the
Add/Delete Criteria Row dialog instead. In this dialog, we choose to add two rows.
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Another click on the Update Query button produces the following screen:

Field:
Sort:
Show:
Criteria:

Ins:

Del:

Ins:

Del:

Ins:

Del:

O
O

Modify:

And:
Oor:

And:
or:

And:
or:

| “author’ " name”

w
£l

| “author”."phone”

| Ascending

K

| Ascending

|LIKE '%Smith%

|LIKE '%8%

= 'Maria
Sunshine'

Oor: 0O And: ®
ns 0 Del O

or: O And: @
Ins 0 Del OO

Now, you can see that there are two additional criteria rows (which are empty at the
moment). We can also remove criteria rows. This can be done by choosing negative
numbers in the Add/Delete Criteria Row dialog, or by ticking the Del checkbox
beside the row(s) we want to remove. Let's remove the two rows we've just added.
as we don't need them now. The Update Query button refreshes the page with the
specified adjustment.
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Adjusting the number of criteria columns

Using a similar mechanism, we can add or delete coloumns by checking the INS or
Del checkboxes under each column, or the Add/Delete Field Columns dialog. We

already had one unused column (not shown on the previous images to save space).
Here, we have added one column using the Ins checkbox located under the unused

column (this time, we will need it):

["author’"name’ M| [author.phone’ M Mo ¥
| Ascending ‘v'| | Ascending iV‘ | i"'| “'.|
O O

[LIKE %Smith%! | |UKE %sw | | | |

= 'Maria
Sunshine!

Automatic joins

phpMyAdmin can generate the joins between the tables in the query it builds. Let's
now populate our two unused columns with the title and the genre fields from

our book table, and see what happens when we update the query.

‘ “author. name’ ."‘ | “author”."phone’ ,v| | “book” title” ‘v| | "haok”."genre”
‘ Ascending i"| | Ascending ‘v'| | ‘v" ‘
LIKE %Smith%' | [ uikE s | | | |
= 'Maria
or: © And: ® or: © And: ® or: © And: ® or: © And: ®
Ins O Del O ns O Del O ns O Del O Ins O Del O

| |  AddDelete Field Columns: Update Query

h ~SQL query on database marc_book:

SELECT "guthor’. 'name”, “suthor . phone’, “book' . title”, “hook'. genre’
FROM " N

I Subrmit Query
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There are now two additional criteria columns that relate to the “book ".’title” and
the “book’."genre" columns respectively. phpMyAdmin used its knowledge of the
relations defined between the tables to generate a LEFT JOIN clause (highlighted in
the previous figure) on the author_id key field. A shortcoming of the current version
is that only the internal relations, and not the InnoDB relations, are examined.

N

[ % There may be more than two tables involved in a join. ]

Executing the query

Clicking the Submit Query button sends the query for execution. In the following
figure, you can see the complete generated query in the upper part and the resulting
data row in the lower part:

rS0L query:
SELECT "author. name® , "author. phone® |, “book’ itle” |, *book’ . genre’
FROM *baok’
LEFT JOIN “author OM “baok’." authaor_id® = “authaor.id”
WHERE I
[
“author. name’ LIKE "% Smith %'
)
AMD
“author . phone” LIKE '%2 %'
)
)
OR
“author . name” ='MWaria Sunshine'
)
ORDER BY “authaor.'name” ASC |, “author. phone® ASC
LIbAIT O, 20
|:| Frofiling [ Edit] [ Explain S2L] [ Create PHF Code ] [ Befresh ] [Walidate S0QL ]

[ S ko J|3|:| |r-:um(sjitartingfrnm re-:-:-rd#ll:l

in | harnizontal Iv'l made and repeat headers aﬂerl'll:ll:l

cells
+—[—

na e phome title JQEnre

Maria Sunshine || 333-3333 | Future souwenirs
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There is no easy way (except by using the browser's Back button) to come back to the
query generation page once we have submitted the query. The next chapter discusses
how to save the generated query for later execution.

Summary

This chapter covers various aspects including opening the query generator, choosing
tables, entering column criteria, sorting and showing columns, and altering the
number of criteria rows or columns. It also shows us how to use the AND and or
operators to define relations between the rows and columns, and how to use
automatic joins between tables. Chapter 14 will show you how to keep permanent
bookmarks of your queries.
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This chapter covers query bookmarks —one of the features of the linked-tables
infrastructure. Being able to label queries, and recall them by label, can be a real time
saver. Bookmarks are queries that are:

e Stored permanently

e Viewable

e Erasable

e Related to one database

e Recorded only as a consequence of a user's wish

e Labeled
e Private by default (only available to the user creating them), but
possibly public

A bookmark can also have a variable part, as explained in the Passing a parameter
value to a bookmark section later in this chapter.

There is no bookmark subpage to manage bookmarks. Instead, the various
actions on bookmarks are available on specific pages, such as results pages or query
box pages.

Comparing bookmark and query
history features

In Chapter 12, we learned about the SQL history feature, which automatically stores
queries (temporarily or permanently). There are similarities between queries stored
in the history and bookmarks. After all, both features are intended to store queries
for later execution. However, there are important differences, regarding the way they
are stored and the action that triggers the recording of a query.



Bookmarks

There is a configurable limit (see Chapter 12) on the number of queries stored in
the permanent history; however, the number of bookmarks is not limited. Also, the
history feature presents the queries in the reverse order of the time they were sent.
However, the bookmarks are shown by label (not showing the query text directly).
Finally, query storing in the history is automatic, whereas a query is saved as a
bookmark via an explicit request from the user.

To summarize, the automatic query history is useful when we neither plan to recall
a query, nor wish to remember which queries we typed. This contrasts with the
bookmark facility where we intentionally ask the system to remember a query, even
giving it a name (label). Therefore, we can do more with bookmarks than with the
query history, but both features have their own importance.

Bookmark creation

There are two moments when it is possible to create a query —after a query is
executed (in this case we don't need to plan ahead its creation) or before sending
the query to the MySQL server for execution. Both these options are explored in the
following sections.

Creating a bookmark after a successful query

Initial bookmark creation is made possible by the Bookmark this SQL query button.
This button appears only after executing a query that generates a result (when at
least one row is found); so this method for creating bookmarks only stores SELECT
statements. For example, a complex query produced by the multi-table query
generator (as seen in Chapter 13) could be stored as a bookmark this way, provided
it finds some results.

Let's see an example. In the Search page for the book table, we select the
fields that we want in the results, and enter the search values as shown in the
following screenshot:
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—Do a "query by example" (wildecard: "%")
Field Type Collation Operator Value
isbn varchar(25) latin_swedish_ci ‘ LIKE E" | |
title wvarchart 100} latind_swedish_ci ‘ LIKE @| | |
page_count int(11) = v | |
author_id int{11) - =l [John Smith - 1 &
language char(2) latin1_swedish_ci | LIKE o | |
description text latin1_swedish_ci | [ LIKE o | |
cover_photo blob LIKE H | |
genre enumi'Fantasy', 'Child', 'Movel') | latin_swedish_ci | = @ Fantasy 4
Childt
MNovel |«
date_published date ‘ - @| | |E
stamp timestamp ‘ = @| | |E
some_bits bit(3) ‘ = E" | |
Options
—Or Add search conditions (body of the “where" clause):
(body )
—Select fields (at least one):
® |
~Number of rows per page
O DISTINCT
rDispIay order:

After clicking Go, we see that the results page shows a bookmark dialog. We enter
only a label for this bookmark, and click Bookmark this SQL query to save this

query as a bookmark. Bookmarks are saved in the table defined by
Scfg['Servers'] [$1] ['bookmarktable'].

title page_count spproximst= | language
O # X Ahundred years of cinema {wolume 1) BOO  en
O @ | X | Ahundred years of cinema (volume 2) 602 | en
1+ Check All/ Uncheck All With selected: & b g i}
Show W row(s) starting from record #D
in | horizontal \v|mode and repeat headers after | 100 |cells

description

—Query results operations

Print view (with full texts) & Export [B CREATE VIEW

b Printview &

- Bookmark this SQL query
Label:

[ Letevery user access this bookmark

Bookmark this SGIL query
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This bookmark dialog can be seen on any page that contains results. As a test, we
could just click Browse for a table to get results, and then store this query as a
bookmark. However, it does not make much sense to store (in a bookmark) a
query that can easily be made with one click.

Storing a bookmark before sending a query

Sometimes, we may want to store a bookmark even if a query does not find

any results. This may be the case if the matching data is not yet present, or if the
query is not a SELECT statement. To achieve this, we have the Bookmark this SQL
query dialog available in the SQL tab of the Database view, Table view, and the
query window.

We now go to the SQL subpage of the book table, enter a query, and directly put
the books in French bookmark label in the Bookmark this SQL query field. If this
bookmark label has been used previously, a new bookmark with the same name
will be created unless we select the Replace existing bookmark of same name
checkbox. Bookmarks carry an internal identifying number, as well as a label chosen
by the user.

—Run SQL query/queries on database marc_book: @

SELECT * FROM ‘hook® WHERE °language® = 'fr! Fields
isbn &5
fitle =
page_count B
author_id

[ Let every user access this bookmark
[] Replace existing bookmark of same name

Bookmark this SQL queny: ([l

On clicking Go, the query is executed and stored as a bookmark. It does not matter
if the query does not find anything. This is how we can generate bookmarks for
non-SELECT queries such as UPDATE, DELETE, CREATE TABLE, and so on.
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returns results or does not return results.

[ This technique can also be used for a SELECT statement that either ]
A

Public bookmarks

All bookmarks we create are private by default. When a bookmark is created, the
user name using which we are logged in, is stored with the bookmark. Let's
suppose that we choose Let every user access this bookmark as shown in the
following screenshot:

Bookimark this SGL query: |[{lEeg=g sl
Let every user access this bookmark
[] Replace existing bookmark of same name

This would have the following effect:

e All users having access to the same database (the current one) will have
access to the bookmark.

e A user's ability to see meaningful results from the bookmark depends on the
privileges they have on the tables referenced in the bookmark.

e Users will be able to delete the bookmark.

The default initial query for a table

In the previous examples, we chose bookmark labels according to our preferences.
However, by convention, if a bookmark has the same name as a table, it will be
executed when Browse is clicked for this table. Thus, instead of seeing the normal
Browse results of this table, we'll see the bookmark's results.
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Suppose that we are interested in viewing (by default, in the Browse mode) the
books with a page count lower than 300. We first generate the appropriate query,
which can be done easily from the Search page, and then we use book as a label on

the results page.

& Showing rows 0- 0 (1 total, Query took 0.0006 sec)
SELECT “isbn® , ‘title® , ‘page count® , ‘author id®
FROM “bhook®

WHERE “page count® <300

LIMIT 0O , 30

O Frofiling [ Edit ] [ Explain SQL ] [ Create PHF Code | [ Refresh | [ Walidate SCL |

Show: |30 |row(s) starting from record # _
in | horizontal |v| mode and repeat headers after cells

+ Options

isbn baok number title page_count approximate || AUthor_id ot author table
O 4 2% 1234567220  Future souvenirs 200 2

1 Check All / Uncheck All With selected: X [iE]

Show: |30 rowy(s) starting from record # D
in | horizontal |v| mode and repeat headers after cells

—Query results operations
b Printview & Printview fwith full texts) B Export CREATE VIEW

— E5f Bookmark this SQL query
Label | boak

[1 Let every user access this bookmarl

Eookmark this SEL query ]

Multi-query bookmarks

A single bookmark can also store more than one query (separated by semicolon).
This is mostly useful for non-SELECT queries. As an example, let's assume that we
need to clean data about authors by removing an invalid area code from the phone
numbers, on a regular basis. This operation would always be followed by a display
of the author table.
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To accomplish this goal, we store a bookmark (before sending it for execution) that
contains these queries:

update author set phone = replace (phone, ' (123)', '(456)"');
select * from author;

In the bookmark, we could put many data modification statements such as INSERT,
UPDATE, or DELETE, followed optionally by one SELECT statement. Stacking a lot of

SELECT statements would not yield the intended result because we would only see
the data fetched by the last SELECT statement.

Recalling from the bookmarks list

These bookmarks can now easily be found on the following pages:

e The Table view: SQL subpage of any table from marc_book
e The query window: The SQL-History tab

e While browsing the pma_bookmark table (see the Executing Bookmarks from
the pma_bookmark Table section later)

e The Database view: SQL subpage of the marc_book database

Bookmarked SQL qguery

Variable @ @ Submit o View only ¢ Delete
| [ ]
books for author 1

books in French

Three choices are available when recalling a bookmark — Submit, View only, and
Delete (Submit being the default).

Bookmark execution

Choosing the first bookmark and hitting Go executes the stored query and displays
its results. The page resulting from a bookmark execution does not have another
dialog to create a bookmark, as this would be superfluous.

bookmark. They reflect the current contents of the database. Only the

[ + The results we get are not necessarily the same as when we created the ]
query is stored as a bookmark.
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Bookmark manipulation

Sometimes, we may just want to ascertain the contents of a bookmark. This is done
by choosing a bookmark and selecting View only. Only the query will be displayed.
We could then click Edit and rework its contents. By doing so, we would be editing
a copy of the original bookmarked query. To keep this new edited query, we can
save it as a bookmark. Again, this will create another bookmark even if we choose
the same bookmark label, unless we explicitly ask for the original bookmark to

be replaced.

A bookmark can be erased with the Delete option. There is no confirmation dialog
to confirm the deletion of the bookmark. Deletion is followed only by a message
stating: The bookmark has been deleted.

Bookmark parameters

If we look again at the first bookmark we created (finding all books for author 1), we
realize that although it is useful, it is limited to finding the same author.

Special query syntax enables the passing of parameters to bookmarks. This syntax
uses the fact that SQL comments enclosed within /* and */ are ignored by MySQL.
If the /* [VARIABLE] */ construct exists somewhere in the query, it will be expanded
at execution time with the value provided when recalling the bookmark.

Creating a parameterized bookmark

Let's say we want to find all the books for a given author when we don't know the
author's name. We first enter the following query:

SELECT author.name, author.id, book.title
FROM book, author

WHERE book.author id = author.id

/* AND author.name LIKE '$%[VARIABLE]S%' */

The part between the comments characters (/* */) will be expanded later, and the
tags will be removed. We label this query as a bookmark named find author by
name and click Go. The first execution of the query just stores the bookmark while
retrieving all books by all the authors, as this time we haven't passed a parameter to
the query.

In this example, we have two conditions in the WHERE clause, of which one contains
the special syntax. If our only criterion in the WHERE clause needs a parameter, we can
use a syntax such as WHERE 1 /* and author id = [VARIABLE] */.
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Passing a parameter value to a bookmark

To test the bookmark, we recall it as usual and enter a value in the Variable field.

—Bookmarked SQL query

® Submit o View anly ¢ Delete

|find author by name ,V| Variable @ Sl

When we click Go, we see the expanded query and the author Smith's books.

«” Showing rows 0 - 1 (2 total, Query took 0.0006 sec)

SELECT author.name, author.id, book.title
FROM Lbook, author
WHERE bhook.author id = sauthor.id

AMD suthor.nstee LIKE '$2miths!
LIMIT O , 30

[1 Profiling [ Edit] [ Explain SAL ] [ Create PHP Code | [ Refresh ] [ Walidate SCIL ]

Shiow : ‘30 ‘row(sj starting from record # _
iﬂ‘ horizontal l"] mode and repeat headers after cells

+ Options

name id title
John Smith || 1 | A hundred years of cinema (volume 1)

John Smith - 1 A hundred years of cinema (volume 2)
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Executing bookmarks by browsing the
pma_bookmark table

This feature is available only to users who can directly see the pma_bookmark table.
This is the default name given when the linked-tables infrastructure is installed.

In a multi-user installation, this table is usually located in a database invisible to
unprivileged users. Browsing this table displays a new Execute bookmarked
query button, which triggers the execution of the query:

id dbase user label query
O # X 1 marc_book mare books for SELECT ‘title”, "page_count’,
authaor 1 language’, “descrip. .
] Ererute bookmerked T Lbook marc | booksin SELECT * FROM "book’
French WHERE “language’ = 'fr'
O X 3 marc_book marc book SELECT ‘isbn’, title”,
B ‘nage count’, “author id
O ¥ X 4 marc book marc findauthor  SELECT author.name,
= by name author.id, book title FROM
boo.

We can now click the pencil icon to open the Edit page for a specific row to see the
query's complete text.

Summary

In this chapter, we get an overview of how to record bookmarks (after or before
sending a query), how to manipulate them, and how some bookmarks can be

made public. The chapter also introduced us to the default initial query for Browse
mode. It also covers passing parameters to bookmarks and executing bookmarks
directly from the pma_bookmark table. The next chapter will explain how to produce
documentation that explains the structure of your databases via the tools offered by
phpMyAdmin.
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System Documentation

Producing and maintaining good documentation about data structure is crucial for a
project's success, especially when it's a team project. Indeed, being able to show the
current data dictionary and proposed column changes to the other team members
provides a valuable means of communication. Moreover, a graphical display of

the inter-table relations quickly demonstrates the inner workings of the database.
Fortunately, phpMyAdmin has features that take care of this.

Structure reports

From the Structure subpage of either the Database or the Table view, the Print view
link is available to produce reports about our database's structure. Moreover, a Data
Dictionary link in Database view produces a different report. These are detailed in
the following sections. In the next major section, the visual relational schema in PDF
is explained.

Using print view

When phpMyAdmin generates results, there is always a Print view link that can be
used to generate a printable report of the data. The Print view feature can also be
used to produce basic structure documentation. This is done in two steps. The first
click on Print view puts a report on the screen, with a Print button at the end of the
page. This Print button generates a report formatted for the printer.
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The database print view

Clicking Print view on the Structure subpage for a database generates a list of tables.
This list contains the number of records, storage engine, size, comments, the dates of
creation, and the last update for each table.

83 Server: my server » B Database: marc_book

Table Records| Type Size Comments

Creation: Dec 26, 2008 at 12:20 PM

author 5|MyISAM | 2.2 KiB
Last update: Dec 28, 2008 at 02:19 PM

Contains book descriptions
book 3|MyISAM|11.9 KiB Creation: Dec 26, 2008 at 12:30 PM

Last update: Dec 26, 2008 at 12:30 PM

Contains book descriptions
Creation: Dec 24, 2008 at 04:13 PM
Last update: Dec 24, 2008 at 04:13 PM
Last check: Dec 24, 2008 at 04:13 PM

book-copy 3 |MyISAM|11.9 KiB

The selective database print view

Sometimes, we prefer to get a report only for certain tables. This can be done from
the Structure subpage for a database by selecting the tables we want, and choosing
Print view from the drop-down menu.

pma_table_coords 143} ¥ M X 0 MyISAM | Utf8 bin
pma_table_info ] # [ X 1 WMYISAM U8 bin
11 table(s) Sum 68  MylSAM  latin1_swedish_ci
t Check All f Uncheck All/ Check tables having overhead With selected: |v]
With selected:
% Printview § Data Dictionary Empty

Dro
[ "8 Create new table on database marc_book—m

The table print view

There is also a Print view link on the Structure subpage for each table. Clicking this
produces information about columns, indexes, space usage, and row statistics.

[230]



Chapter 15

book

Table comments: Contai

ins book deseriptions

Null

Field Type Defanlt Links to Comments | MIME
isbn varchar(25) No book munber
title varchar(100) No
page_count int{11) No approximate

. . author -> | ef author
author_id int(11) No id table
language char(2) No |en
description text No
cover_phota  [blob No
genre 2::‘:{‘5:;“””5};’ Child, No |Fantasy
date_published | date No

. 0000-00-00

stamp timestamp No 00:00:00
some_bits bit{3) No
Indexes: @

Keyname l Type '[Illil]lle]Pm:keﬂ Field |Cardinality | Collation| Null | Comment
PRIMARY BTREE|Yes No isbn 3 A

by_title |BTREE No No title (30) |0 A

isbn BTREE [No No isbn 0 A
author_id |BTREEE [No No author_id |0 A

The data dictionary

A more complete report about the tables and columns of a database is available from
the Structure subpage of the Database view. We just have to click Data dictionary to
get this report, which is partially shown here:

Field
isbn
title
page_count
author_id

author
Field Type Null
id int 11} Mo
narme warchar{30) [ifs]
phane warchar(30) Yes
book-copy

Type
varchar(25)
warchar(100)
int(117}
int( 11y

23 Server: my server » B Database: marc_book

Default

UL

Table comments: Contains book descriptions

Null
[ile]
o]
Mo
o

Default

Comments

Comments

MIME

MIME
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The MIME column is empty until we add MIME-related information to some
columns (explained in Chapter 16).

Relational schema in PDF

In Chapter 11, we defined relations between the book and the author tables. These
relations were used for various foreign key functions (for example, getting a list of
possible values in Insert mode). We will now examine a feature that enables us to
generate a custom-made relational schema for our tables in the popular PDF format.
This feature requires that the linked-tables infrastructure be properly installed and
configured, as explained in Chapter 11.

Adding a third table to our model

To get a more complete schema, we will now add another table, country, to our
database. Here is its export file:

CREATE TABLE IF NOT EXISTS ~“country~ (
“code” char(2) NOT NULL,
“description” varchar(50) NOT NULL,
PRIMARY KEY (“code™)

) ENGINE=MyISAM DEFAULT CHARSET=latinl;

INSERT INTO “country”~ (“code”, “description®) VALUES
('ca', 'Canada'),
('uk', 'United Kingdom') ;

We will now link this table to the author table. First, in the Relation view for the
country table, we specify the field that we want to display.

—Links to
Internal relations
code ‘ v‘
description ‘ v‘

Choose field to display: | description |v|

code Save

description
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We then add a country_code column (same type and size as that of the code column
of the country table) to the author table, and in the Relation view, we link it to the
newly- created country table. We must remember to click Save for the relation to
be recorded. For this example, it is not necessary to enter any country data for an
author, as we are interested only in the relational schema.

—Links to
Internal relations
« Fl
name | v
phone | Iv1
country_code | marc_book country.code lv'|

Editing PDF pages
Each relational schema is called a page. We can create or edit a page by clicking Edit
PDF pages in the Operations subpage of the Database view.

Page planning

In phpMyAdmin version 3.1.x, a relational schema cannot span multiple databases.
But even working with just one database, the number of tables might be large.
Representing the various table relations in a clear way could be a challenge. This is
why we may use many pages, each showing some tables and their relations.

We must also take into account the dimensions of the final output. Printing
on letter-size paper gives us less space to show all our tables and still have a
legible schema.

Creating a new page
As there are no existing pages, we need to create one. Again, as our most important
table is book, we will also name this page, book.
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We will choose which tables we wish to see in the relational schema. We could
choose each table individually. However, for a good start, checking the appropriate
Automatic layout checkbox is recommended. Doing this puts all the related

tables from our database onto the list of tables to be included in the schema. It

then generates appropriate coordinates so that the tables will appear in a spiral
layout, starting from the center of the schema. These coordinates are expressed in
millimeters, with (0, 0) being located at the upper left corner. We then click Go.

£8 Server: my server » i Database: marc_book

Create a new page

(Automatic layout / Internal relations) O (Automatic layout / FOREIGHN KEY)

Editing a page

We now get a page with three different sections. The first one is the master menu,
where we choose the page on which we want to work (from the drop-down menu).
We can also delete the chosen page. We could also eventually create a second
schema (page).

rPlease choose a page to edit

® Edit o Delete

—Create a new page
| ‘ O (Automatic layout / Intemal relations) O (Automatic layout f FOREIGH KEY)

(o]

The next section is the table placement portion. We can now see the benefit of the
Automatic layout feature —we already have our three tables selected, with the

(X, Y) coordinates filled in. We can add a table (on the last line), delete a table
(using the checkbox), and change the coordinates (which represent the position of
the upper left corner of each table on the schema).
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Select Tables

[ Toggle scratchboard ][ Rezet ]

Tahle Delete X ¥
author (W] [JDelete  [410 | |300 |
[JDelete  [300 | [300 |
county (3| [JDelete  [410 | [421 |
| [JDelete [410 | [421 |
Column names

To help set exact coordinates, a visual editor is available for JavaScript-enabled
browsers. To control the availability of this editor, the following parameter (which is
set to TRUE by default) is available:

Scfg['WYSIWYG-PDF'] = TRUE;

The editor appears when the Toggle scratchboard button is clicked once. It

will disappear when this button is clicked again. We can move tables on the
scratchboard by using "drag and drop", and the coordinates will change accordingly.
The appearance of the tables on the scratchboard provides a rough guide to the final
PDF output. Some people prefer to see only the table names (without every column
name) on the scratchboard. This can be done by unchecking the Column names
checkbox and clicking Save.

ishn

titl ,

page_count Author 0

‘author_id ] i

language name

‘description ] inhone

icover_photo i |

s S
date_published. ‘courtry
istamp ‘ icode .
some_bits description,
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[ % When we are satisfied with the layout, we must click Save. ]

Displaying a page

The last section of the screen is the PDF report generation dialog. Now that we
have created a page, the Display PDF schema is also available from the Operations
subpage of the Database view. We'll have a look at this dialog from the Operations
page because the option set is more complete on this page.

— [9) Display PDF schema:

Page number:

[ Show grid

Show color

O Show dimension of tables

O Display all tables with the same width
[Data Dictionary

[ Only show keys

Data Dictionary Format | Landscape |v
Paper size | letter v

The available options are:

e Show grid: The schema will have a grid layer with the coordinates displayed.

e Show color: The links between tables, table names, and special columns
(primary keys and display fields) will be in color.

e Show dimensions of tables: The visual dimension of each table in the table
title (for example, 32x30) will be displayed.

¢ Display all tables with the same width: All tables will be displayed using
the same width. (Normally, the width adjusts itself according to the length of
the table and the column names.)

e Data Dictionary: The data dictionary, which was covered earlier in this
chapter, will be included at the beginning of the report.

e Only show keys: Do not show the columns on which there are no
indexes defined.
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e Data Dictionary Format: Here, we choose the printed orientation of
the dictionary.

e Paper size: Changing this will influence the schema and the
scratchboard dimensions.

In config.inc.php, the following parameters define the available paper sizes and
the default choice:

Scfg['PDFPageSizes'] = array('A3', 'A4', 'A5', 'letter', 'legal');
Scfg['PDFDefaultPageSize'] = 'A4';

The following screenshot shows the last page of the generated report (the schema
page) in the PDF format. The first four pages contain the data dictionary with an
additional feature. On each page, the schema can be reached by clicking the table
name, and in the schema, each page in the data dictionary can be reached by clicking
the corresponding table.

Arrows point in the direction of the corresponding foreign table. If Show color has
been selected, the primary keys are shown in gray and the display fields in black.

Book

isbn code

title description
page_count
author_id
language
description
cover_photo [ author |
genre id
date_published name

stamp phone
some_bits country_code
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Here is another example generated from the same book table's PDF page
definition. This time the grid is shown, but no colors.

E7 25 43 51 55 &7 75 B3 81 58 107 115 123 U31 133 147 155 163 171 175 (18T 185 303 Z11 218 237 235 243
12 Book
= book country
5 |isbn code
title description
** [ page [count
= |author_id
= iangu_agg
description
** [cover] phiota
To|genre | author
| date_published id
stamp _ name
% | some] bits phdne
D country cpde
102

A note about fonts used

All the text we see in the PDF schema is drawn using a specific font. phpMyAdmin
3.1.x uses the DejaVuSans font (http://dejavu.sourceforge.net), which covers a
wide range of characters.

For actual PDF generation, phpMyAdmin relies on the tcpdf library
(http://tcpdf . sourceforge.net), which itself is an adaptation of the £pdf library
(http://www.fpdf .org). These libraries have two ways of using fonts —embedded
and not embedded. Embedded fonts produce a bigger PDF file because the whole
font is included in the PDF. This is the default option chosen by phpMyAdmin
because the library does not depend on the presence of a specific TrueType font in
the client operating system.

The fonts are located in 1ibraries/tcpdf/font under the main
phpMyAdmin directory.

To use a different font file, we must first add it to the library (tools are present in the
original tcpdf kit and a tutorial is available on the http: //www. fpdf . org website)
and then modify phpMyAdmin's pdf_schema . php source code.
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Using the Designer for PDF layout

The Designer feature (available in the Database view) offers a more refined way
of moving the tables on screen as the column links follow the table movements.
Therefore, an interface exists between the tables' coordinates, as saved by the
Designer, and the coordinates for the PDF schema. Let's enter the Designer and
click the small PDF logo.

This brings us to a panel where we can choose the (existing) PDF schema name and
the action we want to perform —in our case, to export the Designer coordinates to

the PDF schema. We could also use the Create a new page dialog, entering a PDF
page name and clicking Go to create an empty page. From here, we can subsequently
export the coordinates saved from the Designer workspace.

~Export/import

Exportimportto scale: | 1:3 (recornmended) |v|

toffrom page: [ ook [w|[ Export ][ Import |

—Create a hew page

[ED

There is a difference in the span of tables managed by the Designer and by
the Edit PDF feature. The Designer manipulates every table of a database,
" whereas the Edit PDF panel offers us a choice of tables enabling us to
represent a subset of the relations in case there are many tables.

Summary

This chapter covers the documentation features offered by phpMyAdmin — the print
view for a database or a table and the data dictionary for a complete column list. The
chapter also covers PDF relational schemas. In particular, it focuses on how to create
and modify a PDF schema page, and how to use the visual editor (scratchboard). The
next chapter will explain how to apply transformations to data, in order to customize
its format at view time.
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MIME-Based
Transformations

In this chapter, we will cover a powerful phpMyAdmin feature —its ability to
transform a column's contents during a table Browse, based on certain specific
rules called transformations. Normally, browsing a table shows only the original
data that resides in it. However, MIME-based transformations permit alteration of
the display format.

Display behavior in browse mode

Normally, the exact contents of each row are displayed, except that:

e The TEXT and CHARACTER fields might be truncated, according to
$cfgl'LimitChars'], depending on whether we have chosen to see Full
Texts or not

e BLOB fields might be replaced by a message such as [BLOB - 1.5 KB]

We will use the term cell to indicate a specific column of a specific row. The cell
containing the cover photograph for the "Future souvenirs" book (a BLOB column)
is currently displayed as cryptic data such as %oPNG\r\n\Z\n\0\0\0\rITHDR\0 or
as a message stating the BLOB field's size. It would be interesting to see a thumbnail
(shown in the second screenshot under the Clickable thumbnail section) of the picture
directly in phpMyAdmin and possibly the full-size picture itself. This will be made
possible with proper transformation.
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Display options
In Browse mode, the Options link reveals a slider that contains, among other

choices, a Hide Browser transformation checkbox. We can use it whenever we want
to switch between seeing the real data of a cell and its transformed version.

Enabling transformations

We define transformation as a mechanism by which all the cells related to a column
are transformed at browse time, using the metadata defined for this column. Only
the cells visible on the results page are transformed. The transformation logic itself is
coded in PHP scripts, stored in 1ibraries/transformations, and is called using a
plug-in architecture.

To enable this feature, we must set $cfg['BrowseMIME'] to TRUE in config.inc.php.
The linked-tables infrastructure must be in place (see Chapter 11) because the metadata
necessary for the transformations is not available in the official MySQL table structure.
It is an addition made especially for phpMyAdmin.

. Inthe documentation section on phpMyAdmin's homesite, there is a
link pointing to additional information for developers who would like
s to learn the internal structure of the plug-ins in order to code their own
transformations.

The MIME column'’s settings

If we go to the Table view of the Structure page for the book table and click the
Change link for the cover_photo, we see three additional attributes for the fields
(provided the transformations feature is enabled):

e MIME type

e Browser transformation

e Transformation options
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Field |cover_photo |

Type @ [BLOB v

LengthNaIues1 | |

Default’ Mone .v'|
I

Collation | Iv'|

Attributes | v

MNull O

Al O]

Comments I:l

MIME type | Iv’|

Browser transformation | |+

Transformation options? | |

For a specific field, it is possible to indicate only one type of transformation.

Here, the field is a BLOB field. Hence, it can hold any kind of data. In order for
phpMyAdmin to interpret and act correctly on the data, the transformation system
must be informed of the data format and the intended results. Accordingly, we have
to ensure that we upload data that always follows the same file format.

We will first learn the purpose of those attributes and then try some possibilities in
the Examples of transformation section.

MIME types

The MIME specification (http://en.wikipedia.org/wiki/MIME) has been chosen
as a metadata attribute to categorize the kind of data a column holds. Multipurpose
Internet Mail Extensions (MIME), originally designed to extend mail, are now used
to describe content types for other protocols as well. In the context of phpMyAdmin,
the current possible values are:

* image/jpeg
e image/png
e text/plain
e application/octetstream
The text/plain type can be chosen for a column containing any kind of text (for

example, XHTML or XML text). In the Examples of Transformations section, you'll see
which MIME type you are required to choose to achieve a specific effect.
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Browser transformations

This is where we set the exact transformation to be done. More than one
transformation may be supported per MIME type. For example, for the image/jpeg
MIME type, we have two transformations available —image/jpeg: inline for a
clickable thumbnail of the image and image/jpeg: link to display just a link.

As we can see in the following image, moving the mouse over each choice in the
drop-down menu provides a short explanation of the corresponding transformation.
A more complete transformation explanation and the possible options are available
on clicking the transformation descriptions link.

Browser transformation | |

Transformation uptiuns3

|Di5|:|la';-'s a clickable thurmbnail. The options are the maximum width and height in pixels, .. }
oo

text/plain; external

1 ey @ | text/plain: farmatted
e ifee (& CU test/plain: imagelink

Ifyou ever need tl:.' pult text/plain: link
ifor example WeZ' or ‘8% tewt/plain: sql
text/plain: substr

g this format: 'a''h' '’ .
Y amongst those values, precede it with a hac

Transformation options

In the Examples of transformations section, we will see that some transformations
accept options. For example, a transformation that generates an image will need the
width and height in pixels. A comma is used to separate the values in the options list,
and some options may need to be enclosed within quotes.

Some options have a default value, and we must be careful to respect the
documented order for options. For example, if there are two options, and we
only want to specify a value for the second option, we can use empty quotes as a
placeholder for the first option to let the system use its default value.

Requirements for image generation

Normal thumbnail generation requires that some components exist on the web
server, and that a parameter in config. inc.php be correctly configured.
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The GD2 library

phpMyAdmin uses some internal functions to create the thumbnails. These
functions need the GD2 library to be present on our PHP server.

phpMyAdmin can detect the presence of the correct GD2 library, but this detection
takes some time. It also takes place not once per session, but almost every time an
action is taken in phpMyAdmin.

Setting the $cfg['GD2Available'] parameter in config. inc.php to its default
value 'auto' indicates that the detection of the library's presence and version
is needed.

If we know that the GD2 library is available, setting $cfg['GD2Available']
to yes will make execution quicker. If the GD2 library is not available, you are
recommended to set this parameter to no.

To find out which GD2 library we have on the server, we can go to phpMyAdmin's
homepage and click Show PHP information. If this link is not present, we have to
set the $cfg['ShowPhpInfo'] parameter to true. We then look for a section titled
gd and verify which version is identified.

gd
GD Support enabled
GD Version bundled (2.0.28 compatible)
GIF Read Support enabled
GIF Create Support enabled
JPG Support enabled
PNG Support enabled
WEMP Support enabled
XBM Support enabled

The JPEG and PNG libraries

Our PHP server needs to have support for the JPEG and PNG images if we or our
users want to generate thumbnails for those types of images. For more details, please
refer to http://php.net/manual/en/ref.image.php.

Memory limits

On some PHP servers, the default value in php. ini for memory limit is 8 MB.
This is too low for correct image manipulation because the GD functions used to
produce the final images need some working memory. For example, in one test, a

value of 11 MB in memory_limit was needed to generate the thumbnail from a 300
KB JPEG image.
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Examples of transformations

We will now discuss a few transformation examples.

Clickable thumbnail (.jpeg or .png)

We will start by changing our cover_photo field type from BLOB to MEDIUMBLOB
to ensure that we can upload photographs, which that are bigger than 65 KB in size.
We then enter the following attributes:

Field |cover_photo |
Type @ [ LONGBLOB v
Length/Values’ | |
Default? None B
Collation | v
Attributes | v

Null O

Al L]

MIME type [imagefjpeg v
Browser transformation | imagefpeq: inline >
Transformation options3 150,100

Here, the options are presented in the form of width and height. If we omit the
options, the default values are 100 and 100. The thumbnail generation code preserves
the original aspect ratio of the image. Therefore, the values entered are the maximum
width and height of the generated image. We then upload a . jpeg file in a cell (using
instructions from Chapter 6). As a result, we get the following in Browse mode for
this table:

1ShN book omber title page_count author_id  language description cover_photo
FpromaIe cratior ok
1-234567-22-0  Future 200 2 en

souvenirs

This thumbnail can be clicked to reveal the full-size photograph.
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_ The thumbnail is not stored anywhere in MySQL, but generated each
& time we go into Browse mode for this set of rows. On a double Xeon
e 3.2GHz server, we commonly experience a generation rate of six JPEG
images per second.

For a.png file, we have to use image/png as the MIME type and image/png: inline
as the transformation.

Links to an image

To get a link without thumbnails, we use the image/jpeg: link transformation.
There are no transformation options. This link can be used to view the photograph
(by left-clicking on the link) and then possibly download it (by right-clicking on the
photograph itself).

1SHI book nimber title page_count author_id  language description  cover photo | genre
FPOMIE crantior =k
1-2345867-22-0  Future 200 2 en BLOB
SOUVENIFS

Date formatting

We have a field named date_published in our book table; let's change its type

to DATETIME. Then, we set its MIME type to text/plain and the browser
transformation to text/plain: dateformat. The next step is to edit the row for the
"Future souvenirs" book, and enter 2003-01-01 14:56:00 in the date_published field.
When we browse the table, we now see the field has been formatted. Moving the
mouse over the field reveals the unformatted original contents.

date_published
Jan 01, 2003 at 02:56 PM 20
MNow 30, 1923 2003-01-01 14:56:00
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This transformation accepts two options. The first is the number of hours that will be
added to the original value, which is zero by default. Adding the number of hours
can be useful if we store all times based on Universal Coordinated Time (UTC),

but want to display them for a specific zone (UTC+5). The second option is the time
format we want to use, made from any PHP strftime parameters. So, if we put this
in the transformation options —'0','Year: %Y'—we will get:

date_published stamp |
YYear: 2003 2008-07-22 09:91:50

- 1DD—iDD-DDZ-DDZ-DD

YEar 1999 0000-00-00 00:00:00

Links from text

Suppose that we have put a complete URL—http://domain.com/abc.pdf —in

the description field in our book table. The text of the link will be displayed while
browsing the table, but we would not be able to click it. We'll now see the use of the
text/plain MIME type in such a situation.

text/plain: link

If we use a text/plain MIME type and a text/plain: link browser transformation
in the scenario just mentioned, we will still see the text for the link, and it will
be clickable.

language description

1-234567-22-0  Future hitpefdomain.comiabe. pdf
SoUvenirs

If all the documents that we want to point to are located at a common URL prefix, we
can put this prefix (for example, http://domain. com/) in the first transformation
option, within the enclosing quotes. Then, we would only need to put the last part of
the URL (abc. pdf) in each cell.

[248]




Chapter 16

A second transformation option is available for setting a title. This would be
displayed in the Browse mode instead of the URL contents, but a click would
nonetheless bring us to the intended URL.

If we use only the second transformation option, we have to put quotes
% where the first option is to be entered. It could be done as: ' ', 'this is
"~ the title’

text/plain: imagelink

This transformation is similar to the previous one, except that in the cell, we place

a URL that points to an image. This image will be fetched and displayed in the cell
along with the link text. The image could be anywhere on the Web, including our

local server.

Here we have the following three options available:

e The common URL prefix (like the one for text/plain: link)
e The width of the image in pixels (default: 100)
o The height (default: 50)
For our test URL, you should enter these options:
11'11001’11231

If the text for the link is too long, the transformation does not occur. By default, the
Partial Texts display option is selected.

® 3 @ Relational key Show BINARY [ Hide Browser transformation
O Full Texts O Relational display field ] Show BLOE

isbn ook number title page_count author_id language description
approximate cf author takle
O & X 1-234567-22-0  Future 200 2 en hitp:ffimages packipub.corm
SOLVenirs fimagesM00x123
18471941, .
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In this case, we can switch to Full Texts to reveal the complete link. We can then see
the complete image.

O Fartial Texts @ Relational key Show BINARY [ Hide Browser transformation
xS O Relational displayfield 7 Show BLOE

isbn book number title page_count author_id language description
approximate cf author table
O & X 1-234567-22-0  Future 200 2 en

SOLUVENIrs

(]
http:ffimages packipub.com
limages/ 10123
1847194184 png

Other transformations, such as image/jpeg: inline and image/png: inline,
specify the exact MIME type of the image. In these cases, phpMyAdmin uses GD2
library functions for the thumbnail generation. However, the link contained in a
text/plain: imagelink transformation may refer to any browser-supported
image type. Therefore, phpMyAdmin just displays a resized image with an HTML
img tag and its width and height attributes, according to the size options defined in
the transformation. To see the original image, we can click either the link or

the thumbnail.

Preserving the original formatting

Normally, when displaying text, phpMyAdmin helps you get rid of special
characters. For example, if we entered This book is <b>good</b> in the description
tield for one book, we would normally see This book is <b>good</b> when
browsing the table. However, if we used the transformation text/plain: formatted for
this field, we would get the following while browsing:

isbn book number title page_count author_id language @ description
approximate ct author table
O ¥ X 1-234567-22-0  Future 200 2 en This book is
SOLYenirs good

In this example, the results are correct. However, other HTML entered in the data
field could produce surprising results (including invalid HTML pages). For example,
because phpMyAdmin presents results using HTML tables, a non-escaped </table>
tag in the data field would ruin the output.
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Displaying parts of a text

The text/plain: substr transformation is available for displaying only a portion
of the text. Here are the options:

o First: where to start in the text (default: 0)
e Second: how many characters (default: all the remaining text)

e Third: what to display as a suffix to show that truncation has occurred; the
default is to display ellipses (...)

Remember that $cfg['LimitChars'] is doing a character truncation for every
non-numeric field. Hence, text/plain: substr is a mechanism for fine-tuning this
field-by-field.

Download link

Let's say we want to store a small audio comment about each book inside MySQL.
We add a new field to the book table, with the name audio_contents, and type
MEDIUMBLOB. We set its MIME type to application/octetstream and choose the
application/octetstream: download transformation. In the Transformation options,
we insert 'comment.wav'.

MIME type | applicationsoctetstream |v|

Browser transformation | applicatior/octetstream: dowrload ¥

Transformation options3 "oommentwa\f' |

This MIME type and extension will inform our browser about the incoming data,
and the browser should open the appropriate player. To insert a comment, we
first record it in a . wav format, and then upload the contents of the file into the
audio_contents field for one of the books. When browsing our table, we can see a
link comment.wav for our audio comment.

Chapter 17 describes the BLOB streaming technique, which is more

appropriate for bigger chunks of data (for example, using phpMyAdmin
’ to watch a movie stored in MySQL!).
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Hexadecimal representation

Characters are stored in MySQL (computers in general) as numeric data, and
converted into something meaningful for the screen or printer. Users sometimes

cut and paste data from one application to phpMyAdmin, leading to unexpected
results if the characters are not directly supported by MySQL. I remember a case that
involved special quotation marks entered in a Microsoft Word document and pasted
to phpMyAdmin. It helps to be able to see the exact hexadecimal codes, and this can
be done by using the application/octetstream: hex transformation.

In the following example, this transformation will be applied to the title field
of our book table. When browsing the row containing the Future souvenirs title,
we can see:

isbn book number title
O W X 1-234567-22-0 46757475726520736f7576656e69 7273

As we know which character set this column is encoded with, we can
compare its contents with a chart describing each character. For instance,
http://en.wikipedia.org/wiki/Latinl describes the latinl character set.

SQL pretty printing

The term pretty printing (http://en.wikipedia.org/wiki/Pretty printing)
refers to a way of "beautifying" source code. Let's say we are using a table to store
the text of a course about SQL. In one column, we might have put sample SQL
statements. With the text/plain: sql transformation, these SQL statements
will be displayed in color, with syntax highlighting, when the table is browsed.

IP address

An IP (v4) address can be encoded into a long integer (for example, via the PHP
iptolong () function), and stored into a MySQL UNSIGNED INT column. To convert
it back to the familiar dotted string (for example, 127.0.0.1), you can use the
text/plain: longToIpv4 transformation.

External applications

The transformations that have been described previously are implemented directly
from within phpMyAdmin. However, some transformations are better executed via
existing external applications.
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The text/plain: external transformation enables us to send a cell's data to
another application that will be started on the web server, capture this application's
output, and display it in the cell's position.

This feature is supported only on a Linux or UNIX server (under Microsoft
Windows, output and error redirection cannot be easily captured by the PHP
process). Furthermore, PHP should not be running in safe mode. Hence, the feature
may not be available on hosted servers.

For security reasons, the exact path and name of the application cannot be set from
within phpMyAdmin as a transformation option. The application names are set
directly inside one of the phpMyAdmin scripts.

First, in the phpMyAdmin installation directory, we edit the text_plain external.
inc.php filein libraries/transformations/, and find the following section:

$allowed programs = array();
//$allowed programs[0] = '/usr/local/bin/tidy"';
//$allowed programs[l] = '/usr/local/bin/validate';

No external application is configured by default, and we have to explicitly add
our own.

The names of the transformation scripts are constructed using the
% following format — the MIME type, a double underscore, and then a part
’ indicating which transformation takes place.

Every program that is allowed, along with its complete path, must be described here,
with an index number starting from 0. Then we save the modifications to this script
and put it back on the server if needed. The remaining setup is completed from the
panel where we chose the options for the other browser transformations.

Of course, we will now choose text/plain: external in the transformations menu.

As the first option, we place the application number (for example, 0 would be for the
tidy application). The second option holds the parameters we need to pass to this
application. If we want phpMyAdmin to apply the htmlspecialchars () function to
the results, we put 1 as the third parameter — done by default. We could put a 0 there
to avoid protecting the output with htmlspecialchars ().

If we want to avoid reformatting the cell's lines, we put 1 as the fourth parameter.
This will use the NowrAP modifier, and is done by default.
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External application example: In-cell sort

This example shows how to sort the text contents of one cell. We start by modifying
the text_plain external.inc.php script, as mentioned in the above section, to
add the sort program:

S$allowed programs[0] = '/bin/sort';
Note that our new program bears the index number o.

We then add a TEXT field and keywords to our book table. Finally, we fill in the
MIME-related information, entering '0','-1" as the transformation options.

MIME type [textiplain v
| Browser transformation |D textiplain: external @:

Transformation options® "0','—r' |

The '0' here refers to the index number for sort, and the '-r' is a parameter for sort,
which makes the program sort in the reverse order.

Next, we Edit the row for the book "A hundred years of cinema (volume 1)", entering
some keywords in no particular order (as seen in the following screenshot) and
hitting Go in order to save the changes.
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To test the effects of the external program, we browse our table and see the sorted
in-cell keywords.

date_published stamp keywords

Year: 2003 2006-07-22 10:20:10

Year: 1999 2006-07-22 10:58:39 sport
history
cinema

Notice that the keywords are displayed in reverse sorted order.

Summary

In this chapter, we learn how to improve the browsing experience by transforming
data using various methods. The chapter also gives an overview of the thumbnail
and full-size images of the . jpeg and .png BLOB fields, how to generate links,
format dates, display only parts of texts, and how to execute external programs to
reformat cell contents. Chapter 17 will cover phpMyAdmin's support for the MySQL
features that are new in versions 5.0 and 5.1.
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MySQL 5.0 and 5.1 Support

MySQL 5.0 introduced a number of new features. The announcement of these
features calmed down a number of developers and industry observers who were
claiming that MySQL was an inferior product as compared to some competitors'
products, which already had these features. Views, stored procedures, triggers, a
standard INFORMATION SCHEMA, and (more recently) a profiling mechanism are now
present in the MySQL spectrum.

Among the new features of MySQL 5.1, the ones that relate to a web interface
(for example, partitioning and events) are supported in phpMyAdmin.

Views

MySQL 5.0 introduced support for the named, and updatable views. A view is a
derived table (consider it a virtual table) whose definition is stored in the database.
A SELECT statement done on one or more tables (or even on views), is stored as a
view and can also be queried.

Views can be used to:

e Limit the visibility of columns (for example, do not show the salary)

e Limit the visibility of rows (for example, do not show data for specific
world regions)

e Hide a changed table structure (so that legacy applications can continue
to work)

As a view, by itself, has some permissions attached to it, it is easier to GRANT
permissions on the view as a whole, rather than define cumbersome, column-specific
privileges on the underlying tables.
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To activate the support for views on a server after an upgrade from a pre-5.0 version,
the administrator has to execute the mysql_fix privileges tables script, as
described in the MySQL manual.

Each user must have the appropriate SHOW VIEW or CREATE VIEW

privilege to be able to see or manipulate views. These privileges exist at
e the global (server), database, and table levels.

phpMyAdmin supports two ways of creating a view. We'll explain the manual
method first, and then go on with a more visual way.

Manually creating a view

To create a view manually, we use the query box to enter the appropriate statement.
Let's input the following lines and click Go:

CREATE VIEW book author AS

SELECT book.isbn, book.title, author.name FROM book
LEFT JOIN author ON author.id = book.author id

Creating a view implies that the user has privileges on the tables
involved, or at least a privilege such as, SELECT or UPDATE on all the

columns mentioned in the view.

At this point, the view has been created, and the left panel is updated to reflect this
fact. If we refresh our browser's page and then access the marc_book database, we
will see:

B§ Structure R sqL Search [@Query @#iExport [ilmport ¢=Designer % Operations

Table Action Records!  Tvype Collation Size
] author (= B = [ X 5 MyISAM  latind_swedish_ci 2.2 KiB
0 book = B = [ X 3 MyISAM  latind_swedish i 11.9 KiB
1 book-copy = B = M X 3 WMYISAM  latini_swedish ci  11.9 KiB
0 book_author # T X ~0%  View - =
O country = B = [ X 2 MWISAM  latin1_swedish_ci 2.0 EiB

In the left panel, there is a different icon next to the book_author view indicating
it's not a regular table. In the right panel, we see the information on newly-created
view. The number of records for the view currently indicates 0 (more on this in the
Performance Hint section later in this chapter), and View is indicated in the Type
column. There is no collation or size associated with a view.
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This creation step was completed manually. Other operations on views are handled
by the phpMyAdmin interface.

Right panel and views

As a view has certain similarities with a table, its name is available in the navigation
panel, along with the names of the ordinary tables. On clicking the view name, a
panel similar to the one seen for tables is displayed, but with fewer menu tabs than
seen in a normal table. Indeed, some operations do not make sense on a view — for
example, Import. This is because a view does not actually contain data. However,
other actions, such as Browse, are perfectly acceptable.

Let's browse this view:

" Showing rows 0- .. ! (Query took 0.0009 sec)

SELECT *
FROM "hook author’®
LIMIT O , 30

[ Profiling [ Edit ] [ Explain SQL ] [ Create PHP Code | [ Refresh ] [ Validate SCIL ]

30 rows) starting from record # |0

in| horizontal + | mode and repeat headers after 100 | cells

+ Options
isbn book number title name
S X 1-234567-22-0  Future souvenirs haria Sunshine

i
O ° X 1-234567-89-0 A hundred years of cinema (volume 1) John Smith
O 40 X 1-234567-90-0 A hundred years of cinema (volume 2)  John Smith

We notice that, in the generated SQL query, we do not see our original CREATE
VIEW statement. The reason is that we are selecting from the view using a SELECT
statement, hiding the fact that we are pulling data from a view. However, exporting
the view's structure would show how MySQL internally stored our view.

CREATE ALGORITHM=UNDEFINED DEFINER='marc'@'%' SQL SECURITY DEFINER
VIEW “book author™ AS

select “book~. isbn~ AS 'isbn',

“book™. title™ AS 'title’',

“author™. "name™ AS 'name'

from (“book™ left join “author™ on(( book™. author id~ = “author™.
tid%)));
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The right panel's menu may look similar to that of a table. However, when necessary,
phpMyAdmin generates the appropriate syntax for handling views. For example, a
click on Drop would produce:

Do you really want to: DROP VIEW 'book_author'

At this point, we can confirm (or not) this view's deletion.

. To perform actions on existing views, a user needs to have the
% appropriate privilege at the view level, but not necessarily any privilege
i on the tables involved in this view. This is how we can achieve column
and table hiding.

Creating a view from results

Creating a complex view may require typing the complete statement into a query
box. Another possibility is to take advantage of phpMyAdmin's Search (at the table
level) or Query (at the database level) features to build a rather complex query,
execute it, and then easily create a view from the results. We'll see how this is done.

We mentioned that a view can be used to limit the visibility of columns (and

in fact, of tables). Let's say that the number of pages in a book is highly

classified information. We open the book table, click Search, and choose a subset
of the columns:

—Select fields (at least one): ———

sk

fitle
page_count
author_id

Clicking Go produces a results page, where we see a CREATE VIEW link in the
Query results operations section. We use this link to access the view creation

panel, which already has the underlying query in the AS box. We need to choose

a name for this view (here book_public_info), and we can optionally set different
column names for it (here number, title). The other options can influence the view's
behavior, and have been explained in the MySQL manual (http://dev.mysql.com/
doc/refman/5.1/en/create-view. html).
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A click on Go generates the view we asked for.

~CREATE VIEW

OR REPLACE [O
ALGORITH UNDEFINED +

YIEW name book_public_info

Columnnames  |\number, title

AS SELECT “ishbn’, ‘title® FROM ‘book"

Y¥WITH [ CASCADED CHECK OPTION [ LOCAL CHECK OPTION

The cHECK OPTION clause influences the behavior of the updateable views (this is
explained in the MySQL manual at the page cited previously).

Renaming a view

phpMyAdmin does not support renaming a view directly from the interface.
However, since MySQL 5.0.14, the RENAME TABLE statement has been allowed
to be used (from a phpMyAdmin's query box) as long as we are renaming inside
the same database. For example, RENAME TABLE book public_info2 TO

book _public_info2.

Performance hint

phpMyAdmin has a configuration parameter, $cfg [ 'MaxExactCountViews'], that
controls the rows counting phase of phpMyAdmin. Sometimes, a view comprises
many huge tables and browsing it would make a large number of virtual rows
appear. Therefore, the default value of 0 for this parameter ensures that no row
counting happens for views. In this case, we'll see rather strange results when
browsing a view: Showing rows 0 - -1 (0 total, Query took 0.0006 sec). But this is
more acceptable than slowing down a server.
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Nonetheless, if we prefer to see a more exact row count for views, we can put a larger
value in this parameter which acts as an upper limit for the rows counting phase.

Routines—stored procedures and
functions

It took a while before phpMyAdmin started to include support for these features.
The reason is that stored procedures and functions are blocks of code (like a
subprogram) that are kept as part of the database, and phpMyAdmin, being a web
interface, is more oriented towards operations that are done quickly using a mouse.

Nonetheless, phpMyAdmin has a few features that permit a developer to create such
routines, save them, recall them to make some modifications, and then delete them.

Procedures are accessed by a CALL statement to which we can pass parameters. On
the other hand, functions are accessed from SQL statements (for example, SELECT),
similar to other MySQL internal functions returning a value.

. The CREATE ROUTINE and ALTER ROUTINE privileges are needed
% to be able to create, see, and delete a stored procedure or function. The
&~ EXECUTE privilege is needed to run the routine, although the privilege
is normally granted automatically to its creator.

Creating a stored procedure

We'll create a procedure to change the page count for a specific book, by adding a
specific number of pages. The book's ISBN and the number of pages to be added,
will be the input parameters to this procedure.

Changing the delimiter

The standard SQL delimiter is the semicolon, and this character will be used

inside our procedure to delimit SQL statements. However, the CREATE PROCEDURE
statement is by itself an SQL statement; hence, we must come up with a way to
indicate to the MySQL parser where this statement ends. The query box has a
Delimiter input box, which contains a semicolon by default. Therefore, we change it
to another string, which, by convention, is a double slash //.
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Ecokmark this SCL queny:
[ Let every user access this bookmark
[ Replace existing bookmark of same name

[ Delirniter [ ] & Showthis query here again

Entering the procedure

We then enter the procedure's code in the main query box:

CREATE PROCEDURE ~add page” (IN param_ isbn VARCHAR(25), IN param pages
INT, OUT param message VARCHAR(100))
BEGIN
IF param pages > 100 THEN
SET param message = 'the number of pages is too big';
ELSE
UPDATE book SET page count = page count + param pages WHERE
isbn=param isbn;
SET param message = 'success';
END IF;
END
//
On clicking Go, we get a success message if the syntax is correct. If it is not, well, it's
time to revise our typing abilities or debug our syntax. Unfortunately, MySQL does
not come with a procedure debugger.

Testing the procedure

Again, in the query box, we test our procedure by entering the following statements.
Here, we are using an SQL variable, @nessage, which will receive the contents of the
OUT parameter param message:

call add page('1-234567-22-0', 4, @message) ;
SELECT @message;

We can then verify whether the page count for this book has increased. We also need
to test the problematic case:

call add page('1-234567-22-0', 101, @message);
SELECT @message;
This procedure is now available for calling from PHP, using the mysqli extension.
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Manipulation

A procedure is stored inside a database, and is not tied to a specific table. Therefore,
the interface to manipulate procedures and functions can be found at the database
level, on the Structure page, under the Routines slider.

- Routines

Routines
Name Type Return type
add page % X PROCEDURE

The first icon brings this procedure's text into a query box for editing. The second
icon would be used to delete this procedure. When editing the procedure, we notice
that the text has been somewhat modified.

DROP PROCEDURE ~add page~//
CREATE DEFINER="marc @ %~ PROCEDURE ~add page” (IN param_ isbn
VARCHAR (25) , IN param pages INT, OUT param message VARCHAR (100))
BEGIN
IF param pages > 100 THEN

SET param message = 'the number of pages is too big';
ELSE

UPDATE book SET page count = page count + param pages WHERE
isbn=param isbn;

SET param message = 'success';
END IF;
END

First, a DROP PROCEDURE appears. This is normal since MySQL does not offer a
statement that would permit a change to the body of a procedure. Therefore, we
have to delete a procedure every time we want to change it. It's true that the ALTER
PROCEDURE statement exists, but it can only change the procedure's characteristics —
for example, adding a comment. Then, a DEFINER clause is shown. It was generated
at the creation time, and indicates who created this procedure.

At this point, we make any changes we need to the code and hit Go to save
this procedure.
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It might be tempting to open the book table on its Structure page
and look for a list of procedures that manipulate this table, such as
% our add_page () procedure. However, all procedures are stored at the
’ database level, and there is no direct link between the code itself (UPDATE
book) and the place where the procedure is stored.

Manually creating a function

Functions are similar to stored procedures. However, a function may return just one
value, whereas a stored procedure can have more than one oUT parameter. On the
other hand, using a stored function from within a SELECT statement may seem more
natural because it avoids the need for an intermediate SQL variable to hold the value
of an OUT parameter.

What is the goal of functions? As an example, a function can be used to calculate

the total cost of an order, including tax and shipping. Putting this logic inside the
database, instead of at the application level, helps document the application-database
interface. It also avoids duplicating business logic in every application that needs to
deal with this logic.

We should not confuse MySQL 5.0 functions with UDF (User-Defined Functions),
which existed prior to MySQL 5.0. A UDF constitutes code written in C or C++,
compiled into a shared object, and referenced with a CREATE FUNCTION statement
and the soNaME keyword.

phpMyAdmin's treatment of functions is in many ways similar to what we have
covered in procedures:

e A query box to input a function
e The use of a delimiter

¢ A mechanism to manipulate a function that is already defined

Let's define a function that retrieves the country name, based on its code. I prefer to
use a param_ prefix to clearly identify the parameters inside the function's definition,
and a var_ prefix for local variables. We'll use our trusty SQL query box to input the
function's code, again indicating to this box to use // as the delimiter.

CREATE FUNCTION get country name (param country code CHAR(2))
RETURNS VARCHAR (50)
BEGIN
DECLARE var country name VARCHAR (50) DEFAULT 'not found';
SELECT description
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INTO var_ country name
FROM country
WHERE code = param country_ code;
RETURN var_ country name;
END
//
We should note that our newly created function can be seen on the database's
Structure page, along with its friend, the add_page procedure:

Routines
Name Type Return type
add_page < PROCEDURE
get_country_name F&§ X FUNCTION varchar{50) CHARSET latin1

Testing the function
On testing this function:

1

SELECT CONCAT('ca->', get country name('ca'), ', zz->',
get country name('zz')) as test;

We get this result:

ca->Canada, zz->not found

Exporting stored procedures and functions

When exporting a database, procedures and functions do not appear (by default) in
an SQL export. A checkbox, Add CREATE PROCEDURE / FUNCTION / EVENT,

exists in the Structure dialog of the Export page, to include those in the SQL export
file. If we try it, we obtain:

DELIMITER $$

-- Procedures

CREATE DEFINER="marc @ %~ PROCEDURE ~add page” (IN param_ isbn
VARCHAR (25) , IN param pages INT, OUT param message VARCHAR(100))

BEGIN
IF param pages > 100 THEN
SET param message = 'the number of pages is too big';
ELSE

UPDATE book SET page count = page count + param pages WHERE
isbn=param isbn;
SET param message = 'success';
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END IF;
ENDS$

-- Functions

CREATE DEFINER="marc @ %~ FUNCTION “get country name”

(param country code CHAR(2)) RETURNS varchar (50) CHARSET latinl
BEGIN

DECLARE var country name VARCHAR(50) DEFAULT 'not found';

SELECT description into var country name FROM country WHERE code =
param_country code;

RETURN var_country name;

ENDS$

DELIMITER ;

Triggers

Triggers are code that we associate with a table to be executed when certain actions
occur — for example, after a new INSERT in the table book. The action does not need
to happen from within phpMyAdmin.

Contrary to routines that are related to an entire database and visible on the
database's Structure page, triggers for each table are accessed from this specific table's
Structure page.

Prior to MySQL 5.1.6, we needed the SUPER privilege to create and delete

triggers. In version 5.1.6, a TRIGGER table-level privilege was added to
= the privilege system. Hence, a user no longer needs the powerful SUPER

privilege for these tasks.

In order to perform the following exercise, we'll need a new INT column—total_
page count —in our author table.

The idea here is that every time a new book is created, its page count will be added
to the author's total page count. I know that some people may advocate that it would
be better not to keep a separate column for the total here, instead compute the total
every time we need it. In fact, a design decision must be made when dealing with
this situation in the real world. Do we need to retrieve the total page count very
quickly, for example, for web purposes? And what is the response time to compute
this value from a production table with thousands of rows? Anyway, since I need it
as an example, the design decision is easy to make here.
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Let's not forget that following its addition to the table's structure, the total_page_
count column should initially be seeded with the correct total. (However, this is not
the purpose of our trigger.)

Manually creating a trigger

The current phpMyAdmin version does not have an interface for trigger creation.
Therefore, we input the trigger definition in a query box, taking special care of
entering // in the delimiter box:

CREATE TRIGGER after book insert AFTER INSERT ON book
FOR EACH ROW
BEGIN
UPDATE author
SET total page count = total page count + NEW.page count
WHERE id = NEW.author id;
END
Afterwards, the Structure page for our book table reveals under the Details slider
a new Triggers section that can be used the same way as routines, to edit or delete
a trigger:

Triggers
Hame Time Event
after_hook_insert * X AFTER INSERT

Testing the trigger

Contrary to testing stored procedures or functions, there is neither a cALL
sequence nor a function inside a SELECT statement to execute the trigger. Any time
the defined operation (a book INSERT) happens, the code will execute (in our case,
after the insertion). Therefore, we just have to insert a new book to see that the
author.total page count column is updated.

Of course, a completely automatic management of this column would involve
creating AFTER UPDATE and AFTER DELETE triggers on the book table.
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Information_schema

In the SQL:2003 standard, access to the data dictionary (or database metadata) is
provided by a structure called information_schema. As this is part of the standard,
and already exists in other database systems, the decision to implement this feature
into MySQL was a very good one.

. MySQL has added some information that is not part of the standard — for
% example, INFORMATION SCHEMA.COLUMNS.COLUMN TYPE. Beware of
e the fact that if you plan to use this information in a software project, it has
to remain portable to other SQL implementations.

A phpMyAdmin user sees the information_ schema as a normal database
containing views that describe many aspects of the structure of the databases hosted
on this server. Here is a subset of what can be seen (and in fact, the only possible
operation on this database is SELECT).

il Server: my server » (&1 Database: information_schema

Structure 7 sqL Search (&iQuery {iExport
Table Action

[0 CHARACTER_SETS
[0 COLLATIONS
[0 COLLATION_CHARACTER_SET_APPLICABILITY
[] COLUMNS
[1 COLUMN_PRIVILEGES
[0 KEY_COLUMN_USAGE
1 PROFILING
0 ROUTINES = J

Internally, phpMyAdmin calls the information_schema for some of its operations
instead of the corresponding SHOW statements to retrieve metadata. However,
phpMyAdmin developers have noticed —and this was confirmed by other
developers at the 2007 MySQL Users Conference — that some SELECT operations
involving a WHERE clause on information_schema are really slow (many minutes of
wait time) when the server hosts hundreds of databases or tables. Therefore, in the
current state of MySQL, caution must be exercised about using this feature in our
programming projects.
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The $cfgl'Servers'] [$i] ['hide_db'] parameter can be used to hide this
"database" to users who might be confused by the sudden apparition of a database
they know nothing about. It will probably depend on their level of expertise in
MySQL. On a multi-user installation of phpMyAdmin, we cannot please everyone
about this parameter's value.

Profiling
Profiling support has been added in the MySQL versions 5.0.37 and 5.1.28. We have
previously seen the Profiling checkbox appear in query results.

o Showing rows 0 - 2 (3 total, Query took 0.0003 sec)

SELECT +*
FEOM “book®
LIMIT O , 30

] Eeiliyle] [ Edit ] [ Explain SQL ] [ Create PHF Code | [ Refresh ] [ Validate SQL ]

When this box is checked, phpMyAdmin will analyze every query (including
the current one), and a report about the execution time of each MySQL internal
operation is displayed.

—Profiling
Status Time
starting 0.00001%
checking query cache for query 0000042
checking permissions 0.000005
Opening tables 0.000296
System lock 0.00000%
Table lock 0.000035
init 0.000025
optimizing 0.000006
statistics 0.000013
preparing 0.000012
executing 0.000003
Sending data 0000174
end 0.000004
end 0.000002
query end 0.000002
storing result in query cache 0.000004
freeing items 0.000005
closing tables 0.000026
logaing slow query 0000002
cleaning up 0.000003
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Although the profiling system can report additional information about
operations (such as, the CPU time, and even the internal server's function names),
phpMyAdmin currently displays only the name of the operation and its duration.

Partitioning

User-defined partitioning (http://dev.mysql.com/doc/refman/5.1/en/
partitioning.html) is offered in MySQL 5.1. Using this feature in phpMyAdmin
requires knowledge of its syntax because there are many partition types. Also, for
each partition type, the number of partitions and the values associated with each
partition are too random to be easily represented on a web interface.

Table creation

Let's try it by creating a table named test with one field. On the table creation
panel, if connected to a MySQL 5.1 server, phpMyAdmin shows a PARTITION
definition dialog:

Field Type

id INT v

Table comments:

PARTITION definition:

PARTITICH EY RANGE (id) |
PARTITICN p0 WALUES LESS THAN (1000),
PARTITICN pl VALUES L 1 (z000),
PARTITICH pz VALUES LESS THLN (3000)

Here, we type in a PARTITION BY RANGE clause, which will create partitions on
the id column.
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Operations

On a table on which a partition has been defined, the Operations subpage displays a
Partition maintenance dialog where we can:

e Choose a partition and then ask for an action such as Rebuild on it

e Remove all the partitioning

—Partition maintenance

Partition| p0 »| & Analze ¢ Check ¢ Optimize ¢ Rebuild ¢ Repair
Remove partitioning

Exporting

Finally, exporting this test table in SQL mode produces statements with embedded
comments that a MySQL 5.1 server would recognize and interpret to recreate the
same partitions.

CREATE TABLE “test™ (
~id® int(11) NOT NULL
) ENGINE=MyISAM DEFAULT CHARSET=latinl
/*150100 PARTITION BY RANGE (id)
(PARTITION pO VALUES LESS THAN (1000) ENGINE MyISAM,
PARTITION pl VALUES LESS THAN (2000) ENGINE MyISAM,
PARTITION p2 VALUES LESS THAN (3000) ENGINE = MyISAM) */;

Event scheduler

The Event Scheduler (http://dev.mysgl.com/doc/refman/5.1/en/events.
html), another new feature of MySQL 5.1, permits the creation of tasks that will run
automatically according to a schedule. The schedule is quite flexible and permits, for
example, a statement to be run every ten seconds, starting from midnight, May 18,
2011. These can be one-time events or recurring ones.

Activating the scheduler

We should first verify whether the scheduler is active on our server. If not, we need
to activate it. Otherwise, nothing will happen! We start by typing this statement in
the query box:

SHOW VARIABLES LIKE 'event%';
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Next, we look for a variable named event scheduler. If this variable is set to OFF,
we need to ask the system administrator (or someone with the SUPER privilege) to
execute the following statement:

SET GLOBAL event scheduler = ON;

Granting EVENT permission

Every user who wants to create or drop an event needs the EVENT privilege, either
globally, or on the database on which he/she plans to add the event. Please refer to
Chapter 18 for details about granting such privileges.

Creating an event

The current 3.1.x phpMyAdmin version does not have a web interface on which
we could choose the various parts of the CREATE EVENT statement. Therefore, the
only method left is to use the SQL query box to enter the statement and to know its
syntax! Here, we'll use a totally fictitious example:

CREATE EVENT add_page_ count
ON SCHEDULE
EVERY 1 MINUTE
DO
UPDATE author set total_ page_count = total_page_count + 1 WHERE
id = 1;

You can now get some amusement by browsing the author table once in a while,
and see the counter incrementing for author 1.

Event manipulation

Events are related to one database, which is why you see an Events slider on the
Structure page for the marc_book database. Activating it reveals this panel:

- Events

Events
’7 Name Type

add_page_count [§ X RECURRING

Indeed, this is a recurring event. We can use the first icon to edit the event (which
will have the effect of deleting and recreating the event), and the X icon to remove it.
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Exporting

It is possible to generate event-related statements at the end of an SQL database
export by putting a check mark next to the Add CREATE PROCEDURE/
FUNCTION / EVENT option. Please remember that some events may have an
ending moment; Hence, they may have vanished between the time you create them
and the time you attempt an export!

BLOB streaming

Starting with version 3.1.0, phpMyAdmin supports the Scalable BLOB streaming
infrastructure for MySQL. The http://blobstreaming.org website explains
the goals of this project. Please note that some of its documentation relates to
command-line utilities which have few or no use in the context of a web interface
such as phpMyAdmin. You should be familiar with BLOB streaming terms, such
as repository and field references, before reading further.

In this section, we will use this technology to upload a movie and watch it after
streaming from within phpMyAdmin.

System requirements

The chosen method of implementation in phpMyAdmin relies on all of these
components:

e MySQL5.1
e PBXT (PrimeBase XT storage engine)
e PBMS (PrimeBase Media Streaming)

PBXT is a streaming enabled storage engine. Although other non-streaming enabled
storage engines are supported via PBMS UDFs, this mechanism is not implemented
in phpMyAdmin.

The presence of the required components can be verified from the phpMyAdmin's
homepage, by clicking the Engines link and looking for these lines:

PBXT / High performance, multi-versioning transactional engine

PBMS / The Media Stream engine for MySQL
In case these lines are not present, please follow the instructions on http://www.
primebase.org to install PBXT, or on the BLOB Streaming website to install PBMS.
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You won't see PBMS in the storage engine choices of the Operations
subpage for a table. PBMS is not a storage engine that can be associated
g with the structure of a table.

Configuration

Some PBMS system variables have an impact on BLOB streaming behaviour, and can
be defined in config. inc.php. More details about them on http://blobstreaming.
org/documentation/#sysvar. The recommended values to be put in your server's
definition are:

Scfg['Servers'] [$1] ['bs _garbage threshold'] = 50;

[
Scfg['Servers'] [$1] ['bs_repository threshold']l = '32M';
Scfg['Servers'] [$1i] ['bs_temp blob timeout'] = 600;
Scfg['Servers'] [$1] ['bs_temp log threshold']l = '32M';

Implementation limitations in phpMyAdmin

In the current 3.1.1 version of phpMyAdmin, a few limitations exist, with respect to
using BLOB streaming. The first limitation has to do with the MySQL server. On a
server which has just started, the pbms_field_references global MySQL variable
may be set to of £. As field references are used extensively for BLOB referencing,
phpMyAdmin tries to set the parameter to on, and this can be done only by a

user possessing the SUPER privilege. Therefore, such a user must log in once via
phpMyAdmin to set this parameter to the appropriate value, and this will have

to be repeated on each restart of the MySQL server.

The second limitation is related to the upload mechanism used to send data to the
BLOB repository. The data has to travel first from your workstation to the web
server, and then from the web server to the MySQL server. The first travel occurs via
a normal HTTP upload. Please refer to Chapter 8, Importing Structure and Data, in the
Limits for the transfer section, for more details on the requirements for uploading. To
avoid being hindered by this limit, you can use the web server upload directory
(also described in Chapter 8).

An important note about the host name is due here: In config. inc.
*  php, your server name in $cfg['Servers'] [$i] ['host'] should
be a FQDN (fully-qualified domain name). It should not something like
T~ "localhost"; otherwise, the links used to retrieve streaming data will
not work.
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Creating the PBMS system tables

If all the requirements have been met, we can go to the marc_book database in the
Operations subpage. We should see a BLOB Repository dialog, a Status: Disabled
message, and an Enable button. We now have to click Enable to create the PBMS
system tables inside this database. There are two system tables required by PBMS
(pbms_repository and pbms_reference), and another one (pbms_custom content_
type) for phpMyadmin's internal needs.

After creation, we'll see Status: Enabled on the same page, but not the newly created
system tables. Usually, these tables are kept invisible from within phpMyAdmin
because a user should not play with them directly.

We also see a Disable button. Clicking on it shows a warning;:

You are about to DISABLE a BLOB Repository! Are you sure you want to
disable all BLOB references for database marc book?

Confirming this warning message would make PBMS forget all the BLOB references
in this database, which would eventually delete all BLOB streaming data previously
referenced from this database (if no other reference exists for it from another database).

Table preparation

For this exercise, we'll use the book . cover photo column, and LONGBLOB to hold
the BLOB reference (remember that the stream data itself is located in the BLOB
repository, and the LONGBLOB column is only there to contain the reference). We
ensure that the book table is under the PBXT storage engine, and if it's not the case,
we just need to go to Operations for this table and change the engine, as explained
in Chapter 10.

[ % Using a LONGBLOB for BLOB reference is currently a PBXT requirement. ]

Uploading to BLOB repository

We are finally ready to try our first upload to the repository. In the book table, we
access the Insert panel (or we edit an existing row). Note the new Upload to BLOB
repository option in the dialog for the cover_photo column:

cover_photo longhblob v Binary - do not edit (0 B)
[ Upload to BLOB repositary

(Max: 51200 KiB)

Orweb server upload directary:
b
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One might ask why this new option is shown. After all, don't we want to upload to
the BLOB repository? Maybe! But as this LONGBLOB column may also hold regular
data, two possibilities exist:

e Clicking the Upload to BLOB repository option, and then browsing for a file
or picking one in the web server upload directory. This will send the file to
the repository for streaming later.

e Not clicking the option, thereby sending the data directory to this column
(not for streaming later).

Obviously, we pick the first choice and upload our favorite movie (we can try a short
one first). If the upload works well, we'll see a query similar to this:

UPDATE "marc_book’ . book®
SET ‘cover photo’ = '~*marc book/~1-150-15591197-0%3907219"
WHERE “book' . isbn® = '1-234567-22-0' LIMIT 1;
Here, cover_photo was updated with the BLOB reference, a number generated by
the PBMS storage engine.

Streaming the data from repository
When browsing our table and looking at the row for which we made an upload into
the BLOB repository, we see, under the cover_photo column, depending on the data
format, one of these messages:

e View image

e Play audio

e View video

e Download file
Clicking on the displayed message starts streaming directly from the server's port

8080 to our browser, sending the appropriate MIME type to inform the browser
about which format to expect.

We also see the MIME type of the uploaded data (here video/mp4).

O & ¥ 1-234867-22-0 Future 200 2 en video/rrpd
SOUYERIFS (Dowenload
filg)
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Changing repository data
In case the MIME type for the uploaded data was not interpreted correctly, it's

possible to modify it by clicking this link and typing in the correct type. Note that
this feature is a work in progress in version 3.1.1.

Finally, when editing this row, we'll see a Remove BLOB Repository Reference
option. Putting a check mark on this option and saving the row tells the PBMS
engine to forget about this reference, eventually eliminating the BLOB data from
the repository.

Summary

MySQL 5.0's new features helped the product comply with standards. Even
though phpMyAdmin has limited support for these features (especially lacking

a syntax-oriented editor), it has a basic set of features to work with views,
routines, triggers and information_schema, and to display profiling information.
phpMyAdmin also supports MySQL 5.1 partitions and events, the PBXT storage
engine, and BLOB streaming. The next chapter covers administration of a MySQL
server, focusing on the management of user accounts and privileges.
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MySQL Server Administration

This chapter will discuss how a system administrator can use the phpMyAdmin
server management features for day-to-day user account maintenance, server
verification, and server protection. Non-administrators can also obtain server
information from phpMyAdmin.

Server administration is mostly done via the Server view, which is accessed via the
menu tabs available on phpMyAdmin's homepage.

User and privileges management

The Privileges subpage (visible only if we are logged in as a privileged user)
contains dialogs to manage MySQL user accounts. It also contains dialogs to manage
privileges on global, database, and table levels. This subpage is hierarchical. For
example, when editing a user's privileges, we can see the global privileges as well

as the database-specific privileges. We can then go deeper to see the table-specific
privileges for this database-user combination.

The user overview

The first page displayed when we enter the Privileges subpage is called User
overview. This shows all user accounts and a summary of their global privileges,
as shown in the next screenshot:
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gDatabases J}SQL @Status (¥]Variables [fICharsets g Engines #hPrivileges i Binary log “Processes @aExport filmport

gk User overview

A B C D EF G HIJ K LMNOGPQQR S T U Y W X ¥ I [Showsal
User Host Password Global privileges ' Grant

O marc % Yes USRGE Mo

Q¢

0 root % fes ALL PRIVILEGES fes
Check All f Uncheck All

& Add a new User

r % Remove selected users

(Revoke all active privileges fror the users and delete them afterwards.)
[] Drop the databases that have the same names as the users.

From this page, we can:

o Edit a user's privileges with the Edit link on a user's line
e Use the checkboxes to remove users with the Remove selected users dialog

e Access the page where the Add a new User dialog is available
The displayed users' list has columns with the following characteristics:

e User: The user account we are defining.

e Host: The machine name, or IP address, from which this user account will be
connecting to the MySQL server. A % value here indicates all hosts.

e Password: Contains Yes if a password is defined and No if it isn't. The
password itself cannot be seen from phpMyAdmin's interface, or by
directly looking at the mysql .user table, as it is obfuscated with a one-way
hashing algorithm.

e Global privileges: Listed for each user.

e Grant: Contains Yes if the user can grant his/her privileges to others.

Privileges reload

At the bottom of User Overview, this message is displayed:

Note: phpMyAdmin gets the users' privileges directly from MySQL's
privilege tables. The content of these tables may differ from the
privileges the server uses, if they have been changed manually. In
this case, you should reload the privileges before you continue.
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Here, reload the privileges is clickable. The effective privileges (the ones against
which the server bases its access decisions) are the privileges that are located in

the server's memory. Privilege modifications, to be made from the User overview
page, are made both in memory and on disk, in the mysql database. Modifications
made directly to the mysgl database do not have immediate effect. The reload the
privileges operation reads the privileges from the database and makes them effective
in memory.

Adding a user

The Add a new User link brings a dialog for user account creation. First, we see the
panel where we'll describe the account itself.

=" Add a new User

rLogin Informati

Username: | Use textfield: h

Host: | Any host b

Password: | Use textfield: i
Re-type:

Generate Password:

rDatabase for user

@ Maone
(O Create database with same name and grant all privileges
(O Grant all privileges on wildcard name (username’_%)

The second part of the Add a new User dialog is where we'll specify this
user's global privileges, which apply to the server as a whole (see the Global
privileges section).

rGlobal privileges (Check All / Uncheck All)

Nate: Iy SQE privilege names am expressed in English

[] seow wIEW
[] CREATE ROUTINE
[] ALTER ROUTINE

[] sHOW DATABASES
[] rock TAELES
[] REFERERCES

Data  Structure rAdministration Resource limits
[] #ELECT [] crEATE [] crant
. @ 2 @ Note: Sefting these oplions to 0 (zer) removes the limit.
[] vepats [ mmozx [] rrocEss MaX QUERIES PER HOUR [
[ peLETs 0 pzor [ rezozp MAX UPDATES PER HOUR [
[] FILE [[] CREATE TEMPORARY TAELES [] suurDoms
MaX CONNECTIONS PER HOUR [

MiX USER_CONNECTIONS [

[] ExECUTE [] REPLICATION CLIENT
[] CREATE VIEW [] REPLICATION SLAVE
[] evenT [] ceEaTE USER

[] TRIGGER
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User name

The User name menu offers two choices. We can choose Use text field and input
a user name in the box, or we can choose Any user to create an anonymous user
(the blank user). Let's choose Use text field and enter bill.

Host

By default, this menu is set to Any host with % as the host value. The Local choice
means "localhost". The Use host table choice (which creates a blank value in the
host field) means to look in the mysgl . hosts table for database-specific privileges.
Choosing Use text field allows us to input the exact host value we want. Let's
choose Local.

Password

Even though it's possible to create a user without a password (with the No password
choice), it's best to have a password. We have to enter it twice (as we cannot see what
is entered) to confirm the intended password. Let's input bingo.

Some administrators prefer to improve security by having phpMyAdmin generate a
password itself. In the Generate Password dialog, a click on Generate puts a random
password (in clear) on screen. At this point, we should note the password so that we
can pass it on to the user. Then a click on Copy puts this password in the Password
and Re-Type fields.

Database creation and rights

A frequent convention is to assign a user, the rights to a database, having the same
name as this user. To accomplish this, the Database for user section offers the
checkbox Create database with same name and grant all privileges;. Clicking this
checkbox automates the process by creating both the database and the corresponding
rights. Please note that, with this method, each user would be limited to one database
(user bill, database bill).

Another possibility is to allow users to create databases that have the same prefix as
their usernames. Therefore, the other choice Grant all privileges on wildcard name
(username)\_%) performs this function by assigning a wildcard privilege. With this
in place, user bill could create the databases bill test,bill 2,bill payroll,
and so on; phpMyAdmin does not pre-create the databases in this case.
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Global privileges

Global privileges determine the user's access to all databases. Hence, these are
sometimes known as "superuser privileges". A normal user should not have any
of these privileges unless there is a good reason.

Of course, if we are really creating a superuser, we will select every global privilege
that he/she needs. These privileges are further divided into Data, Structure, and
Administration groups.

In our example, bill will not have any global privileges.

Resource limits

We can limit the resources used by this user on this server (for example, the
maximum queries per hour). Zero means no limit. We will not impose any resources
limits on bill.

The following screenshot shows the status of the screen, just before hitting Go to
create this user's definition (with the fields that are left being set to default):

et Add a new User

—Login Infoermation

User name: | Use text field: | |hill
Host: | Local ¥ | localhost
Password: | Use text field: ¥ | eesse
Re-type: ssass

Generate Password, | enerate H Copy ]

—Database for user

() Mone
() Create database with same name and grant all privileges
¢y Grant all privileges on wildcard name {usernamet_%)
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Editing a user

The page used to edit a user appears after a user's creation, or whenever we click
Edit for a user in the User overview page. There are four sections on this page, each
with its own Go button. Hence, each section is operated independently and has a
distinct purpose.

Edit privileges
The section for editing the user's privileges has the same look as the Add a new User
dialog, and is used to view and to change global privileges.

Database-specific privileges
In this section, we define the databases to which our user has access, and his/her
exact privileges.

— Database-specific privileges
Database Privileges Grant Tablespecific privileges Action
Mone

Add privileges on the following database: | Use text field: v

As shown in the above screenshot, we see None because we haven't defined any
privileges yet. There are two ways of defining database privileges. First, we can
choose one of the existing databases from the drop-down menu.

Table-specific privileges Action

orel

— Usze test field: ]
infarmation schema

L mwzql |
prna
kst
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This assigns privileges only for the chosen database. We can also choose Use text
field and enter a database name. We could insert a non-existent database name, so
that this user can create it later (provided we give him/her the CREATE privilege in
the next panel). We can also use special characters, such as the underscore and the
percent sign for wildcards.

For example, entering bill here would enable him to create a bill database, and
entering bill% would enable him to create a database with any name that starts
with bill. For our example, we will enter bill.

The next screen is used to set bill's privileges on the bill database and create
table-specific privileges.

To learn more about the meaning of a specific privilege, we can move the mouse
over a privilege name (which is always in English), and an explanation about this
privilege appears in the current language. We give SELECT, INSERT, UPDATE,
DELETE, CREATE, ALTER, INDEX, and DROP privileges to bill on this database.
We then click Go.

27 User 'bill'd'localhost’ - Database bill : Edit Privileges

—Database specific privileges (Check All / Uncheck All)

Mote : WMy S6E prwilege rames 3 expressed in Ergliish

Data r Structure Administration
SELECT CREATE [] cramT
INSERT ALTER [] Loce TaBLES
UPDATE IHDEX [] mEFERENCES
DELETE DEROP

[] CREATE TEMPORARY TAELES
[] sHow wIgw

[] CREATE ROUTINE

[] ALTER ROUTINE

[] ExEcuTE

[] crEATE wIEW

[] evEnTt

[] TeIGEER
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After the privileges have been assigned, the interface stays at the same place, so that
we can refine these privileges further. We cannot assign table-specific privileges for
the moment, as the database yet does not exist.

The way to go back to bill's general privileges page is to click the
'bill'@'localhost' title.

This brings us back to the familiar page, except for a change in one section.

r Database-specific privileges
Database Privileges Grant  Tablespecific Action
privileges

hill SELECT, INSERT, WPDATE, DELETE, Mo Mo & oK
CREATE, DROP, INDEX, ALTER

Add privileges an the follawing database: | Use text field: w

We see the existing privileges on the bill database for user bill (which we can Edit
or Revoke), and we can add privileges for bill on another database. We also see that
bill has no table-specific privilege on the bill database.

Changing the password

This dialog is part of the Edit user page, and we can use it either to change bill's
password or to remove it. Removing the password will enable bill to login without
a password.

~Change password
¢y Mo Passward
& Passwaord: Re-type:

Password Hashing: @ MySQL 4.1+
O MysCQL 4.0 compatible

Changing login information or copying a user

This dialog can be used to change the user's login information, or to copy his/her
login information to a new user. For example, suppose that Bill calls and tells us that
he prefers the login name billy instead of bill. We just have to add a y to the user
name, choose Local as the host, and select delete the old one from the user tables.
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~Change Login Information / Copy User

~Login Information

User name: | Use textfield: | |hilly
Host: | Local * | |Iocalhost
Password: | Do not change the pas v

Re-type:

Generate Password: [ Sanerate H Copy ]

~Create a new user with the same privileges and ...

7 ... keep the old ane.

(% ... delete the old one from the user tables.

() ... revoke all active privileges from the old one and delete it afterwards.

(7 ... delete the old one from the user tables and reload the privileges afterwards.

After this operation, bill no longer exists in the mysqgl database. Also, all his
privileges, including the privileges on the bill database, will have been transferred
to the new user —billy. But bill's user definition will still exist in memory, and hence
it is still effective. If we had chosen the delete the old one from the user tables

and reload the privileges afterwards option instead, bill's user definition would
immediately have ceased to be valid.

Alternatively, we could have created another user based on bill, by making use

of the keep the old one choice. We can transfer the password to the new user by
choosing Do not change the password, or change it by entering a new password
twice. The revoke all active privileges... option immediately terminates the effective
current privileges for this user if he/she is logged in.

Removing a user

This is done from the User overview section of the Privileges page. We select the
user to be removed. Then (in Removing selected users) we can choose Drop, to
remove any databases that have the same name as the users we are deleting. A click
on Go effectively removes the selected users.
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Database information

The Databases subpage is intended to quickly get privileges information for each
database. Optionally, it can also be used to obtain global statistics on these databases,
without having to click on each database in the navigation panel. When we enter the
Databases subpage, we see the list of existing databases.

k2 Databases
Database & Collztion
information_schema ut£d_genezal c<i @
|:| marc_book latinl swadi=zh ci gz.__,:-‘l
mysql latinl swedish_ci £
Total: 3 latinl swedish oi

Chedk All f Uncheds Al Wiy selecked ! 53

-

=% Enable Statistics

& Mote: Enabling the database statistics here might cause he awvy traffic
between the web semver and the MyS0L server,

We also see an Enable Statistics link. By default, statistics are not enabled because
computing the size of data and indexes for all the tables in all the databases may cost
valuable MySQL server resources.

Enabling statistics

If we click this Enable Statistics link, a modified page appears. For each database, we
get the default collation for tables in this database, along with the number of tables
and the total number of rows for all tables. Next, information about the space used
by the data portion of the tables is given, followed by the space taken by all indexes
and total space for all tables. Finally, the space that could be reclaimed by optimizing
some tables in this database is presented under Overhead.
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{1 Databases statistics

Database « Collation Tables Rows Data Indexes Total Overhead
information_schemsa utfs_general ci 17 ] o B 4.0 KiB 4.0 KB o B =)
[] rmarc_hook latinl swedish ci 6 13  83.4 KB 14.0 KB 97.4 KB 48 B 8B
mysgl latinl_swedish_ci 17 118 48.4 KB 31.0 KB 73.4 KB 12.8 KB g3
Total: 3 latinl swedish ci 40 132 131.8 KiB 49.0 KiB 180.8 KB 12.8 KB

+ Check AllTUncheck All With selected: [

=% Disable Statistics

Sorting statistics

By default, the list is sorted by database name in ascending order. If we need to find
the database with the most tables or the database that takes the most space, a simple
click on the Tables or Total column header sorts them accordingly. A second click
reverses the sort order.

Checking the database privileges

Clicking the Check Privileges icon displays all the privileges on a specific database.
A user's global privilege might be shown here, as it gives him/her access to this
database as well. We can also see the privileges specific to this database. An Edit
link takes us to another page that is used to edit the user's privileges.

Sa/ Users having access to "marc_hook™
User Host Type Privileges Grant  Action
admin % nlobal ALL PRIVILEGES Yes ;aﬁ'
marc % wildcard: marcs SELECT, INSERT, UPDATE, DELETE, CEEATE, DROF Mo &
root % global ALL PRIVILEGES fes S

Dropping selected databases

This is an operation that should not be taken lightly. To drop one or more databases,
we put check marks next to the names of the databases to be dropped, and click on
the red X next to With selected. We then get a confirmation screen.

Server information

The Status, Variables, and Processes menu tabs are available to get information
about the MySQL server, or to act upon specific processes.
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Server status verification

These statistics reflect the MySQL server's total activity, including (but not limited to)
the activity generated by queries sent from phpMyAdmin.

The general status page

Clicking the Status link produces runtime information about the server. The page
has several sections. First, we get information about the elapsed running time and
the startup time. Then we get the total and average values, for traffic and connections
(where the s means average).

Databases [ SOL ¥ Status  [Z)variables [fl[Charsets g Engines  giPrivileges [ Binary log  #yProcesses i Fxport  Jilmport

¥ Runtime Information
[Refresh] [Reset] [ @]
This MyS0QL server has been running for O days, O hours, 54 minutes and 21 seconds. It started up on Jan 02, 2009 at 08:36 P

[S0L query] [InnoDE] [Handler] [Query cache] [Threads] [Binary log] [Temporary data] [Delayed inserts] [Key cache] [Joins] [Replication] [Sorting] [Tables]
[Transaction coordinator]

Server traffic: These tables show the network traffic statistics of this MySQL server since its startup.

Traffic ! @ per hour Connections @ per hour %
Received 16 KiB 18 KiE Max. concurrent connections 1 - =
Sent 132 KiB 145 rip Failed attempts o o.o0 0.00%
Total 149 KiB 164 Kie Aborted o o.o0 0.00%

Total 18 Z0.98 100.00%

Next, the statistics about the queries are displayed (shown in part here). The average
number of queries per hour, minute, and second give a good indication of the
server load.

This is followed by statistics about each MySQL command, the absolute number of
times, hour average, and the number of times as a percentage of the total.

Qluery statistics: Since its startup, 2,826,620 queries have been sent to the server.
Total & perhour ¢ perminute & persecond
3m 23.38 k 389.73 £.50
Query type @ per hour % Query type @ per hour %

admin commands i} 0.00 0.00% savepeint i} 0.00 0.00%
alter db 1} 0.00 0.00% select im 21.37 k BIZ.12%
alter table 34 0.2g 0.00% setoption 11 k 01.68 0.40%
analyze ] 0.00 0.00% show kinleg events ] 0.00 0.00%
backup table 1} 0.00 0.00% show binlogs 185 1.53 0.01%
begin a 0.00 0.00% show charsets 1k 10.95 0.05%
change db i1 k 258.80 1.12% show collations 1k 10.95 0.05%
change master i} 0.00 0.00% show column types i} 0.00 0.00%
check 1} 0.00 0.00% show create db 824 6.32 0.03%
checksum u] 0.00 0.00% show create table 12 k 100.16 0.43%
commit i} 0.00 0.00% show databases 386 3.18 0.01%
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Depending on the MySQL version, many other sections containing server
information are displayed.

InnoDB status

On servers supporting InnoDB, a link appears at the end of the InnoDB section.
When this link is clicked, information about the InnoDB subsystem is displayed,
including information about the last InnoDB error that occurred.

¥ InnoDB Status

040709 15:27:16 INNODE MONITOR QUTPUT

Per second averages calculated from the last 2 seconds

05 WAIT ARRAY INFO: reservation count 3, signal count 3
Mutex spin waits @, rounds 0, 05 waits 0
RW-shared spins 6, 05 waits 3; RW-excl spins 0, 05 waits O

Trx id counter @ 7424

Purge done for tri's n:o < @ 6939 undo nto < 0 0

Total number of lock structs in row lock hash table 0

LIST OF TRANSACTIONS FOR EACH SESSION:

---TRANSACTION O @, not started, process no 17315, 05 thread id 1158499248
MySOL thread id 115, query id 2522 localhost root

SHOW INNODE STATUS

1/0 thread @ state: waiting for ifo request (insert buffer thread)
1/0 thread 1 state: waiting for ifo request (log thread)
1/0 thread 2 state: waiting for ifo reguest (read thread)
1/0 thread 3 state: waiting for ifo request (write thread)
Pending nomal aio reads: 0, aio writes: 0
ibuf aio reads: @, log ifo's: O, sync ifo's: 0O
Pending flushes (fsync) log: O; buffer pool: @
48 05 file reads, 4 05 file writes, 4 05 fsyncs
0,00 reads/s, O avg bytes/read, 0,00 writes/s, 0.00 fsyncs/s
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Server variables

The Variables subpage displays various settings of the MySQL server, which can be
defined in, say, the my.cnf MySQL configuration file. These values can't be changed
from within phpMyAdmin.

{zaDatabases 7SOL ¥FStatus (2| Variables [{]Charsets EdEngines c3Privileges [ Binary log
Server variables and settings
Variable Session value / Global value

auto increment increment 1
auto increment offset 1
autocommit oM
automatic sp privileges 0"
back log 50
hasedir fuasrflocal fuysgl-5.1. 28/
hig tables OFF
binlog cache size 32,768

Server processes

The Processes subpage is available to superusers and normal users. A normal
user would see only the processes belonging to him/her, whereas a superuser sees
all the processes.

This page lists all active processes on the server. There is a Kill link that allows us to
terminate a specific process.

gaDatabases 7 SQOL  Status  (§)Variables [Hf|Charsets EyEngines £iPrivileges [z Binary log 4 Processes
- ID User Host Database Command Time Status SAL query
kill z1 root  www.cegepsherbrooke.qooca35666  mysql Cluery oo SHOW PROCESSLIST

This example has only one running process — the one created by the suow
PROCESSLIST command itself. This process is not killable because it is no longer
running when we get to see the page. We would normally see more processes
running on a server.
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Storage engines

Information about the various storage engines is available on a two-level format.
First, the Engines tab displays an overview of the possible engines for the
current MySQL version. The names of the engines that are enabled on this server
are clickable.

{fDatabases .2SQL FStatus [Z]Variables [H]Charsets kyl Engines
ki Storage Engines

Storage Engine Description

Myl =AM Default engine as of MyS0L 3.23 with great perfarmance
MRG_MYISAM  Collection of identical MylSAM tables

PEXT High perfarmance, multi-versioning transactional engine
BLACKHOLE fdew/null storage engine (anything you write to it disappears)
Ca% C3% storage engine

MEMORY Hash based, stared in memory, useful for temporary tables
InnoDB Supports transactions, row-level locking, and foreign keys
ARCHIVE Archive storage engine

FEMS The Media Stream engine for My S0L

A click on one engine name brings a detailed panel about its settings. Moving the
mouse over the numbers in superscript reveals even more information about a
particular setting.

& MyISAM
Default engine as of MyS0L 323 with great performance
MylSAM is the default storage engine on this MySCL server.

bulk_insert_buffer_size 8,132 KiE

delay key write 0
1 Data pointer size £ E
2  Maximum size for temporary sort files 2,048 MiE
2 Automatic recovery mode OFF
4 Repair threads 1
5 g,192 EiE

5 The buffer that is allocated when sorting
MylSAM indexes during a REPAIR TABLE or fls_meqal
when creating indexes with CREATE INDEX OFF
or ALTER TABLE. P
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Available character sets and collations

The Charsets menu tab on the homepage opens the Server view

for the Charsets subpage, which lists the character sets and collations supported
by the MySQL server. The default collation for each character set is shown with
a different background color (using the row-marking color defined in
$cfg['BrowseMarkerColor']).

iz1Databases . SOL $FStatus [Z]Variables Chﬂfﬁ‘ﬂﬂﬁ

Character Sets and Collations

Collation Description
armsciid (ARMSCH-8 Armenian)
armsciig_bin Armenian, Binary

arm=cii@_general ci Armenian, case-insensitive
ascii (US ASCI)

ascii_bin West European (multilingual), Binary

ascii_general_ci YWest European (multilingual), case-insensitive
bigd (Bigs Traditional Chinese)

bigs bin Traditional Chinese, Binary

bigs chinese ci Traditional Chinese, case-insensitive

The binary log

If MySQL's binary log is active on our server, the menu in the Server view changes
so that a Binary log tab appears. This tab gives access to an interface through the
SHOW BINLOG EVENTS command. This command produces the list of SQL statements
that have updated data on our servers. This list could be huge, and currently
phpMyAdmin does not limit its display with a pagination technique. Hence, we
could hit the browser's memory limits, which depend on the particular browser we
are using.
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In the following screen, we choose the binary log that we want to examine (unless
the server has only one binary log), and the statements are then displayed.

{Ef Databazes 5?@ SEL # Status  [Z] variables Charsets @ Engines gﬁ Frivileges [E Binary log ﬁProcesses llJ Export

Eﬂ Import

% Binary log
Select binary log to vie
: myzql-bin. 000002 [265 B v |2 Files, 177 834 B
!

@ “our SOL query has been executed successfully

r SEL query:

SHOW BINLOG EVENTS IM 'mysql-bin 000002 LIMIT O,

30

[ Edit] [ Create PHF Code ] [ Refresh ] [Walidate SQL]
=T+
Log name Fosition Ewent type Server Originzl Infior rmation
ln} position
mysql-bin. 000002 4 Format_desc 1 106 Serverver §.1.22-re-standard-log, Binlog ver 4
mysql-bin 000002 106 Queny 1 265 uze "test'; CREATE TABLE “test' *t1* id" INT HOT HULL, *description®

WARCHARZ5) HOT HULL) ENGINE = hiylSAM

Summary

This chapter covers various features available to system administrators, such

as user account management, privileges management, database privileges checks,
and server status verification. Appropriate knowledge of the MySQL privileges
system is crucial to maintain a MySQL server adequately, and this chapter proposes
exercises centered around the notion of a user and his/her privileges. Next is the
Appendix A, which tells the history of the phpMyAdmin project.
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History of phpMyAdmin

This appendix details the birth and evolution of phpMyAdmin over its ten-year
history. A one-person hobby project back in 1998, this software has grown, in
terms of both the features and the number of people involved. As a testimony to
this growth, the earliest source kit I could find (for version 1.1.0) occupied 9 KB,
compared to version 3.1.2's size of 3.4 MB.

Early events

The first internal version (0.9.0) was programmed by Tobias Ratschiller

from Switzerland, and bears the date September 09, 1998. He then released
version 1.0.1 on October 26, 1998. The early versions were offered on Tobias's site
http://www.phpwizard.net (this site is no longer associated with him). Tobias
wrote in the accompanying notes:

"This work is based on Peter Kuppelwieser's MySQL-Webadmin. It was
his idea to create a web-based interface to MySQL using PHP3. Although

% I have not used any of his source-code, there are some concepts I've
borrowed from him. phpMyAdmin was created because Peter told me he
wasn't going to further develop his (great) tool."

Compared to today's version (ten years after the original), the first version was
somewhat limited in features. Neverthless it could be used to create databases and
tables, edit their structures, and enter and retrieve data. In the figure that follows,
you can see that the left panel was already in place to list database names (not table
names yet), and the right panel was the workspace to manage a database or table.
This is how the interface for databases looked like in version 1.3.0:



History of phpMyAdmin

Home
2 databases

mysql
test

Database mysql

|cu|umns_pri\r |Browse |Se|ect |Insen |F’roperties |Drap |Emptv

db Browse Selectllnsen Properties |Drop [Empty
func Browse Selectllnsen Properies |Drop [Empty
|host |Browse |Se|ect |Insen |F’roperties |Drap |Emptv

|l,ables_pri\r |Browse |Se|ect |Insen |F’roperties |Drap |Emptv

|user |Browse |Se|e|:t |Insen |F’rnperties |Drnp |Emptv

® Run SQL query on database mysqgl:
Go |

& Create new table on database mysql:

Name:

Fields: Go |
# Drop database mysqgl
# Insert textfiles into table

To work on a table, you had the following screen:

Home

mysql
test

2 databases

Database mysql - table func

Field Type Null | Default |Extra Action

name |char(64) binary ,W Change W Primary M Unique
ret tinyint(1) ,W 0 ] Change ,?c:p Primary M Unique
dl char{12 8) ,W ] Change ,Tﬂp Primary ,m Unique

ltype

|enum(‘functiun','aggregate') ,Wkum:tiun |Change Drop |F’rimarv Index |Unique

Keyname Unique Field |Action
PRIMARY Yes name Drop

* Add new field
# View dump (schema) of table

I was using phpMyAdmin version 1.2.0 (released November 29, 1998), and was
immediately hooked to the idea of being able to use a web application to maintain
a remote database. However, students at College de Sherbrooke, where I work

in Québec, Canada, are French speaking folks. Therefore, I contacted Tobias and
offered to transform his source code by outsourcing all messages in a message file.
He accepted the offer, and I created both the English and French message files.
Then, on December 27, 1998, Tobias released version 1.3.1, the first multi-language

version. (Meanwhile, he had managed to create the German message file.)
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In 1999, and the first half of 2000, Tobias improved the navigation system, added
features, and merged more language files. His project site maintained a discussion
forum allowing new ideas to come along and patches to be discussed. Version 2.1.0
was released on August 06, 2000, which was the last version released by Tobias, who
had no more time to devote to this project.

Project re-launch

However, user base had already multiplied, and they were asking for more of the
product. Patches were floating on the Internet, with no way of coordinating them. A
security alert (and fix) had been published by a third-party, but no new version was
being released. Finally, on March 31, 2001, Olivier Miiller registered the phpMyAdmin
project on SourceForge .net, and released a 2.2.0 pre-launch version. It was then
called the unofficial version. This restart of the project attracted some developers,

who now had the SourceForge infrastructure (CVS server, forums, bug trackers, and
mailing lists) to help speed up the development. I personally re-joined the project in
May 2001, and started fixing and improving the code, as my co-developers were doing.

We became official on May 28, 2001, as Tobias accepted our version as the new
official one. I remember those months of very intense development effort, with
daily improvements and bug fixes, along with new documentation sections.
This effort culminated on August 31, 2001, with the release of version 2.2.0.

Here's an excerpt from the announcement file for 2.2.0:

"After five months, five beta releases, and four release candidate versions,
the phpMyAdmin developers are pleased to announce the availability of
. phpMyAdmin 2.2.0. [...] on March 31, 2001. Olivier Miiller (Switzerland),
& supported by Marc Delisle (Québec), Loic Chapeaux (France), and a
L= team of eight other developers re-started the phpMyAdmin project on
SourceForge .net, with the authorization of the original package
maintainer. Now, after five months of patches, bug fixes, new features,
and testing, the version 2.2.0 is finally ready."

This version had security fixes and seven new languages (with dynamic
language detection). The code had been reworked to be CSS2 and XHTML
1.0 compliant, and to follow the PEAR coding guidelines. The bookmarks
feature appeared in this version, and this came from a separate add-on called
"phpMyBookmark".
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During the following year, the development continued, with the release of seven
minor versions. The last version of the 2.2.x series is 2.2.7-pl1, which is also the last
to have been fully tested under PHP 3. We registered phpmyadmin.net as the official
domain name for the project on April 03, 2002 — the date is worth being noted.

Distributors

The list of distributors for phpMyAdmin would be too long and complex to gather,
but here are a few pointers. First, the Downloads page of MySQL's website had a
"contrib" section in which phpMyAdmin was mentioned very early after its birth.
Also, many, if not all, Linux distributors included phpMyAdmin in their kit. Finally,
a number of package builders prepare kits for various platforms. I'll just mention the
renowned XAMPP kit from Apache Friends, available at http://www.xampp.org.
Back in mid-2002, the Apache Friends group was already busy integrating Apache,
PHP, MySQL, and phpMyAdmin.

Evolution

On August 11, 2002, version 2.3.0 was released. There had been so many new
features that the pages were becoming too long. So, this version was the "great
split version", creating subpages to group together related features, and thereby
enhancing the Database and Table views.

The team started a schedule of releasing a new minor version (2.3.1,2.3.2 ...)

every two months. Version 2.4.0, released on February 23, 2003, included a new
server/user management facility. Then came version 2.5.0, on May 11, 2003, to mark
the new MIME-type cell transformation system.

Version 2.6.0 —released on September 27, 2004 —added support for the new mysqgli
extension available in PHP 5 for better performance and improved security. The
interface for this version has been redesigned, including new icons and a theme
manager. All these features are explained in this book. On April 16, 2005, version
2.6.2 was born, adding basic support for MySQL's views.

In June 2005, the first meeting of phpMyAdmin's development team took place

in Karlsruhe, Germany, during LinuxTag 2005. Six members of the team from
Switzerland, Germany, Czech Republic, and Canada were present, displaying
phpMyAdmin and discussing its features with the event's attendees. We also
celebrated PHP's and MySQL's 10* anniversary on the same occasion, along with

the respective fathers of these products —Rasmus Lerdorf and Michael "Monty"
Widenius. A few weeks before that, at the MySQL Users Conference in Santa Clara, a
presentation was titled "PHP 5 + MySQL 5 = A Perfect 10". Indeed, we were aware of
what this anniversary meant in terms of the product's maturity.
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Version 2.7.0 was released on December 04, 2005. With this version, we ended
support for older configuration files — those prior to phpMyAdmin 2.3.0. Also, in
2.7.0, a new plug-in-based import module made its debut.

Version 2.8.0 was made available on March 06, 2006. It included a new web-based
setup mechanism. With 2.8.0, the team started a new numbering scheme for version
releases. The 2.8 family contains fixes for only those features that are already present
in 2.8.0. Here are some examples of the versions, which were expected to follow 2.8.0:

e 28.0.1, for anything urgent like a security fix
e 28.1, containing normal fixes for the 2.8 family

e 29,0, with new features

Version 2.9.0, released on September 20, 2006, added many small improvements such
as a font size selector, new export formats, and the possibility of using an external
authentication method. Version 2.10.0, released on February 27, 2007, had its main
attraction as the Designer —a new graphical Ajax-based relation manager. Version
2.11.0, released on August 21, 2007, offered support for creating views. It also offered
support for managing procedures, functions, and triggers.

GoPHP5 and the 3.x branch

phpMyAdmin finally accepted an invitation to become an initial member of

the GoPHPS5 initiative (see http://GoPHP5 . org). This initiative promotes the
adoption of PHP 5 among web hosts. This means that the new feature releases of
phpMyAdmin, after February 05, 2008, require a server that can at least run PHP 5.2.

To better indicate the new PHP requirements, the team switched the major version
number to 3. At the same time, it was decided to stop supporting MySQL prior to
version 5.0 in the 3.x branch.

Version 3.0 was released on September 27, 2008, with support for MySQL 5.1
features, such as partitioning and the event scheduler. This version also had a new
start page and made use of JavaScript effects. Then, on November 11, 2008, version
3.1 incorporated a new setup script and support for BLOB streaming — the work of
two students from Google Summer of Code 2008. This version also added support
for Swekey hardware authentication.

phpMyAdmin continues to be popular. The cumulative downloads, since April 2001,
have reached an impressive count of more than seventeen million in January 2009, at
the time of writing this book.
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Awards

phpMyAdmin has won some awards, as can be seen in the "Awards" section of

the project's homepage. First, it was awarded "Project of the Month" for December
2002, by the administrators of SourceForge. In the interview-style document that we
prepared to put on the SourceForge POTM page, I wrote that I was impressed by the
download rate of our product, which was three per minute at that time. (Since then,
we have reached ten per minute on peak days.)

phpMyAdmin received 75% of the votes from the readers of both the German PHP
Magazine and its international version, in the category "Best PHP Application/
Tool" for 2003. This award was officially presented to two members of the team

at the International PHP Conference, held at Frankfurt in November 2003. The
German PHP Magazine hosted the readers' choice again in 2005 and 2006, which
phpMyAdmin won in both the years.

SourceForge.net hosted its "Community Choice Awards" for the first time in 2006,
and phpMyAdmin won in two categories — Databases and System Administration. I
represented the team at LinuxWorld, Boston, in April for the Awards presentation.
The project also won "Best PHP Application of the Year" at the fifth Annual OS/2
World Awards. At the end of 2006, our project won a Silver Trophy at the third
"Trophées du Libre" contest; I went to France to receive the trophy.

In 2007, at the sourceForge .net "Community Choice Awards", phpMyAdmin was
nominated in the "Best Tool or Utility for Developers" category, and won the "Best
Tool or Utility for SysAdmins" Award.

At the beginning of 2008, MySQL AB was acquired by Sun Microsystems for an
amount of $1billion. I assume this gave SourceForge.net the idea to propose a
new award category: "Most Likely to Be the Next $1B Acquisition". However, as
envisaged, phpMyAdmin won this award too, along with "Best Tool or Utility
for SysAdmins". phpMyAdmin was also a finalist for "Best Tool or Utility

for Developers".
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PhpMyAdmin also won the InfoWorld's "Best of open source platforms and
middleware (MySQL administration)" prize for year 2008.

Summary

This appendix covers phpMyAdmin's history —from its roots back in 1998, through
the project re-launch in 2001, and its subsequent evolution. It details each major
version, explains the role of phpMyAdmin in the GoPHP5 initiative, and presents
the list of awards collected by this software product. The next appendix explains
how to troubleshoot phpMyAdmin, by examining some of its error messages and
proposing solutions.
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Troubleshooting and Support

This appendix proposes guidelines for solving some common problems, and gives
hints on how to avoid them. It also explains how to interact with the development
team for support, bug reports, and contributions.

System requirements

A section at the beginning of the Documentation.html file (which is included with
the downloaded kit), discusses system requirements for the particular phpMyAdmin
version we are using. It is crucial that these requirements be met, and that the
environment be properly configured so that problems are avoided.

Some problems, such as phpMyAdmin bugs, are in fact caused by the server
environment. Sometimes, the web server is not configured to interpret . php files
correctly, or the PHP component inside the web server does not run with the mysql
or mysgli extensions. MySQL accounts may be badly configured. This can happen
on home servers as well as on hosted servers.

When we suspect that something is wrong, we can try a simple PHP script, test.
php, which contains the following to check if the PHP component answers correctly.

<?php
echo 'hello';

?>
We should see the hello message. If this works, we can try another script:

<?php
phpinfo () ;

?>
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This script displays information about the PHP component, including the

available extensions. We should at least see a section about MySQL (proving that
the mysql extension is available), which gives information about the MySQL Client
API version.

We can also try other PHP scripts that make a connection to MySQL, to see if the
problem is more general than just phpMyAdmin not working. As a general rule,
we should be running the latest stable versions of every component.

Base configuration

We should always double-check the way we made the installation, including proper
permissions and ownerships. Typos may occur while modifying config. inc.php.

Solving common errors

To help solve a problem, we should first pinpoint the origin of the error message.
Here are the various components that can generate an error message:

e  MySQL server: These messages are relayed by phpMyAdmin, which displays
MySQL said followed by the message

e PHP component of the web server: For example, Parser error

e Web server: The error can be seen from the browser, or in the web server's
log files.

e Web browser: For example, JavaScript errors

The Error Messages and Other Problems sections are mostly based on various
messages found on phpMyAdmin's help forum and in the FAQ section of

Documentation.html.

Error messages
This section refers to explicit error messages, as displayed by phpMyAdmin.

Cannot load MySQL extension

To connect to a MySQL server, PHP needs the mysqgl extension (mysqli extension
is recommended for MySQL 4.1+), which is a set of MySQL functions. This
extension may be compiled as a part of the PHP server. Or it may need to be loaded
dynamically, in which case, phpMyAdmin may have tried to load it and failed. This
error implies that no other PHP script can make connections to a MySQL server.
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The required extension is contained in a file that can be named mysql . so or mysqgli.
so on Linux or UNIX, or mysql.dl1l (maybe mysqli.d11) on Windows. If our PHP
server comes from a software package, we can find and install another software
package —probably called php-mysqgl or php-mysqgli.(The name is distribution
dependent.) Otherwise, we can compile our own PHP server with the appropriate
extension, as explained in the PHP documentation.

#2003 - Can't connect to MySQL server

This message indicates that the MySQL server is not running, or cannot be reached
from the web server. It can also be a socket (Linux/UNIX) or a named pipe
(Windows) configuration problem.

Socket problem (Linux/UNIX)

The socket configured in php . ini (an example of which is given below) does not
correspond to the socket of the running MySQL server.

mysqgl.default socket = /tmp/mysqgl.sock

As a result, PHP cannot reach MySQL. We can change it to:
mysql.default socket = /var/lib/mysqgl/mysqgl.sock

However, to be sure, we must find the exact location of this socket.

Named pipe problem (Windows)

This is a problem similar to that indicated above, but on Windows. It can be solved
by adjusting mysql.default_socket with the correct named pipe used to connect
locally to a MySQL server. For example:

mysqgl.default socket = MySQL

MySQL said: Access denied

This error can be solved when we understand the relevant login parameters.

When using http authentication

We cannot use the web server security mechanism based on a . htaccess file and the
http authentication in config. inc.php together. As a workaround, use cookie as
the authentication type instead of http.
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When using http, cookie, or config authentication

The host parameter in config. inc.php must match the host defined in the user
access privileges. Sometimes, a system administrator may create an account
authorizing user bill and host localhost. If we try touse 127.0.0.1 host in
config.inc.php, it will be rejected by MySQL even though it points to the same
machine. The same problem can occur if we try the real name of the machine
(mysgl.domain.com) and the definition has been made for localhost.

Access denied ... "using password: NO"

If the message ends with using password: NO, it means that we are not transmitting
a password, and MySQL is rejecting this login attempt. The password value may not
have been set in config. inc.php.

Access denied ... "using password: YES"

A password is transmitted, but the host/username/password combination has been
rejected by MySQL.

Warning: cannot add header information

This problem is caused by some characters (such as blank lines or spaces) being
present in config. inc . php —either before the <?php tag at the beginning, or after
the 2> tag at the end. We should remove these with an editor that supports . php files
(as discussed in Chapter 1).

MySQL said: Error 127, Table Must Be Repaired

In the left panel, we click on the database name. In the right panel, we select the name
of the table for which there is an error (using the relevant checkbox). We then choose
Repair from the lower drop-down list. More details are available in Chapter 10.

BLOB column used in key specification without a
key length

MySQL requires that an index set on a BLOB column be limited in size. The simple
index creation technique available when creating a column, does not permit the size
to be specified. Therefore, we need to create the column without an index. We then
come back to the Structure page, and use the Create an index dialog to choose the
BLOB column and set a size for the index.
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lIS: No Input File Specified

This is a permission problem. Internet Information Server (IIS) must be able to read
our scripts. As the server is running under the user TUSR_machinename, we have to
follow the steps mentioned next:

1. Right-click on the folder where we installed phpMyAdmin.
2. Choose Properties.

3. Click on Add under the Security tab, and select the TUSR_machinename user
from the list.

4. Ensure that this user has read permission to the directory.

A "404: page not found" error when modifying
a row

This happens when the $cfg['PmaAbsoluteUri'] parameter in config.inc.php is
not set properly. Chapter 1 explains how to take care of this parameter.

Other problems

Here, we cover solutions to problems that do not show up on screen as a specific
error message.

Blank page or weird characters

By default, phpMyAdmin uses output buffering and compression techniques to
speed up the transmission of results to the browser. These techniques can interfere
with other components of the web server, causing display troubles. We can set
$cfg['OBGzip'] to FALSE in config. inc.php. This should solve the problem.

Not being able to create a database

No privileges appears next to the Create database dialog on the homepage, if
phpMyAdmin detects that the account used to log in does not have the permissions
to create a database. This situation occurs frequently on hosted servers, where the
system administrator prefers to create one database for each customer.

If we are not on a hosted server, this message simply reflects the fact that we have
neither the global CREATE privilege nor any CREATE privilege on a wildcard
database specification.
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Problems importing large files or uploading large
BLOB files

Usually, these problems indicate that we have hit a limit during the transfer.
Chapter 8 explains these limits and the recommended course of action. As a last
resort, we might have to split our large text files. (Search the Internet for

file splitters.)

MySQL root password lost

The MySQL manual explains the general solution at
http://www.mysqgl.com/doc/en/Resetting permissions.html.

The solution involves stopping the MySQL server and restarting it with the special
option skip-grant-tables (which basically starts the server without security).
The way to stop and restart the server depends on the server platform used. We can
then connect to the server from phpMyAdmin as a superuser (like root) and any
password. The next step is to change the root's password (see Chapter 18). We can
then stop the MySQL server and restart it using normal procedures. (Security will
become active again.)

Duplicate field names when creating a table

Here is a curious symptom. When we try to create a table containing, for example,
one field named FIELD1 of type VARCHAR (15), it looks like phpMyAdmin has sent a
command to create two identical fields named F1ELD1. The problem is not caused by
phpMyAdmin, but by the environment. In this case, the Apache web server seems
well-configured to run PHP scripts when in fact it is not. However, this bug appears
only for some scripts.

The problem occurs when two different (and conflicting) sets of directives are used
in the Apache configuration file. The first set of directives are:

SetOutputFilter PHP
SetInputFilter PHP

and the second one:

AddType application/x-httpd-php .php
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These sets of directives may be in two different Apache configuration files, and
hence, difficult to notice. The recommended way is to use AddType. Using this,

we just need to put comments on the other lines (as shown in the following snippet)
and restart Apache.

#SetOutputFilter PHP
#SetInputFilter PHP

Authentication window displayed more than once

This problem occurs when we try to start phpMyAdmin with a URL other than the
one set in $cfg['PmaAbsoluteUri']. For example, a server may have more than one
name, or we may try to use the IP address instead of the name.

Column size changed by phpMyAdmin

For a more efficient column definition, MySQL itself sometimes decides to change
the column type and size. This happens mostly with CHAR and VARCHAR.

Seeing many databases that are not ours

This problem occurs mostly after an upgrade to MySQL 4. The automatic server
upgrade procedure gives the global privileges CREATE TEMPORARY TABLES,
SHOW DATABASES, and LOCK TABLES to all users. These privileges also enable
users to see the names of all the databases (but not their tables) until we upgrade the
GRANT tables privilege as described in the MySQL manual. If the users do not need
these privileges, we can revoke the privileges. The users will then see only those
databases to which they have access rights.

Not being able to store a value greater than 127

This is normal if we have defined a column of type TINYINT, as 127 is the maximum
value for this column type. Similar problems may arise with other numeric column
types. Changing the type to INT expands the available range of values.

Seeking support

The starting point for support is the homepage, http://www.phpmyadmin.net,
which has sections on documentation and support. There, you will find links to the
discussion forums and to various trackers, such as:

e Bug tracker

e Feature requests tracker
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e Translations tracker
e TPatches tracker

e Support tracker

FAQs

The Documentation.html file, which is part of the product, contains a lengthy FAQ
section with numbered questions and answers. It is recommended to peruse this
FAQ section as the first source for help.

Help forums

The development team recommends that you first use the product's forums to search
for the problem encountered, and then start a new forum discussion before opening
a bug report.

Creating a SourceForge account

Creating a (free) SourceForge user account, and using it for posting on forums, is
highly recommended. This enables better tracking of questions and answers.

Choosing the thread title

It is important to choose the summary title carefully when you start a new forum
thread. Titles like "Help me!", "Help a newbie!", "Problem", or "phpMyAdmin error!"
are difficult to deal with, as the answers are threaded to these titles and further
reference becomes problematic. Better titles would be: "Import with UploadDir",
"User can't but root can login", or "Server not responding".

Reading the answers

As people will read, and almost always answer your question(s), giving feedback in
the forum about the answers can really help the person who answered, and others
who have the same problem.

Support tracker

This is another place to ask for support. Also, if we have submitted a bug report,
which is in fact a support request, the report will be moved to the support tracker.
With your SourceForge user account, you will be notified of this tracker change.
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Bug tracker

In this tracker, we see bugs that have not yet been fixed, along with the bugs that
have been fixed for the next version. (This is to avoid getting duplicate bug reports.)

Environment description

As developers will try to reproduce the problem mentioned, it helps to describe your
environment. This description can be short, but should contain the following items:

¢ phpMyAdmin version (the team, however, expects that it is the current
stable version)

e Web server name and version
e PHP version
e  MySQL version

L4 Browser name and version

Usually, it isn't necessary to specify the operating system on which the server or the
client is running, unless we notice that the bug pertains to only one OS. For example,
FAQ 5.1 describes a problem where the user could not create a table having more
than fourteen fields. This happens only under Windows 98.

Bug description

We should give a precise description of what happens (including any error message,
the expected results, and the effective results we get). Reports are easily managed

if they describe only one problem per bug report (unless the problems are

clearly linked).

Sometimes, it might help to attach a short export file to the bug report, to help
developers reproduce the problem. Screenshots are welcome.

Contributing to the project

Since 1998, hundreds of people have contributed translations, code for new features,
suggestions, and bug fixes.
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The code base

The development team maintains an evolving code base from which they
periodically issue releases. A paragraph on the download homepage section
describes how to use Subversion to get the latest version in development. (This can
also be done by downloading the Subversion snapshot.) A contribution (translation
update, patch, new feature, and so on) will be considered with a higher priority if it
refers to the latest code base, and not to an outdated phpMyAdmin version.

Translation updates

Taking a look at the project's current list of 55 languages, you will notice that

they are not equally well maintained. The details about translations are available at
http://www.phpmyadmin.net/home_page/translations.php. You can try to email
the official translator for a particular language to propose corrections or translations
of recently added messages. If this person does not answer, you can send your
modifications to the translation tracker, inside a compressed (. zip) file.

Patches

The development team can manage patches more easily if they are submitted in the
form of a context diff against the current code base, with an explanation of the
solved problem or the new feature achieved. Contributors are officially credited in
Documentation.html, or at least in ChangeLog.

Future phpMyAdmin versions

Here are the points that the development team is considering for the next versions:

e Improved support of MySQL's new features
e User preferences in permanent storage

e Internal code improvements

Summary

This appendix covers how to prevent problems with a properly configured server,
along with where and how to ask for help. The appendix also explains some
common errors and suggests solutions. Moreover, the Contributing to the Project
section covers how one can contribute to help improve phpMyAdmin.
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